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Overview
LiveNX is an intelligent, action-oriented Network Operations and Management software that pro-
vides real-time visualizations, deep monitoring, and troubleshooting of multi-vendor network 
devices, with an easy-to-use graphical user interface. 

LiveNX delivers its network and application monitoring capabilities via two User Interfaces. The 
Operations Dashboard delivered via Web technologies is the primary interface and is built for Day 2 
network operations. It is designed to be used by Operations Engineers, Tier 1, 2 Technical Support 
Engineers, and advanced users such as Networking Administrators and Network Architects. The 
Engineering Console is delivered via a thick-client and is built for configurations (e.g., QoS policies) 
and caters to Network Engineers and Architects who want to perform deeper troubleshooting tasks. 
This User Guide is built for users of the Operations Dashboard. For the User Guide built for users of 
the Engineering Console, please refer to our complete documentation at https://docs.liveac-
tion.com/LiveNX.

When accessing the LiveNX Operations Dashboard, the default page presented after successful 
login is the Overview page. At the top of this page is a status bar. This will be present on all other 
LiveNX pages.

Overview Page
The Overview Page shows status for Sites, Devices, and Interfaces. It also shows Active Alerts. Users 
can drill down using these links to explore further.

Status Bar
The Status Bar at the top of the Overview page provides status and access to the main Navigation 
Bar, and to a variety of LiveNX functions.

https://docs.liveaction.com/LiveNX
https://docs.liveaction.com/LiveNX


 LiveNX Operations Dashboard User Guide

Status Bar 3

The status bar’s menu icon at the top left of the page expands the Navigation Bar. The majority of 
LiveNX daily usage tasks are found from this menu. See Navigation Bar on page 10.

The status bar’s LiveAction icon provides quick access back to the Overview page.
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The New Features! button appears on the status bar after upgrading LiveNX to a new major or minor 
version. 

Clicking the New Features button will present a list of the new features.

The status bar shows the number of active Alerts organized by severity. 

The LiveNX Alert severities are:



 LiveNX Operations Dashboard User Guide

Status Bar 5

Clicking on a severity will open the Alert page, pre-filtered by the selected severity.

Clicking on the status bar’s Notification button will open the Notifications sidebar.



 LiveNX Operations Dashboard User Guide

Status Bar 6

Alerts that have been configured for Web UI sharing (a form of notification setting) will appear in 
this list. Clicking a specific event will pivot to its Alert details.
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The Notifications Pop-Ups switch will ensure new notification events are visible as they are trig-
gered.

The Status bar’s API menu icon provides navigation to API documentation and API Token Manage-
ment. This topic is out of scope of this document. For more information, please go to https://
docs.liveaction.com.

https://docs.liveaction.com
https://docs.liveaction.com
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The Status bar’s help icon provides access to Documentation, Tutorial, and About page.

The About page shows LiveNX version, license, and server time information. It also provides access 
to configure http proxy settings.
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Selecting the Settings icon from the status bar provides access to Settings, System Diagnostics, User 
Management, and LiveNX Server pages. These are outside the scope of this document. Please see 
the LiveNX Admin Guide for more information, https://docs.liveaction.com.

Selecting the username from the status bar will allow the current user to change their password (if 
using a local account) or log out of LiveNX.

https://docs.liveaction.com
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Navigation Bar
Most of the tasks that you will perform in LiveNX are accessible from the Navigation Bar. The Naviga-
tion Bar is available by clicking the menu icon at the top left of the Status Bar. The remaining chap-
ters of this User Guide provide details on how to perform the tasks available from the Navigation 
Bar.
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Main
The LiveNX Main menu option provides quick navigation and exploration of the health and perfor-
mance of the network. It also includes access to the LiveNX Dashboard and Alerts.

Overview
The LiveNX Overview page provides a situational overview of the health of the network. It includes a 
breakdown of Sites, Devices, and Interfaces. These are ordered based on worst status severity. It also 
includes a list of the latest Alerts.

Filters can be applied to focus on the specific entities of interest:
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The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.

The Overview page allows for quick access to more data about the link selected. By selecting differ-
ent areas of the Sites, Devices, Interfaces widget, drill-down to a corresponding page will provide 
context aware data.

Clicking on an alert will drill-down to the alert’s details. 

Manual exploration of Sites, Devices, and Interfaces can be done from the Main menu navigation 
bar.
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Dashboard
The LiveNX Dashboard provides quick navigation and exploration of the health and performance of 
the network and application running on it. Dashboards are a collection of widgets that are can be 
customized and organized as desired. Each user can have up to 12 tabs of dashboards. 
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Filters can be applied to focus on the specific data set of interest:

In this example, a filter of Region: North America has been applied. All widgets on this Dashboard 
tab will only present data relevant to the devices in this region. 
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Many widgets are interactive. By clicking on a widget's header or data, many will drill-down to a cor-
responding historical report or Entity page for data:



 LiveNX Operations Dashboard User Guide

Dashboard 17

By Selecting the Dashboard tab’s menu, the tab can be duplicated, shared or deleted. 

New widgets can be added to a Dashboard tab by clicking the Add Widget button at the top right of 
the page. 

In the following example a default widget will be added to the Dashboard tab:

1. Click the Add Widget button.
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2. Click the Add icon next to the widget of interest.

3. The new widget will appear on the Dashboard tab.

In the following example a new custom widget will be created and added to the Dashboard tab.

1. Click the Add Widget button. 
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2. Click Create New Widget link at that bottom of the Add Widget list.

3. Follow the steps to select the underlying report that will be the basis of the widget, its 
parameters, and create widget.
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Default widgets can be deleted by clicking the close icon at the top-right of the widget.



 LiveNX Operations Dashboard User Guide

Dashboard 21

Custom widgets can be edited or removed clicking the menu icon at the top-right of the widget.

To add a new Dashboard tab, click the add icon at the top right of the page.

A new tab will appear. Select either a Default template or a Shared Dashboard. If Shared Dash-
board is selected, it can either added or copied. 
• Added - the original owner will retain ownership. They will continue to be able to modify the 

dashboard and its widgets. The current user cannot modify the shared dashboard. 
• Copied – A copy of the shared dashboard will be used as a starting template and the current 

user will have full ownership of the dashboard and its widgets.

Below is an example of a shared dashboard.
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The widget options are limited to just View.

The shared dashboard can only be duplicated (copied) or deleted.

Below is the same dashboard, but in this example, it has been copied. The current user has full con-
trol over this Dashboard tab. Any changes have no effect on the original shard dashboard from the 
other user. 
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The widgets can be edited by the current user.

The dashboard can be duplicated, shared, or deleted.

To create a new Dashboard tab from scratch, select Custom Dashboard when adding a new dash-
board tab. 
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Select a default or custom widget.

The new dashboard will appear with the new widget. 

The name of the new dashboard will be New Tab. To rename the tab, click the tab’s name and edit.
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Dashboards can be presented in a dark background format for presenting on a wallboard.

Sites
The Sites navigation page presents a list of all sites in LiveNX and highlights a summary of their per-
formance statuses.

Clicking on a site will drill-down to the site’s detail page.

Clicking on a status bubble will provide more details and optional drill-down for further explora-
tion.
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Filters can be applied to focus on the specific entities of interest:

The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.

The Site detail page has multiple tabs to quickly understand different dimensions of the entity. 
There is also a simple topology map to provide context of the entity.

Historic data can be explored on the entity's tabs.
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The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.

The page view can be modified to allow the tabs or topology to be full page.

Full page Tab view:

Full page Topology view:
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The status tab of the Site page provides a curated list of reports for quick understanding of the Sites’ 
status. 

These reports include:
• Site Details 
• Service Provide Bandwidth (Inbound)
• Service Provide Bandwidth (Outbound)
• Top Application(Inbound)
• Top Application(Outbound)
• Top DSCP(Inbound)
• Top DSCP(Outbound)
• Top Conversation(Inbound)
• Top Conversation(Outbound):

The Availability tab of the Site page provides the Sites Availability report.
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The Devices tab of the Site page provides a list of all member devices in the Site. Clicking on a 
device’s link will drill-down into its details. 

The Interfaces tab of the Site page provides a list of all monitored interfaces of the member devices 
in the Site. Clicking on an interface’s link will drill-down into its details. 

The WAN Applications tab of the Site page provides a list of all WAN applications in the Site. Click-
ing on an application will drill-down into its details. 

The Active Alerts tab of the Site page provides a list of all active Alerts at the Site. Clicking on an 
Alert will drill-down into its details. 
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Select the Filter Icon at the top right of the page to see an Application and Devices filter. These only 
control the topology map. By entering an application(s), flow will be projected on the topology map. 
Relevant external sites that are part of the communication with the select application(s) are also 
shown. Entering a device(s) will highlight those entities.

Click on an external site to be provided an option for Site Details.

Click the Site Details button to drill-down to the details of the other Site.
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Clicking on a flow arrow will pop-up details about the application.

Expand the details to see all flows for the selected segment.
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Click on an expanded flow to see its details.

Click Path View for drill-down to Flow Path Analysis.
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Devices
The Devices navigation page presents a list of all devices in LiveNX and highlights a summary of 
their performance statuses.

Clicking on a Device will drill-down to the Device’s detail page. Clicking on a Site will drill-down to 
the Site’s detail page.

Clicking on a status bubble will provide more details and optional drill-down for further explora-
tion.
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LiveAction LiveWire and LiveCapture appliance devices will have an icon to allow cross-launch to 
Peek (Omnipeek).

Filters can be applied to focus on the specific entities of interest:

The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.

The Device’s detail page has multiple tabs to quickly understand different dimensions of the entity. 
There is also a simple topology map to provide context of the entity. 

Historic data can be explored on the entity's tabs.
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The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.

The page view can be modified to allow the tabs or topology to be full page.

Full page tab view:

Full page Topology view:



 LiveNX Operations Dashboard User Guide

Devices 36

The status tab of the Device page provides a curated list of reports for quick understanding of the 
Devices’ Status. 

These reports include:
• Device Details 
• Device CPU/ Memory Usage
• Top Application(Inbound)
• Top Application(Outbound)
• Top DSCP(Inbound)
• Top DSCP(Outbound)
• Top Conversation(Inbound)
• Top Conversation(Outbound)

The Current Flows tab will show the raw flows being received by the device. 
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The Flow Type picker will one to focus on the Flow of interest.

The Refresh Table button forces the screen to refresh.

Flex search Filters can be used to focus on the Flow type of interest.

If Auto is selected, flows will automatically be refreshed.

The Availability tab of the Device page provides the Device Availability report.
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The Interfaces tab of the Devices page provides a list of all monitored interfaces of the devices. 
Clicking on an interface’s link will drill-down into its details. 

The WAN Application tab of the Device page provides a list of all WAN applications traversing the 
Device. Clicking on an application will drill-down into its details.

The Active Alerts tab of the Device page provides a list of all active Alerts on the Device. Clicking on 
an Alert will drill-down into its details. 
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Select the Filter Icon at the top right of the page to see an Application and Devices filter. These only 
control the topology map. By entering an application(s), Flow will be projected on the topology 
map. Relevant external sites that are part of the communication with the select application(s) are 
also shown. Entering a device(s) will highlight those entities.

Click on an external site to be provided an option for Site Details.

Click the Site Details button to drill-down to the details of the other Site.
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Clicking on a Flow arrow will pop-up details about the application.

Expand the details to see all flows for the selected segment.
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Click on an expanded Flow to see its details.

Click Path View for drill-down to Flow Path Analysis.
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Interfaces
The Interface navigation page presents a list of all interfaces in LiveNX and highlights a summary of 
their performance statuses.

Clicking on an Interface will drill-down to the Interface’s detail page. Clicking on a Device will drill-
down to the Devices' detail page. Clicking on a Site will drill-down to the Site’s detail Page.
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Clicking on a status bubble will provide more details and optional drill-down for further explora-
tion.

Filters can be applied to focus on the specific entities of interest:

The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.

The Interface detail page has multiple tabs to quickly understand different dimensions of the entity. 
There is also a simple topology map to provide context of the entity.
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Historic data can be explored on the entity's tabs.

The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.

The page view can be modified to allow the tabs or topology to be full page.

Full page tab view:
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Full page Topology view:

The status tab of the Interface page provides a curated list of reports for quick understanding of the 
Interfaces’ Status. 

These reports include:
• Site Details 
• Interface Bandwidth
• Interface Errors
• Interface Utilization
• Top Class Drops (Outbound)
• Top Application (Inbound)
• Top Application (Outbound)
• Top DSCP (Inbound)
• Top DSCP (Outbound)
• Top Conversation (Inbound)
• Top Conversation (Outbound)
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The Availability tab of the Site page provides the Sites Availability report.

The Active Alerts tab of the Interface page provides a list of all active Alerts on the Interface. Click-
ing on an Alert will drill-down into its details. 
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WAN Applications
Manual exploration of WAN Applications can be done via the Main menu navigation bar.

The WAN Applications summary page provides a list of all WAN applications and a summary of 
their status. Clicking on an application will drill-down to its details page. 
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Filters can be applied to focus on the specific entities of interest:

The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.

The WAN Applications’ detail page provides a summary of the selected applications utilization and, 
if applicable, its performance metrics. There is also a simple topology map to provide context of the 
application. 

The status tab of the WAN Applications page provides a curated list of reports for quick under-
standing of the Interfaces’ Status. 

These reports include:
• Application Summary
• Top Conversation (Inbound)
• Top Conversation (Outbound)
• Top DSCP (Inbound)
• Top DSCP (Outbound)
• Jitter/ Loss
• Application Performance by Interface
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Alerts
The LiveNX Alerts page provide active and historic events detected by the solution.

LiveNX Alerts have the following states:
• Active – An Alert has been triggered due to underlying event(s) and is currently unresolved.
• Ignored – An Alert is Active, but the User has put the alert in Ignore state. Do not trigger any 

notification. Do not count these Alerts towards dashboard/current summary. A user can change 
state back to Active to start receiving alerts again.

• Acknowledged – An Alert is Active but the User has acknowledged its existence. So do not 
trigger any notification. However, count these Alerts towards dashboard/current summary. A 
user can change state back to Active to start receiving alerts again.

• Resolved – An Active alert has been resolved either due to the underlying events being resolved 
(Cleared) or via User action. Resolved should be the final state of an alert.
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LiveNX provides three (3) Alert severity levels. These are:

The Alerts Active tab will present any active Alerts known to the system. 

Filters can be applied to focus on alerts of interest.
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By selecting an Alert(s), the state can be modified: 
• Resolve - Manually mark this alert as resolved.
• Ignored - The Alert is Active, but the User has put the alert in Ignore state. Do not trigger any 

notification. Do not count these Alerts towards dashboard/current summary. A user can change 
state back to Active to start receiving alerts again.

• Acknowledged - An Alert is Active, but the User has acknowledged its existence. So do not 
trigger any notification. However, count these Alerts towards dashboard/current summary. A 
user can change state back to Active to start receiving alerts again.

Refresh Alerts will update the page with any changes. 

Clicking on a Site or Device will drill-down to its respective entity detail’s page.
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Clicking on the Alert description will provide more information about the Alert’s details. 
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Most alerts provide drill-downs to insight. These include: 
• Site Details

• Interface Details

• Flow Path Analysis
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• Historic Report(s)

The Alerts History tab will present any resolved Alerts known to the system. 

A timeline is available to understand the Alerts over time. 

The timeline can be filtered by Alert severity.
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Filters can be applied to focus on alerts of interest.

Historic data can be explored on the Alerts History tab.

If authorized, the Configure Alerts button will be available for managing the configuration of Alerts. 
Please see LiveNX Admin Guide for further information regarding the configuration of Alerts. 
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Network Users
Manual exploration of Network Users can be done via the Main menu navigation bar.

The Network Users summary page provides a list of all detected networks users and stats of their 
network activity. Clicking on a specific user will drill-down to its details page.

The status tab of the Device page provides a curated list of reports for quick understanding of the 
Devices’ Status. 

These reports include:
• Bandwidth (Inbound)
• Bandwidth (Outbound)
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The Applications tab shows a curated list of reports for quick understanding of the Network Users 
application performance. 

These reports include:
• Application Bandwidth (Inbound)
• Application Bandwidth (Outbound) 
• Application Audio/Video Issues Summary (Inbound)
• Application Audio/Video Issues Summary (Outbound) 
• Applilcation Audio/Video Issues Detail (Inbound)
• Applilcation Audio/Video Issues Detail (Outbound) 
• Application HTTP/TCP Issues Summary (Inbound)
• Application HTTP/TCP Issues Summary (Outbound) 
• Application HTTP/TCP Issues Detail (Inbound)
• Application HTTP/TCP Issues Detail (Outbound)

The Endpoint Device Profile tab shows a curated list of the devices utilizing the network by user.
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Geo Topology
The Geo Topology provides an overview of the sites monitored by LiveNX. It can be used for under-
standing site status, projecting application traffic between sites and monitoring SDWAN.

The icons to the upper right of the map provide context to what is shown on the topology.
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The Current Alerts icon will provide a list of the most recent active Alerts. Clicking on an alert will 
provide more details and drill-down to additional data. 
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The below icons allow you to focus on the desired area of the map.
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When the Toggle Layout Lock is unlocked, it allows you to click-and-drag a Site icon to the position 
desired. If geo location has been configured for a Site, the Site will default to the Site’s geo-coordi-
nates.

The Toggle Display Mode icon controls what technologies area overlaid on the Geo Map. 

Applications will overlay application traffic on the Geo Map.
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By clicking on the Application traffic of interest, a pop-up will show details of the Flow. Click on the 
cross-launch icon will open a curated Sankey diagram on a new browser tab.

The Legend can be updated to select the context to show the application data. 
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The Legend can be updated to select the context to show the Application traffic. In this example 
the Display By is set to WAN Applications.
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In this example the Display By is set to Service Provider.

In this example the Display By is set to DSCP.
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Internet/Unknown will toggle showing applicable icons for each site sending Flow to either Internet 
or Unknown sites. 
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SD-WAN will toggle showing SDWAN tunnels between sites. 

Tunnels are color coded by status.

Clicking on a tunnel, will pop-up summary details about the tunnel status.
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Hovering over a SLA Class/ Service Provider status block will provide more details. Clicking on the 
status block will open a curated SDWAN report highlight Jitter, loss, and delay metrics for the tun-
nel.
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Clicking on a tunnels pop-up icon will open a Sankey diagram for the tunnel.
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This Sankey is curated to focus on SDWAN performance. The Sankey diagram highlights the applica-
tions, the VRF, their DSCP, the service provider path the application took, and its status. For more 
details for the options of the Sankey page please refer to the Site To Site Analysis Story. 

Filtering can be applied to find the specific Flows, Tunnels, and/or sites with specific status of inter-
ests.

Historic time ranges can be selected for finding the Flows of interests.

The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.
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Logical Topology
LiveNX Logical Topology is a virtual interactive network diagram that provides enhanced situational 
awareness. It represents selected devices and sites of interest and their LAN and WAN networks 
connecting them. The topology projects Application traffic to visualize the path traffic traverses the 
network. Multiple tabs can be created and shard to build manageable, personalized use cases of 
interest.

The example below shows three sites: Louisville, Madison, and Birmingham. They are intercon-
nected via a WAN cloud called MPLS. 
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By single-clicking on the site Louisville, a pop-up will show the status of the object and provide links 
for more information.

By double-clicking on the site icon of Louisville, the icon will expand to show the site’s selected 
devices. Application traffic will also be projected within the LAN. 

By single-clicking on the device RTR_Louisville, a pop-up will show the status of the object and pro-
vide links for more information.

Double-clicking on the Louisville site will return it back to a collapsed state.
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A legend is available at the bottom left of the Topology.

The Topology’s view can be re-organized by using the control icons to the upper right. These icons 
represent: Zoom In, Zoom Out, Zoom Fit, and Toggle Layout Lock.

By clicking the Toggle Layout Lock, the icon will update to the unlocked position. In this state the 
diagram can be re-organized. 
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Filtering can be applied to find the specific Flows of interests.

Historic time ranges can be selected for finding the Applications of interests.

The page can be refreshed by toggling the Refresh button in the top right of the page.

In the following example, note there is no Filter applied and the Legend’s set to Display By WAN 
Application.

The display’s legend will show the Top 10 Applications plus other. 
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The Application traffic data projected on the Topology will represent these applications.

In the following example, a Filter of Application: VoIP has been applied and the Legend’s set to Dis-
play By WAN Application.

The display’s legend has updated to just so VoIP plus other. 

The Flow data projected on the Topology will represent just VoIP.
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Clicking on the Flow arrows representing VoIP, will highlight them and cause a pop-up with more 
detail.

Clicking the Reports Icon will open a curated historic Report in a new tab.

In the following example, a Filter of Application: VoIP has been applied but the Legend’s set to Dis-
play By WAN DSCP.

The display’s legend has updated to show the DSCP value of 0 (BE), 46(EF), and other. 
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The Flow data projected on the Topology will represent these DSCP.

The Devices and Sites shown on the topology can be updated by using the control bar to the left.

Select the Edit button.
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Select the desired options and Save button.

The Topology will be updated with the selected changes.
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Note the Show Other Sites switch at the bottom of the site/device control bar.

By enabling this switch, a new site named Other Sites appears. This will represent any Application 
traffic relevant to the applied Filter that is being sent/received both sites not added to the Topol-
ogy.

By clicking on the Other Sites icon, a list of the other sites sending/receiving the applicable Applica-
tion will be listed. 
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These sites can then be added to the Topology.
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By clicking on a tab name at the top of the Topology, a tab can be renamed.

By clicking on a tab’s menu icon, a tab can be duplicated, shared, or deleted.

To create a new tab, select the + Add Tab icon.

To add a shared a tab, click on the desired icon in the shard tabs list.

A new tab will be created with the topology of the shared tab.
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To create a new tab from scratch, select the desired sites/devices from the control bar to the left of 
the window and select save.

A new tab will appear with the select sites, devices and any relevant WAN clouds shown.
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Stories
LiveNX stories provide reports and workflows to assist network operators with advanced datasets. 
These are available via the Operations Dashboard’s menu. 

Device Inventory
The Device Inventory story provides a list of all devices and interfaces being monitored by LiveNX. 
By clicking on the individual entry in the table, the selected device/interface performance can be 
further explored. 

By selecting the table menu icon at the top right of the device/ inventory table, the table data can 
be exported to CSV. 



 LiveNX Operations Dashboard User Guide

Flow Path Analysis 86

Flow Path Analysis
The Flow Path Analysis story provides a workflow for exploring traffic of interest for a specific time 
range. This story allows:

1. Cross-launch to LiveNX Peek for packet analysis.

2. Drill-down to a hop-by-hop visualization of a conversation of interest.

To use this story, a Filter must first be applied. 
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Historic Flow data can be explored.

The Flow Path Analysis story has three tabs for monitoring statistics from the specific Flow type of 
interest and will present details specific to their respective use case. These tabs are:
• Basic
• Voice/Video Performance
• Application Performance
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The Voice/Video Performance tab will include Jitter and Packet Loss metrics included in Perfor-
mance Monitor Flow data.

The Application Performance tab will include Application Delay (AD), Network Delay (ND), and 
additional metrics included in Performance Monitor Flow data.

Selecting the Flow Path icon will drill-down to a hop-by-hop analysis of the conversation of interest.
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IP SLA
The IP SLA story will list any IP SLA tests being monitored via SNMP by LiveNX and report on their 
status. 
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The statistics shown in the table can be presented as either the latest or an average by using the 
switch at the top right of the page.

The All Test tab will show a summary of all tests being monitored.

The Errors shown on this story are learned via SNMP from the IP SLA status from device itself.

Each IP SLA test type also has its own tab that will show the details of each respective test.

Clicking a report icon will show the historic report of the specific IP SLA test selected.
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SD Access Traffic Assessment
The SD Access Traffic Assessment story provides a Sankey diagram for visibility into both macro and 
micro level segmentation of traffic controlled by a SD-Access fabric.

Filters can be applied to focus on the specific conversations of interest.
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Historic time ranges can be selected for finding the Flows of interests.

The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.
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Security Flow Analysis
The Security Flow Analysis story provides a list of all devices that “see” a specific Flow during a 
selected time period. The utilization of each Flow in this story is de-duplicated. 

Filters can be applied to focus on the specific conversations of interest.

Historic time ranges can be selected for finding the Flows of interest.
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Site to Site Analysis
The Site to Site Analysis story provides a chord diagram for understanding the bandwidth/ utiliza-
tion between sites.

Filters can be applied to focus on the specific conversations of interest:

Historic time ranges can be selected for finding the Flows of interests.
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The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.

A View Filter is available for controlling the Flow’s direction and metric in the diagram.

The story can be displayed as either a Chord Diagram or Table.
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Highlighting a chord will show the details of the bandwidth/ utilization between the sites high-
lighted. Clicking on a chord will launch a Sankey diagram.

The Site To Site story Sankey diagram provides further details on the bandwidth/utilization between 
the sites selected. 
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The Sankey diagram can be viewed in either a Flow or Details view.

Filters can be applied to focus on the specific conversations of interest:
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Historic time ranges can be selected for finding the Flows of interests.

The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.

The Sankey diagram highlights the applications, their DSCP, the service provider path the applica-
tion took, and its status. Clicking on the chords in the Sankey diagram will pivot to a curated historic 
report template. 

This template includes the following reports:
• Application
• DSCP
• App Group (DSCP) by Service Provider
• Jitter/ Loss
• Application Performance (AVC)
• Service Provider Performance (PfR)

Filters located at the top of the Sankey diagram can be used to further refine the data shown.

The IWAN Control Filter can be used to hide IWAN Smartprobe traffic on the Sankey diagram.

The Switch Direction button can be used to reverse the source/destination site visualized in the San-
key diagram.
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A timeline slider is available at the bottom of the Sankey diagram to understand the context over 
time. 

Advanced to next bin window:

“Play” the Sankey Diagram bin by bin:

“Pause” the Sankey Diagram on the current bin:

Reset view to complete time window:

Calls by Number
LiveAction LiveWire devices can send a unique type of Flow called LiveAction LiveFlow that 
includes the IP address of VoIP endpoints and their associated SIP Directory Numbers (DNs). This 
allows operators the ability to find specific conversations of interest based on phone number. 

Filtering can be applied to find the specific calls of interests.

https://www.liveaction.com/products/livewire/
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Historic time ranges can be selected for finding the conversations of interests.

Selecting Peek will cross-launch to LiveNX Peek (Packets) with a filter of IP Address and Port of the 
selected Flow.

Selecting Jitter/Loss Report will drill-down to the applicable historic report.
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Selecting Flow Path Analysis will drill-down to the Flow Path Analysis Story with the Filter pre-
assigned for the selected conversation. Operators can perform a hop-by-hop analysis on a selected 
Flows. 
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WAN Availability
The WAN Availability story will highlight the available statistics of the WAN interfaces monitored by 
LiveNX.

A Filter can be used to narrow the scope of the story. 

Historic Time intervals can be used. 

Selecting a device will drill-down to a Device Availability report.
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Selecting an interface will drill-down to a Daily Availability Average report.

WAN Capacity Planning
The WAN Capacity Planning story will monitor each WAN interface’s monthly utilization for the 
previous six months. This data is based on SNMP utilization.

The reported interfaces can be Filtered to focus the scope of the Story. 
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Clicking the details of the story will pivot to a curated historic report template for the WAN inter-
face during the month selected. 

To manage the color coding of the table in the story, select Set Thresholds.
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Multi-instance Filters can be used to set the thresholds colors used by the story.

Filters and Time Window can be used for instance to further refine these thresholds.
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WAN Utilization
The WAN Utilization story provides a utilization summary of each WAN interface. This includes 
Average, Peak, and 95th Percentile statistics for the selected time period. This data is based on SNMP 
utilization. 

A Filter can be used to narrow the scope of the story. 

Historic Time intervals can be used. 
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Clicking on an interface will pivot to the Interface Entity page for further investigation.
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Reports

List of Reports
The following table lists the reports available in LiveNX:

Report

Alert Count By Category (alert)
Alert Count By Device (alert)
Alert Count By Region (alert)
Alert Count By Severity (alert)
Alert Count By Site (alert)
Alert Count By Type (alert)
Alert Count By Wan Interface (alert)
Alerts (qos)
Alerts All (flow)
Alerts by App Group (DSCP) (flow)
Alerts by App Group (DSCP) and Service Provider (flow)
Alerts by Device (qos)
Alerts by Interface (qos)
Alerts by Service Provider (flow)
Alerts by Site (flow)
Alerts by Site and App Group (DSCP) (flow)
Alerts by Site and Service Provider (flow)
Alerts by Site Pair (flow)
Alerts by Site Pair and App Group (DSCP) (flow)
Alerts by Site Pair and Service Provider (flow)
Alerts/Utilization by Site (qos)
All Unique Flows (flow)
AnyConnect Application Versions (flow)
AnyConnect Applications (flow)
AnyConnect User Devices (flow)
AnyConnect User Summary (flow)
AnyConnect Users (flow)
App Group (DSCP) Bandwidth (flow)
App Group (DSCP) Bandwidth by Service Provider (flow)
App Group (DSCP) Bandwidth by Site (flow)
Application (Analytics) (test)
Application by Device (alert)
Application by Region (alert)
Application by Site (alert)
Application DSCP Audit (flow)
Application Performance Audit (flow)
Application Performance By Device (flow)
Application Performance By Interface (flow)
Application Performance By Service Provider (flow)
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Application Performance By Site (flow)
Application Performance By User (flow)
Application Performance Over Time (flow)
Application Site to Site (alert)
Application Thresholding (Analytics) (test)
Application Troubleshooting Over Time (flow)
Availability Totals (qos)
AVC Test (flow)
Bandwidth Summary (flow)
Business Relevance (flow)
Corrected vs. Uncorrected (flow)
Destination Country (flow)
Destination Site Traffic (flow)
Device and Interface Top 10 Applications and Other (flow)
Device and Interface Top 10 DSCPs and Other (flow)
Device Flow Count (flow)
Dynamic 2 (flow)
Dynamic1 (flow)
Exporter Site Bandwidth (flow)
Flow Path Analysis (AVC) (flow)
Flow Path Analysis (Basic) (flow)
Flow Path Analysis (Medianet) (flow)
Interface Bandwidth (flow)
Interface Bandwidth Summary (flow)
IPs and Ports (flow)
Jitter/Loss (flow)
LiveAgent Hostname (flow)
LiveAgent OS Platform (flow)
LiveAgent Process Command (flow)
LiveAgent User Account ID (flow)
Multicast Audit (flow)
Network Users Applications Audio/Video Issues Detail (flow)
Network Users Applications Audio/Video Issues Summary (flow)
Network Users Applications Detail (flow)
Network Users Applications HTTP/TCP Issues Detail (flow)
Network Users Applications HTTP/TCP Issues Summary (flow)
Network Users Applications Summary (flow)
Network Users Bandwidth Detail (flow)
Network Users Bandwidth Summary (flow)
Network Users Endpoint Profile Detail (flow)
Network Users Endpoint Profile Summary (flow)
Network Users Summary (flow)
Outbound Bandwidth Utilization (flow)
Performance by App Group (DSCP) (flow)

Report
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Performance by Service Provider (flow)
Performance by Site (flow)
Performance by Site and App Group (DSCP) (flow)
Performance by Site and Service Provider (flow)
Performance by Site Pair (flow)
Performance by Site Pair and App Group (DSCP) (flow)
Performance by Site Pair and Service Provider (flow)
Search Calls By Number (flow)
Service Provider Bandwidth (flow)
Service Provider Bandwidth by App Group (DSCP) (flow)
Service Provider Bandwidth by Site (flow)
Site and Service Provider Top 10 WAN Applications and Other (flow)
Site and Service Provider Top 10 WAN DSCPs and Other (flow)
Site Capacity Utilization (flow)
Site Capacity Utilization by App Group (DSCP) (flow)
Site Capacity Utilization by Service Provider (flow)
Site to Site Application Performance (flow)
Site to Site Application Response Time (flow)
Site to Site Jitter/Loss by Service Provider (flow)
Site to Site Outbound Service Provider (flow)
Site to Site Outbound Top 10 Applications and Other (flow)
Site to Site Outbound Top 10 DSCPs and Other (flow)
Site to Site Outbound VRF (flow)
Site Traffic (flow)
Site Traffic App (flow)
Site Traffic WAN (flow)
Source Country (flow)
Source Site Traffic (flow)
Test AVC (flow)
test basic (flow)
Top Applications By LiveAgent User (flow)
Top Conversations By LiveAgent User (flow)
Top DSCP By LiveAgent User (flow)
Top Voice/Video Performance by SSRC (flow)
Top Voice/Video Performance Summary (flow)
Traffic Class (flow)
Type by Device (alert)
Type by Interface (alert)
Type by Region (alert)
Type by Site (alert)
User Filter (flow)
User Filter DSCP Audit (flow)
Voice/Video Performance Audit (flow)
Voice/Video Performance By Device (flow)

Report
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Voice/Video Performance By Interface (flow)
Voice/Video Performance By Service Provider (flow)
Voice/Video Performance By Site (flow)
Voice/Video Performance By User (flow)
VPN (flow)
VRF (flow)
Wireless Access Point (flow)
Wireless Access Point Application (flow)
Wireless Access Point Unique Clients (flow)
Wireless Client (flow)
Wireless SSID (flow)
Wireless SSID Application (flow)
Wireless SSID DSCP (flow)
Wireless SSID Unique Clients (flow)
ACL Pair (flow)
Application (flow)
Application Group (flow)
AS Pair (flow)
Bidirectional AS Pair (flow)
Bidirectional Network Pair (flow)
Bidirectional Source/Destination Pair (flow)
Destination Address (flow)
Destination Address Popularity (flow)
Destination AS (flow)
Destination Network (flow)
DSCP (flow)
DSCP vs Application (flow)
HTTP Host (flow)
Network Pair (flow)
Network Security Denied Events (flow)
Out of Policy Events (flow)
Protocol (flow)
Protocol Port (flow)
Security Analysis (flow)
Source Address (flow)
Source Address Popularity (flow)
Source AS (flow)
Source Network (flow)
Source or Destination Address (flow)
Source or Destination AS (flow)
Source or Destination Network (flow)
Top Analysis (flow)
Top Applications Performance (flow)
Top Conversations (flow)

Report
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Top WAN Applications (flow)
Traffic Volume Pair (flow)
Custom OID (qos)
Daily Interface Bandwidth Summary (qos)
Device Availability (qos)
Device Count by Alert Type (qos)
Device CPU/Memory Usage (qos)
Device Status (qos)
Devices (qos)
Fan Tray Operational Status (qos)
Interface Availability (qos)
Interface Bandwidth (qos)
Interface Bandwidth Summary (qos)
Interface Burstable Rate (qos)
Interface Errors (qos)
Interface Status (qos)
Interface Utilization (qos)
Interface Utilization Above Threshold Over Time (qos)
Interface Utilization Summary (qos)
Interface Utilization Under Threshold Over Time (qos)
Interface/Interface Drops (qos)
Interfaces (qos)
NBAR and Post-Policy (qos)
Port Bandwidth (qos)
Port Drops (qos)
Post-Policy Drops (qos)
Power Supply Operational Status (qos)
Pre-Policy and Post-Policy (qos)
Pre-Policy and Post-Policy Drops (qos)
Service Provider Availability (qos)
Site Alert (qos)
Site Alert Detail (qos)
Site Availability (qos)
Site Bandwidth (qos)
Site Count by Alert Type (qos)
Site WAN Interface Bandwidth by Application (qos)
Site WAN Interface Utilization (qos)
Spanning Tree State Report (qos)
Top Application Bandwidth (qos)
Top Changed - CPU Usage (qos)
Top Changed - Interface Burstable Rate (qos)
Top Changed - Memory Usage (qos)
Top Changed Comparison - CPU Usage (qos)
Top Changed Comparison - Interface Burstable Rate (qos)

Report
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Top Changed Comparison - Memory Usage (qos)
Top Class Bandwidths (qos)
Top Class Drops (qos)
Top CPU Usage (qos)
Top Interface Bandwidths (qos)
Top Interface Drops (qos)
Top Interface Errors (qos)
Top Interface Utilization (qos)
Top Layer 2 QoS Queue Drops (qos)
Top Memory Usage (qos)
WAN Alerts/Bandwidth by Application (qos)
WAN Interface Burstable Rate by Month (qos)
Cloud onRamp for SaaS Performance by Site (viptela)
Cloud onRamp for SaaS Performance Details by Site (viptela)
Cloud onRamp for SaaS Performance Time Series (viptela)
Insights by Application (Analytics) (test)
Insights by Device (Analytics) (test)
Insights by Site (Analytics) (test)
Enumeration Time Series Test Report (test)
Latest Insights (Analytics) (test)
Network Delay Anomalies (Analytics) (test)
Overall Health (IPSLA)
Overall System Health (IPSLA)
Scaling Test Report (test)
Service Provider Performance (viptela)
Single Test Time Series (IPSLA)
Single Type Health (IPSLA)
Site Pair Status (viptela)
Site to Site Performance (viptela)
Site to Site Performance Details (viptela)
Site to Site Performance Over Time (viptela)
SLA Class Performance (viptela)
SNMP Bandwidth Anomalies (Analytics) (test)
Test Status (IPSLA)
Threshold Test Report (test)
Top Analysis - AVC (analytics)
Top Analysis - AVC (Analytics) (test)
Top Analysis - Basic (analytics)
Top Analysis - Basic (Analytics) (test)
Top Analysis - Medianet (analytics)
Top Analysis - Medianet (Analytics) (test)
Top Conversations (Analytics) (test)
Tunnel SLA Class Performance (viptela)
Anomalies by Application (analytics)

Report
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List of Report Parameters
The following table lists the report parameters in LiveNX:

Anomalies by Device (analytics)
Anomalies by Site (analytics)
Application (analytics)
Application Bandwidth Anomalies (analytics)
DSCP (analytics)
Latest Insights (analytics)
Network Delay Anomalies (analytics)
SNMP Bandwidth Anomalies (analytics)
SNMP Bandwidth Prediction (analytics)

Report Parameter

Duration
businessHours
cancellationDelaySeconds
comparisonMonth
customOidConfig
delayThreshold
destinationServiceProvider
destinationSite
deviceSerial
direction
displayFilter
endTime
excludeClassDefaults
executionDelaySeconds
executionType
flexSearch
flowType
interface
interfaceUtilizationThreshold
ipslaStatAggregationType
ipslaSystemTest
ipslaType
jitterThreshold
layer2QosStatsParameter
otherAggregation
packetLossRateThreshold
qosClass
regionType
relativeTime
rowCount

Report
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View Reports
LiveNX provides very flexible Reporting for monitoring multiple dimensions of network and appli-
cation performance. One report can be run individually, or multiple reports can be bundled 
together into a Template. These reports can run ad-hoc or saved and scheduled on a residual basis. 
Reports can be shared with colleagues via a shared URL or via email. Reports can also be run pro-
grammatically via REST API. 

serviceProvider
shouldWaitForDnsResolution
site
site1
site2
slaClass
sortBy
sourceServiceProvider
sourceSite
startTime
testId
unit
utilizationAboveThresholdDurationInHours
utilizationUnderThresholdDurationInHours
violationDurationThreshold
vlanIndex
wan
timeZone
topAnalysisDisplayType
topAnalysisLimit

Report Parameter
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By default, the View Reports page is laid out to provide quick access to:
• Favorite Reports
• Top Reports
• Default Templates
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The presentation style for the page can be either a Table (default) or Tile view. This can be selected 
by using the switch at the top right of the page.

Table View:

Tile View:
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To Add a Favorite Report, click the Add Report button.

From the pop-up, select a report.

The Report will show up under Favorite Reports.

If collapsed, the sidebar tab can be expanded to expose a quick-access Report sidebar. 
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The quick-access Report sidebar contains two tabs: Templates and Reports History. 

The Template tab provides:
• My Templates - Templates saved by the current user 
• Community Templates – Templates saved and shared by other users
• Default Templates – curated Templates that ship with LiveNX

The Reports History tab provides a list of reports recently run by the current user.

Template Tab:
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Reports History Tab:

Report Templates listed under My Templates provides the following options: 
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Community Templates provides the following options: 

To Run a report from scratch, click the Create Report button.

The Create Report modal will appear. This modal has three sections, General Settings, Report List, 
and Report Details.
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By default, the Report Details section will list all available reports until a report is selected.

Select a report from the list. 

Once a report has been selected, the Report Details section will show the customization options 
available for the report.

The report will also show up in the Report List. 
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To run the report with its default parameters, click Execute.

Additional reports can be added to the Report List.
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To save, click Save Template.

By default, LiveNX will name the template. If desired, the template name can be customized from 
the Name field.

Once saved, the template will appear under My Templates.
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To edit the template, click its name under My Templates.

The RUN or Edit Report(s) modal will appear.

To save any changes to this template, click Update.

To save any changes as a new template, click Save As Template.
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LiveNX reports are highly customizable. The section will review the available options.

General Settings apply to all reports in the template.

Report details only apply to the specific highlighted report in the template.
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Below is a list of the most common Report Detail options for Flow based reports. Not all options 
are available for all reports.

This is an example of a report with customized names, description, and footnote. 

View Options are available to customize a report. These can persist when saved in a template. 
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This is the same report with View Options customized. 

Report table columns can be customized. These can persist when saved in a template. 

This is the same report with its columns customized. 

The table can be exported as a CSV.



 LiveNX Operations Dashboard User Guide

View Reports 131

The Report’s graph view can be customized and exported as either PNG or CSV.

To edit a report, use either the Copy and Load Parameters buttons. 
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Both buttons provide similar capabilities, with subtle key differences.

The Schedule button opens the Schedule Report modal. 
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The Schedule button opens the Schedule Report modal. 
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The Download button will provide a PDF copy of the report.
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The Share button will copy a URL to the clipboard. When this URL is used, sign-in is not required to 
see the report. 

Custom Reports
Custom reports allow you to design your own Flow report(s) based on most any Flow key and met-
ric field.
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To create a new Custom Report, click Add.
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The Create Custom Report modal appears. Enter a Name, Type, Direction, and optionally provide a 
Report Description. When finished, click Next Step.

Select the desired Keys and Metrics flow fields.
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Under the Preview section, you can drag the headings to reorder them. 

In this example, the In Packets field has been moved.

When finished, click Save.
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The report will be listed under Custom Reports.

To run the custom report, go to Flow > Custom.

It will have the same familiar parameters as any other built-in Flow report.
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Below are the results of this example custom report.

View Schedule
LiveNX allows one to schedule reports hourly, daily, weekly, and monthly. These can be accessed 
from View Schedule for easy access to past iterations of a report of interest.
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The calendar at the far right of the page provides quick access to focus the view to a specific day’s 
schedule reports. By default it will list all possible results. 

In this example the, one day has been selected and just that day’s reports are shown. 

Use the Display Full Calendar button to see all results. 
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Click on the Completed link to see the report scheduled report results of interest.

Scheduled Groups provides management for the scheduled reports.

Clicking on the template name allows editing of the template’s configuration.
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The Show Recent Results button provides quick access to the Scheduled Report data.
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The Schedule button provides access to modify the template’s schedule.

The icons indicate the type of schedule enabled for the template. 
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The Delete button disables the template’s schedule. It does not delete the template.

The scheduled View Reports page is very similar to a standard Report view, but for the following 
exceptions:

The calendar can be used for quick navigation to specific past iterations of a report. 
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Past and future iterations of a template can be controlled via the paddles at the top of the report. 

The familiar options are rolled up under a menu button.
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LiveNA
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LiveNA
LiveAction LiveNA is an optional AIOps platform that integrates with LiveNX.

It is accessed via LiveNX’s Operation Dashboard. LiveNA applies ML/AI for learning the network’s 
normal and detecting anomalies and making predictions of performance changes.

The LiveNA Summary page provides an overview of the Insights and Anomalies detected.
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Filters can be applied to focus on the specific entities of interest:



 LiveNX Operations Dashboard User Guide

LiveNA 151

Widgets provide links to a curated list of Insight. 

LiveNA will baseline tracked metrics and learn its normal threshold. The threshold will evolve with 
the underlying network usage and performance. Detected anomalies will be highlighted on the 
graph. 
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Filters can be applied to focus on the specific entities of interest:
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Clicking an anomaly will bring up more detail and an option to cross-launch into a curated LiveNX 
report template for more details. 

Predictions
LiveNA predictions will collect the previous 13 months of historic data and trend its usage.

It will highlight any past threshold crossing events and predict up to 4 months of future events. 
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