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Introduction

In this chapter:
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LiveNX Operations Dashboard User Guide

Overview

LiveNX is an intelligent, action-oriented Network Operations and Management software that pro-
vides real-time visualizations, deep monitoring, and troubleshooting of multi-vendor network
devices, with an easy-to-use graphical user interface.

LiveNX delivers its network and application monitoring capabilities via two User Interfaces. The
Operations Dashboard delivered via Web technologies is the primary interface and is built for Day 2
network operations. It is designed to be used by Operations Engineers, Tier 1, 2 Technical Support
Engineers, and advanced users such as Networking Administrators and Network Architects. The
Engineering Console is delivered via a thick-client and is built for configurations (e.g., QoS policies)
and caters to Network Engineers and Architects who want to perform deeper troubleshooting tasks.
This User Guide is built for users of the Operations Dashboard. For the User Cuide built for users of
the Engineering Console, please refer to our complete documentation at https://docs.liveac-
tion.com/LiveNX.

When accessing the LiveNX Operations Dashboard, the default page presented after successful
login is the Overview page. At the top of this page is a status bar. This will be present on all other
LiveNX pages.

Overview Page

The Overview Page shows status for Sites, Devices, and Interfaces. It also shows Active Alerts. Users
can drill down using these links to explore further.

Sites, Devices, Interfaces: by Active Alerts

SITES: 103 DEVICES: 26 INTERFAGES: 79

Status Bar

The Status Bar at the top of the Overview page provides status and access to the main Navigation
Bar, and to a variety of LiveNX functions.

Overview 2
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Overview

Sites, Devices, Interfaces by Stat Active Alerts

ALERTS TIME OPENED
SITES: 18 DEVICES: 47 INTERFACES: 145

SITES o pEVICES o INTERFACES (F o

.
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* o 0 0 0 0 0

® 8 o 0 0 0 8 0 00 800080
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The status bar's menu icon at the top left of the page expands the Navigation Bar. The majority of
LiveNX daily usage tasks are found from this menu. See Navigation Bar on page 10.

The status bar's LiveAction icon provides quick access back to the Overview page.

Status Bar 3



LiveNX Operations Dashboard User Guide

Overview

Sites, Devices,Inerfaces by Statuses Active Alerts
ALERTS TIME OPENED
SITES: 103 DEVICES: 26 INTERFACES: 79
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The New Features! button appears on the status bar after upgrading LiveNX to a new major or minor
version.

Clicking the New Features button will present a list of the new features.

New features in LiveNX 21.1.0!

Operations Dashboard

« Added ability to filter by application group in topology and flow path analysis story

« Added ability fo filter by interface type (wan or xcon) in flow path analysis story

» Updated flow based reports on Interface Entity page to filter by site and service provider (if available)
» Updated Top WAN interface Utilization dashboard widget to allow time series

» Added more flow fields to Flow Path Analysis story to improve status evaluation

+ Ported database management to Web

» Added DN filter to Call by Number story

Alerting Enhancements

» Added percent based threshold to Vioice Traffic Classification and Marking alert

+ Updated flow path analysis drilldown from alerts to include flow type

« Added device and site info to more alerts

» Add access to list of LiveWire/LiveCapture devices for Peek cross launch in flow based alerts

Reporting

» Added mew alert reports by alert type and application

« Added ability to manage reports schedule by users that have been deleted

= Added ability to drilldown to Tunnel SLA Class report from Site-to-Site Performance Over Time report
» Added setting to allow reports to return more than 1000 rows of results via REST API

Custom Application Enhancements
« Added support for DSCP values in custom application definition

Integration
» Added description mapping for ServiceNow
« Added support for a set of cEdge IPFIX fields

Other
« Added support for TimeTick data type in Custom 01D configuration

= Consolidated firewall and wireless flow types to basic flow for more consistent workflow and
reporting

The status bar shows the number of active Alerts organized by severity.

The LiveNX Alert severities are:
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Info

mWarning

ACritical

Clicking on a severity will open the Alert page, pre-filtered by the selected severity.

Aerts
Aefresn Alests
v Ton  ro:
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& Crities 09Feb 2021
& Crities 03Feb 2021
& Ceitics oRFe 001
& Crties o9k z001
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a Gitical 03 Feb 2021
M W9
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o157PM

o157PM
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a fw seccngs

afew seecns

afew seecnds
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aminute

aminute

aminuie

s Drvicn, Interlace

s Apphcation

Agphcation
Apphcation
Appkcation
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Appheation
Apphcation
Device, Interface

Apphcation

Apphcation

Conbgure Alests

Q05 Class Defouk Drep
Hetwerk Delay Per Connestion
Netwerk Delay Per Connession
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273 2 e 4 A 305

L NOTIFICATIONS

& QOS CLASS DROP
RTR_SanJose QoS Class SET_DSCP_VOICE ...

' CRITICAL TRAFFIC RESPONSE TIME
RTR-DC-MPLS running application citrib_ crit...

¥ QOS CLASS DROP
RTR_Louisville QoS Class CRITICAL_DATAD...

¥ QOS CLASS DROP
RTR_Austin.li tion.com QoS C

!\ CRITICAL TRAFFIC RESPONSE TIME
RTR-DC-MPLS running application citrix_

! CRITICAL TRAFFIC RESPONSE TIME

LiveWire running application citrix_ had crifi...

| CRITICAL TRAFFIC RESPONSE TIME

LiveWire running application citrix_ critical tr...

!\ CRITICAL TRAFFIC RESPONSE TIME
RTR-DC-CORE running application citrix_

# QOS CLASS DROP
RTR_Seattle QoS Cl; VIDEO Drop Rate ret...

' CRITICAL TRAFFIC RESPONSE TIME

RTR_Seattle running application citrix_ critic...

SHOW MORE

Alerts that have been configured for Web Ul sharing (a form of notification setting) will appear in
this list. Clicking a specific event will pivot to its Alert details.

NOTIFICATIONS

¥ (Q0S CLASS DROP
RTR_San.Jc

¥ CRITICAL TRAFFIC RESPONSE TIME

MPLS runining app

&h ago

Status Bar 6
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L

Lt s e

The Notifications Pop-Ups switch will ensure new notification events are visible as they are trig-

gered.

NOTIFICATIONS

RTR-DC-MPLS running application citrix_
had critical traffic with delay 149.06 ms

TIME OPENED
with a DSCP value of 0 (BE) 09 Feb 2021, 08:21 AM
09 Feb 2021, 08:20 AM
09 Feb 2021, 08:20 AM
s of packet loss for traffic with a DSCP value ... 09 Feb 2021, 08:20 AM
09 Feb 2021, 08:20 AM
33 ms 09 Feb 2021. 08:20 AM

The Status bar's APl menu icon provides navigation to APl documentation and API Token Manage-
ment. This topic is out of scope of this document. For more information, please go to https://

docs.liveaction.com.

Status Bar
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The Status bar's help icon provides access to Documentation, Tutorial, and About page.

The About page shows LiveNX version, license, and server time information. It also provides access
to configure http proxy settings.

Status Bar 8
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About

INFORMATION

APPLICATION VERSION

Server Version : 21.1.0-20210127-73f540b
Web Version : 21.1.0-20210127-0d0696e6d3+b121
SERVER
Server Time : Feb 09, 2021 13:29:03 UTC (GMT+00:00)
HTTP PROXY
Configure Proxy
LIVENX LICENSE
License number : LiveAction-Web-Clark
License issue date : Jul 07, 2015 20:00:00 EDT (GMT-04:00)
License expires : Jul 07, 2025 02:59:59 EDT (GMT-04:00)
Maintenance expiration date : Mo maintenance
Compatible version : 21.1
License type : Permanent
License mode : Legacy

Selecting the Settings icon from the status bar provides access to Settings, System Diagnostics, User
Management, and LiveNX Server pages. These are outside the scope of this document. Please see
the LiveNX Admin Guide for more information, https://docs.liveaction.com.

Selecting the username from the status bar will allow the current user to change their password (if
using a local account) or log out of LiveNX.

Status Bar 9
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Navigation Bar

Most of the tasks that you will perform in LiveN X are accessible from the Navigation Bar. The Naviga-
tion Bar is available by clicking the menu icon at the top left of the Status Bar. The remaining chap-
ters of this User Cuide provide details on how to perform the tasks available from the Navigation
Bar.

Navigation Bar 10
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Main

The LiveNX Main menu option provides quick navigation and exploration of the health and perfor-
mance of the network. It also includes access to the LiveNX Dashboard and Alerts.

Overview

The LiveNX Overview page provides a situational overview of the health of the network. Itincludes a
breakdown of Sites, Devices, and Interfaces. These are ordered based on worst status severity. It also
includes a list of the latest Alerts.

SITES: 22 DEVICES: 56 INTERFACES; 185

Filters can be applied to focus on the specific entities of interest:

Main 12
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The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page
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The Overview page allows for quick access to more data about the link selected. By selecting differ-

ent areas of the Sites, Devices, Interfaces widget, drill-down to a corresponding page will provide
context aware data.

Clicking on an alert will drill-down to the alert’s details.

Active Alerts
ALERTS [ TIME OPENED
SITES: 22 DEVICES: 56 INTERFACES: 185 .L’ e e T T = = = = e~ ™
kO ,ooaemse o WEREREE Ui o R DA s serlg i 30 R e e BT . !
: ' by
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SITES " [ DEVICE [ r ! o INTERFacES 7 o A " \-\
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| e o e === [ ] by
. | . N . TR X N
. | . ZRTR \\ N
| .
N \ . \ . o . N
. | . \ . 2RTR Seat \ s : by
N \ . : s : s
| \ o \ e e
\ \
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| \
|
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| \ .
3 3 Sy 'y
| | @
- .
— .

Manual exploration of Sites, Devices, and Interfaces can be done from the Main menu navigation
bar.

Overview 13
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Dashboard

The LiveNX Dashboard provides quick navigation and exploration of the health and performance of
the network and application running on it. Dashboards are a collection of widgets that are can be
customized and organized as desired. Each user can have up to 12 tabs of dashboards.

Dashboard 14
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5 Top Ses by WAN Ubllzation e o WAN Intrface Ltz x Top WM Appcaions by Bandhedih i+ Ot Barciicn X i Topinterfaces % Changed Interfoce Burstai s
[ — — L] —
| " —_—
—— i ]
[ Bis
- ] i
1 i j
| 1 ]
! 3 ) ]
| 1 }
] 1 i
 Site Stans asp A St x Overai stans x Top Devices x
o ——
+ .
—
= o —
: ——
[/} L] —
. - i —
- —
—
——
0 —
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Filters can be applied to focus on the specific data set of interest:

= lveacton -~

Dashboard

Status

Site

Service Provider
Application
Group

Tag

Device

Interface

WAN

Region

In this example, a filter of Region: North America has been applied. All widgets on this Dashboard
tab will only present data relevant to the devices in this region.

Dashboard 15
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LiveActi =
Dashboard
Status WAN
Region:  North America
:: Top Sites by WAN Utilization Peak Inbound WAN Interface Utilization X :: Top WAN Applications by Bandwi
e 840 [ epnsdp—unknown
mingham1—GigE2—Birming... 81.0 | rib—unknown
RTR_Seattle—GigE2—Seattle—MPLS 77.0 | https—web
RTR_SanJose—GigE2—San Jose—.. 540 | perforce—application-service
20 | ssh—terminal
o | youtube—flash-group
o} espn-video—espn-group
0 | smb—sunknown
AwsCM-Oregon—! 0o} lotusnote—unknown
Ay o | pandora—web
%
i site Status Map Al Sites X i Overall Status All
+ Critical
ol L]
m— sites | 11
L]
Devices | 16

Many widgets are interactive. By clicking on a widget's header or data, many will drill-down to a cor-
responding historical report or Entity page for data:

Dashboard
+
Fegion:  Morth America @
= Top Sites by WaM Usltzation P bound WAN Irferfice | X Top nterfaces Fate ®
25—
L
| ]
]
|
|
|
|
| =
| =
S A S (1 D Exveation Type: Age St T ! EST(OM Ere Tirme: ot
Mg
80 > Q m &
Legend & Application Name 2 Application Group £ In Bt Reate Out Bit Rate 2 Application Performance 2
-— oprsdp unknow TE96 Mbps T5.96 MBps 0 alerts
- b unknown 837 Mbps 837 Mbps 0 alerts
https. web 639 Mbps 637 Mops 0 alerts
- perforce appiication- senice 542 Mbps 542 Mbps 0 alerts
- wh terminal 365 Mops 365 Mops 0 alerts
ripidea SkypeForBusinessGroup 0 Kbps 248 Mops 54 alerts
- pandora web 2.22 Mbps 222 Mups 0 alerts
-— hetp web 1.98 Mbps: 1.98 Mibps. 29 alerts
s unknewn 1.97 Mbps 1.97 Mtips 0 alerts
- g SkypeForBusinessGroup 193 Mbps 1.54 Maps 362 nlerts

Dashboard 16
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P— T————

Bregion:  Morth America

5 Top Sries by WAM USiization Peai iniouns! WAN rfrface LMizsticn x o AN Applcations by Bandwidth Inbound/Dutbcund Barwidth x  Top Iirfaces % Changed - Iterface Burstabie Rt x

Sites » Birmingham » Device RTR_Birmingham? > Intarface: GigsbAEthernet

GigabitEthermat? =
W) st cien 100% 2968
Aarwar MY Aty Ao
- ®
[om—— *
A weis
S —— A U ——
o 1 HTR Semespar! beeaction com
Loged s ame. hrwage s Foan Banimian
g r—— 04 99 20 — 20 T
T P — 201 28 k2 201 75 k2 xme s
iertaca Eners

@ e @ wanog @ G0 @ Poss Bsstes @ WA
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By Selecting the Dashboard tab’s menu, the tab can be duplicated, shared or deleted.

= lhencor -

Dashboard
Status SN WAN e
| Ip—
Region: North America Duplicate Dashboard
Share Dashboard
i1 Top Sites by WAN Utilization Peak Inbound WAN Interface Utilization % Delete cations by Band
RTR_Birmingham1— GigE2—Birming... 81.0 epnsdp—unknown
RTR_Louisville—GigE2—Louisville—... 81.0 rfb—unknown
RTR_Seattle—GigE2—Seattle—MPLS 77.0 https—web
RTR_SanJose—GigE2—San Jose—.. 54.0 perforce—application-service

New widgets can be added to a Dashboard tab by clicking the Add Widget button at the top right of
the page.

Mov 16, 2020 11:50:00 = Nov 16, 2020 12:05:00 Add Widget e
IO Alerts SRR

el
In the following example a default widget will be added to the Dashboard tab:
1. Click the Add Widget button.

Dashboard
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78 20 e 0 1486

>

dert Count Alert Count By Device X

2. Click the Add icon next to the widget of interest.

ot e R et

Cxmsont At et Cin it it x e Azt i Ecunt it x Cursant At bt Gt 1 ot

et At et Coumt 1 x o Appication Psfcmance Semary .

In the following example a new custom widget will be created and added to the Dashboard tab.

1. Click the Add Widget button.

Dashboard 18
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Dashboard o 24 } K

Ste:  Seatto

Gurrent Acive Aler Coun B % e Active Al Cour 4 % Cuanet Actve At Count x

Cutrent Actve Aler Count 4 Top Appbeaion Pesformance Supmary £ o x

x
——
——
)

2. Click Create New Widget link at that bottom of the Add Widget list.

Q
-
WAN
Top WAN Alerts W
Site Utilization W
App Group (DSCP) Bandwidth w
Service Provider Bandwidth W
Site Performance w
App Group (DSCF) Performance ~
Service Provider Performance W
System
Top Nodes v
Node Health
Users
Top Users by Bandwidth b
Top Applications by User ~
Top Users with Packet Loss w
Top Users with Jitter Froblems WS
Top Users with Server Latency e
Top Users with Client Delays (v
Custom
Alert Count By Site LS+ -

3. Follow the steps to select the underlying report that will be the basis of the widget, its
parameters, and create widget.

Dashboard 19
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CREATE CUSTOM WIDGET
@ Roport paramaters Widgat parsmeters
Roeport Type Devices Flow Type
Application (Fiow) Al WAN Devices Basic Flow
Timse Zona B 05T Ieterfaces sortBy
[GMT-05.00) AmericarNew York Al VEAN intortaces Bitate
Flex Search @ Business Howrs
®
Direction Bin Duration
Cutbound Huto
Reans Flow Cita
Dud o the options Seected, this repoet will utilzs the Raw Flow
datastore (siower)
Cancel Next Step

CREATE CUSTOM WIDGET

° Report parametens o Widget parameters
Report summary: Widget titte
Dwvice Seriak ANIWAN Devices Inforface: AllWAM inferfaces Application (Fiow)
Direction: Cutbound Flow Type: Basic Flow
Widget subtitie
SortBy: Bit Rate Business Mours: 4| Hows.
K A3 VAN Devices
Bin Duration: Auto Time Zoew: (GMT-D500) America/New York
Enable DST: true Save 10 3 Dashboard
Aderts
View as
Aggregation

= R - |

[— — — - I

Ste: Sestte

Default widgets can be deleted by clicking the close icon at the top-right of the widget.

Dashboard 20
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i Cumrent Active Alert Count Alert Count By Category w0

Custom widgets can be edited or removed clicking the menu icon at the top-right of the widget.

=t Alert Count By Site Qo5 Drops Only

To add a new Dashboard tab, click the add icon at the top right of the page.

20 e 0 2041

Nov 24, 2020 09:55:00 — Nov 24, 2020 10:10:00

Alert Count By Device

A new tab will appear. Select either a Default template or a Shared Dashboard. If Shared Dash-
board is selected, it can either added or copied.

* Added - the original owner will retain ownership. They will continue to be able to modify the
dashboard and its widgets. The current user cannot modify the shared dashboard.

* Copied - A copy of the shared dashboard will be used as a starting template and the current

user will have full ownership of the dashboard and its widgets.

+about to create a new dashboard
t groups of create a new dashboard by adding a

'
'
'
' 8
Status = * Gigamon
' te
- y
'
'

#8als the overall status of the
1y LiveNX

,,,,,,,,,,,,,,,,,,,,,,

Below is an example of a shared dashboard.

Dashboard 21



LiveNX Operations Dashboard User Guide

1
a !
Alerts b m Gigamon (i) |
1
l
L
Top HTTP Servers
HTTP Server Average BitRate  Total Flows
3.BBKbps 10466 flows
www.woodford.kyschools.us 15.26 Kbps 1622 flows
www._pandora.com 12.71 Kbps 120 flows

The widget options are limited to just View.

Top Applications All Gigamon Devices

i
;

75 :l View
|
I

1
|
i
1
|
I
Remove || |
- !
& 50
=
0
k]
=4
£ 25
0

10:02 10:04 10:06 10:08 10:10 1012 10:14

erfb  @htips perforce @ssh  @smb pandora @http erip postgres  @mapi Total

WIDGET PARAMETERS

Device: All WAN Devices Interface: AllWAN Interfaces

Direction: Outbound Flow Type: Basic Flow

Execution Type: Time Series SortBy: Bit Rate

Flex Search: tag = Gigamon Business Hours: All Hours

Bin Duration: Auto Time zone: (GMT-05:00)
America/New York

DST: Enabled

Cancel
The shared dashboard can only be duplicated (copied) or deleted.

* Gigamon ( : )

Fm————————— ==

Below is the same dashboard, but in this example, it has been copied. The current user has full con-
trol over this Dashboard tab. Any changes have no effect on the original shard dashboard from the
other user.

Dashboard 22
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p— [ D

St w wan s System S [ w Aerts T Gigarnon

< Top Applicaions AX Gigamon Devices. Top Wb Codes. Top HTTP Servers.

7 1000 HITP Servor Average 8t Rate
295Mops

1562008

1271 ko0s
24008
077 K08
1044 K005
10m o 06 wos 1010 12 1014 om  tom  los  t088 10 ter2 1008 a L 922¥ps
i eilps epetoce @sh e3T0 epindn ehD e eposiges emept - Total S0 @34 SN SN2 €44 <401 W24 S400 o206 Tl . 905108
: eb Godes: 4xx Glent o i: Wb Godes: 3ux Redrection
10723 57 220-ntip—d0a 20— 104100 233zp301 7 ——— 6
10— 18473246121 -htp 301 oo —
2 - 16525442241 —microsoft--304 G — :
2 - 58199114 30—y3m00—-302 o j—
o - 67151 104 Bbwncows upcate-304 43
2 - 5 o —
21318633 170 v b4 15 [ o —
2 —
o j—
o —
foms g SGTSCATON - Total
: Web Codes: 2xx Success + Top HTTP Retermers o Topweo Mega Types.
107.23 57 220 itp~200 16— HITP Reterer Average BitRate _Total Flows 3
10.450.15p--200 o — oozkess  1tows .
76— olay 51 00602515892 1xKps 1600w i
o — H
12K 408 tows
15— i,
Eo = N2k 210ows
e — o I e e i e i3 80 bt e Beree 9o o

The widgets can be edited by the current user.

. Top Applications All Gigamon Devices

75 Edit

I
]
I
1
i
1
I
1
I
|

[£1)
(=)

Bit Rate (Mbps)

[ s ]
en

0

Total Fiows
10435 ows
171 fows
119 ows.
2 fows:
22 ows
85 fows
19 fows
2000ws

Remave

10:06 10:08 10:10 10:12 10:14 1016 10:18 10:20

@rfb ehtips ®perforce ®ssh  ®@pandora smb ehitp erip postgres @ mapi Total

The dashboard can be duplicated, shared, or deleted.

] I
Gigamah ]
T I
I I
: Duplicate Dashboard !
I I
: - Share Dashboard :
] I
'| Delete :
I I

To create a new Dashboard tab from scratch, select Custom Dashboard when adding a new dash-

board tab.

Dashboard 23
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You're about to create a new dashboard

reate a new dashl

Default templates

TS Custom Dashboard
@ customw
NE

LiveNX provides insights into muitiple dimensions to
help users understand and monitor network behavior
Using custom dashboards, LiveNX users can create
their own network views that provide them with the
most value

This dashboard reveals the overall status of the
network, monitored by LiveNX.

System

This dashboard, focused on WAN, indicates which sites, This dashboard provides visibility into the overall health
service providers, and application groups are the most of the LiveNX deployment, visualizing whether the
utilized and how they consume the most WAN LiveNX system is normal or needs immediate attention
bandwidth

Na Ciarn SN-WAN

Dashboard
Add widget
a

Aerts =

Current actve et Count v
Ji—

vty v
Agptcations

Top Appication Performance Summary.
Top Voica/Video Petormance Sumemary

Address

T Souce Adress ~
Destination Address v

SourceorDestiation Accress v
Dro ere
Ste Tranc v
Seurca Ste T v
Destnston Ste Tafic -

Biarectonal Sourcer Destnation Par 4

Network
Source Network v
Destinaton Networs v
Source o Destiation Network: -

The new dashboard will appear with the new widget.

p— - vzt = -

Biciectional Source/ Destination Pair Bicect tination Pai x

Dashboard 24
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New Tab|

Dashboards can be presented in a dark background format for presenting on a wallboard.

[— ‘ a0 =
L

Region:  North America @

£ Top Sites by WAN Utkzation Fieak lnbaund WAN e Utiizal X  Top WAN Applications by Bandwidith Inbund! Dutbound Bandwid X  Top Interfaces % Changed - Interface Burstable Rate x

I

11:28:25 am

Sites

The Sites navigation page presents a list of all sites in LiveNX and highlights a summary of their per-
formance statuses.

Clicking on a site will drill-down to the site's detail page.

sttes ' . s Contiure Stes
a
a m w
N o o
Cars PYe o
s 127 3
o
- o
o o o
[N o o
a0 a7 o
ooes o
[P 513 o
oo o
sa1% 100 o
6805 ez o
04 036 o
045 0 o
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Clicking on a status bubble will provide more details and optional drill-down for further explora-
tion.
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SITE NAME

Austin
Birmingham
DC-New_York
Indianapolis
Internet
Los_Angeles
Louisville
Seattle
Unspecified
San Jose

AWS_Oregon

~
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SITE STATUS

All
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All

All

FEe
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1 Site: Austin

Active Alerts Impacting Status: 3

4 Critical:

S
SE-LiveWire-Aus running application VoIP had 2843.99 ms of jitter for traffic with a DSCP value of 0 (BE)
SE-LiveWire-Aus running application VoIP had 10167.90 ms of jitter for traffic with a DSCP value of 46 (EF)
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81.33%
2.39%
0%
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0.08%
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Alert History [ 90.78%

76.86%
0%

53.55%

Filters can be applied to focus on the specific entities of interest:

Sites
Site
Device
Interface
SITE NAME
Group
Service Provider

The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.

= Auto

The Site detail page has multiple tabs to quickly understand different dimensions of the entity.

There is also a simple topology map to provide context of the entity.

Sites > Site: Seattle
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Historic data can be explored on the entity's tabs.

Flows &
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WAN Rpplications
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Active Mets
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@ Critcal @ waming @ Good @ Poling Disabied @ N/A
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Feb 05, 2021 10:35:00 - Feb 05, 2021 10:50:00 15Min

SET THE END DATE & TIME

< Feb 2021 » Today

Reset to Now

INTERVAL

5 Mins

The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.

2 Auto

The page view can be modified to allow the tabs or topology to be full page.

Sfes > Ste: Seattle

@ =

‘St Dotats

Full page Tab view:

S 3 S Sean

Full page Topology view:

11
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The status tab of the Site page provides a curated list of reports for quick understanding of the Sites’
status.

These reports include:

* Site Details

* Service Provide Bandwidth (Inbound)

*  Service Provide Bandwidth (Outbound)
*  Top Application(lInbound)

*  Top Application(Outbound)

*  Top DSCP(Inbound)

*  Top DSCP(Outbound)

*  Top Conversation(lnbound)

*  Top Conversation(Outbound):
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The Availability tab of the Site page provides the Sites Availability report.
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Sites > Ste: Seattle
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The Devices tab of the Site page provides a list of all member devices in the Site. Clicking on a
device’s link will drill-down into its details.

15M

Sftes » Ste: Seattle

) Searte 100% ! 1 1 2 45 1865 +
h S Availability 1 /AN Apg Active Alerts
,,,TJ
Q x
e — - ] +

RTR Seatte

The Interfaces tab of the Site page provides a list of all monitored interfaces of the member devices
in the Site. Clicking on an interface’s link will drill-down into its details.

!
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The WAN Applications tab of the Site page provides a list of all WAN applications in the Site. Click-
ing on an application will drill-down into its details.
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The Active Alerts tab of the Site page provides a list of all active Alerts at the Site. Clicking on an
Alert will drill-down into its details.
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Select the Filter Icon at the top right of the page to see an Application and Devices filter. These only
control the topology map. By entering an application(s), flow will be projected on the topology map.
Relevant external sites that are part of the communication with the select application(s) are also
shown. Entering a device(s) will highlight those entities.
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Click on an external site to be provided an option for Site Details.

ATR_Seatibe

Vi 1

Click the Site Details button to drill-down to the details of the other Site.
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Clicking on a flow arrow will pop-up details about the application.
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Expand the details to see all flows for the selected segment.

Sites 31



LiveNX Operations Dashboard User Guide

RIR{MPLS

@

voIP

RTR-DC-MPLS - 192.168.10.0/24

= Byte Count 98.15MB
+ Bit Rate 872.47 Kbps
+ Jitter [ ] 31945
+ Packet Loss [ ] 28%
< Application VolP

Click on an expanded flow to see its details.
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UDP 192.168.102.11:31196 > 192.168.10.13:19422

Byte Count 17.22MB

P Bit Rate 153,08 Kbps

SRUCCKR Utilization as
. Jitter [ ] 388s
Application Yol

Click Path View for drill-down to Flow Path Analysis.
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Devices

The Devices navigation page presents a list of all devices in LiveNX and highlights a summary of
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Clicking on a Device will drill-down to the Device's detail page. Clicking on a Site will drill-down to
the Site's detail page.

Devices

Clicking on a status bubble will provide more details and optiona

tion.

Devices
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L drill-down for further explora-
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LiveAction LiveWire and LiveCapture appliance devices will have an icon to allow cross-launch to

Peek (Omnipeek).

Devices + Conture Devices
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Filters can be applied to focus on the specific entities of interest:

— P L}

= A B N

Sites
Site
Device
Interface

SITE NAME 4

Group

Service Provider
Tag

WAN

Region

The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.

5 Aot
s AULO

The Device's detail page has multiple tabs to quickly understand different dimensions of the entity.

There is also a simple topology map to provide context of the entity.

Sites > Seattle > Device: RTR Seattle Feb 0! 21 12:50:00 = Feb 05, 2021 13:05: 15Min v T
., RTR_Seattle 5 =
® ) status: Crtical 100% 2 44 11 =
N P Adress: 10.100.51.2 CurentFlows  Awllabilty  Intefaces  WANApplication  Active Alerts
Device Detais v ®
Device CPU/Memory Usage A |3 ®
= mpLS
RTR Seattie
Q m &
Legend & Mame % g Peak &
- CPuUsage 9% 9%
 Memory Usage 16% 6%
Top Applications (Inbound) A

@ Ciiical @ Waring @ Good @ PollingDisabled @ N/A

Historic data can be explored on the entity's tabs.

Devices 34



LiveNX Operations Dashboard User Guide

Feb 05, 2021 10:35:00 - Feb 05, 2021 10:50:00

15 Min v
SET THE END DATE & TIME INTERVAL

< Feb 2021 > Today 5 Mins

S M T w T F s

1 2 3 4

Hour
Day
Week

30 Days

Reset to Now
10 50 AM

W b

The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.
= Auto

The page view can be modified to allow the tabs or topology to be full page.

Sites » Seattle > Device: RTR_ Seatile

1 RTR Seattle
(@) swuscrmen 100% 2 44
N P address: 10.10051.2

Current Flows Availability

Feb 05, 2021 12:50:00 ~ Feb 05,

2021130500 15Min

Inerfaces  WAN Application  Active Alerts |
Deviee Detalls

Full page tab view:

Sites > Seattle > Device: RTR Seattle

100% 2
Ry et

[R——

Device CPUMemory Ussge

Pesk s

Full page Topology view:
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Sites > Seattle > Device: RTR Seattle Feb 05,2021 125000 - Feb 05,2021 130500 | 15MA

@ Ciical @ Voring @ Good @ PollngDisabled @ N/A

The status tab of the Device page provides a curated list of reports for quick understanding of the
Devices' Status.

These reports include:

* Device Details

* Device CPU/ Memory Usage
*  Top Application(lInbound)

*  Top Application(Outbound)
e Top DSCP(Inbound)

*  Top DSCP(Outbound)

*  Top Conversation(Inbound)

*  Top Conversation(Outbound)

1
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- e vouTube Sampe Fard 1744258 FL RE-1 % aliges 1.0 s
- ety LB H 005 e LT Ly Dpes
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Ll @ 280 btes 3 000 e 03 een e Dipea
Top Sppeeators | vtteurd)
=

The Current Flows tab will show the raw flows being received by the device.
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Sites > Seattle > Device: RTR_Seattle

43 1878

= RTR Seattle
)

‘Wed, 25 1 722343 123322 VolP-Nulio o o Ingress. 0 (BE) ESP 28 0 o@eg =
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‘Wed, 25 1 192168 192168, GIgaBitEr 1604 1604 Egress 0 (B8) upP 24 2 0(BE)
‘Wed, 25 1 192168 192168, GigabitEr. 19500 3N Ingress 34 (AF47) upP 24 24 34 (AF4
i » st » oo L i e
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The Refresh Table button forces the screen to refresh.
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The Availability tab of the Device page provides the Device Availability report.

15Min ~ Al

@ Citcal @ Waming @ Good @ Polling Disabled @ WA

Sites > Seattle > Device: RTR_Seatlle

RTR_Seattle

43

VAN Appication

1878

Active soets

Curent Fiows
'

Avaiasilty -

Sto Bevice >

RTR Seattle

o Addeess:
10100512
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- setie

RTR Seatte

15Ma

@ Cibcal @ Wamiog @ 0003 @ Potiog Dissbied @ WA
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The Interfaces tab of the Devices page provides a list of all monitored interfaces of the devices.
Clicking on an interface’s link will drill-down into its details.
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@ Ciicst @ Waming @ Good @ Poling Disabied @ N/A

The WAN Application tab of the Device page provides a list of all WAN applications traversing the
Device. Clicking on an application will drill-down into its details.
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The Active Alerts tab of the Device page provides a list of all active Alerts on the Device. Clicking on
an Alert will drill-down into its details.
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acmca 25 Mov 2020, 04 026m

acrtiea 25 how 2020, 0402PM

Velce it Pertor

Ao Device CPY Utizaton

4 Ciical 25 bor 2020, 0400PM Volce Video Performance -

A Citical 25 Now 2020, 0400PM Volce Vidso Performance - P
-

@ Citcs @ waming @ Good @ Poiing Disabied @ N/A
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Select the Filter Icon at the top right of the page to see an Application and Devices filter. These only
control the topology map. By entering an application(s), Flow will be projected on the topology
map. Relevant external sites that are part of the communication with the select application(s) are
also shown. Entering a device(s) will highlight those entities.

C;) Seattle 100% 1 2 50 1863
St st Avatavity rtaces Wa Aopications Actie dlrts

Devicas

HTR_Seattly

TH ol sy

Click the Site Details button to drill-down to the details of the other Site.

@ Citics @ waming @ G000 @ Pomng Disabies @ N/A
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Sites 3 Site: 0CHew_York e T ep—— .
gy DO-Naw.ork 100% 3 5 60 23 i

St Lealabity Devces irecTaces WAN dgpications Actn Riaets
p— - %
B +

Serice Provscer Bancwss (recund) 2 -

m & G,'f,‘

Leoed o Sarvice Prinider Fiows & tes Puats LT Pucaet e o —
- s s L 107577 1 aaneoy L
Sarvicn Procnr ancwes (Do) - ——
e -
) —
Trm na na v n v n nm na » o o e
a m & @ Oical @ Weming @ Good @ Poling Dabied @ WA

P

e

Expand the details to see all flows for the selected segment.
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RTR-DC-MPLS . 192.168.10.0/24

+ Byte Count 98.15MB
+ Bit Rate 872.47 Kbps
+ Jitter ® s
+ Packet Loss ® 28%
+ Application VolP

Click on an expanded Flow to see its details.

2 ag o 3
Wadisan At ;@l{ Bamangham
wis
& s &y
4 & o
Tounvite Tongon Los_Adgeles

e

mﬁ
»
SELnaiine NY

@

RTROC-CORE

Click Path View for drill-down to Flow Path Analysis.
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UDP 192.168.102.11:31196 » 192.168.10.13:19422

Byte Count 17.22 MB
Bit Rate 153.08 Kbps
Utilization 1%
Jitter [ ] 388s
Application VolP
VT e T
| 1

Retranarmiszion

Interfaces

The Interface navigation page presents a list of all interfaces in LiveNX and highlights a summary of

their performance statuses.

Clicking on an Interface will drill-down to the Interface’s detail page. Clicking on a Device will drill-

down to the Devices' detail page. Clicking on a Site will drill-down to the Site's detail Page.
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Intertaces
M M

. 1915911 5285255252 Comected toMPLSCo_ MPLS. 200Kpps 200 Kops. wan
. 1919918 a5 255252 Comected toMPLSCo_ MPLS. 200Knps 200 kops. wan
. 199.199.,13 255385285252 ComuPLS o MPLS 301 Kkeps 301 kmpe wan userracking test wan
. 19919918 585255282 ComuPLSProvde  MPLS 209K008 200 K2ps wan
. 10008 1 Gops
. . 160ps 1 Gops wan
. 19216810100 2552552550 0kops 0¥ops
. 192 168.107.200 2552552550 oK oxeps
. 192 168.106.253 255255255255 - sambos S0Maps
. 192168100 254 2552552550 Comected to AdminSE 16008 1 Gons
. 192168102254 2552552550 Comected to SEgem. 1 Gops 1 Gops
. 19216810284 2652852550 Com-AdminsEPC 1Goos 1 Gops
. 21125 252552550 - 1 o8 1 Gops
. 1000108 255255255255 - 800 9Gaps
. 721611 2552552550 OMVPN over MPLS MeLS Shibos, SMeps wan MPLs
. 121621 2552552550 OMVPN overimtemet  INET 10Mbps 10Mmps. wan
. 199.199.1.29 asasszssan ComMPLSProes  MPLS 100 Mb0s 100 Mzps wan
. 192 168.107.254 2552552550 ConAmmingE-PC 10008 1 aops
. nam 2552552550 10008 1 6ops
. 1000103 255255255255 8Gbos aGsps
. 1010080252 2552552550 Austiagentntw oxops oxops
. 199199125 5285255282 ComMPLSProvde  MPLS 209K008 200 K2ps wan

Clicking on a status bubble will provide more details and optional drill-down for further explora-

tion.

Interfaces

a
INTERFACENAME STATUS S smE S oevice { 1P ADORESS L SUBNETMASK J DESCRIPTION 5  SERVICEPROVID.. 5  INPUTCAPACTTY J  OUTPUTCAPACI. 5  WANTYPE TAGS ]
Al All

. 199.199.1.1 255.256.255.252 Connected toM... MPLS 200 Kbps. 200 Kbps WAN

L] Birn 199.199.1.9 255.256.255.252 Connected to M... MPLS 200 Kbps 200 Kbps WAN

[ ] 1882003 K 0 255.255.255.252 Conn-MPLS-Pro. MPLS 200 Kbps 200 Kbps WAN

i 1 255.256.255.252 Conn-MPLS-Pro... MPLS 301 Kbps 301 Kbps WAN test, wan, usertr_.

! Active Alerts Impacting Status: 2 ' ass2ss2880 Okbps 0kbps

i Info: i 255.255.255.255 50 Mbps: 50 Mbps

i | 2852852550 Connected to Ad. 1Gbps. 1Gbps.

1 Active Alents Alert History (5 } 255.255.255.0 Connected to SE. 1Gbps 1Gbps

e o T iR T TATAI0IE | 2552552550 | ConnAdmisE Tates Vatps

- S) WAN- Sy ¥ 221.1.254 255.255.255.0 1Gbps. 1Gbps.

. 21611 252552550 | DMVPNowerMP_ | MPLS smbps sweps wan MeLs

. . 19199129 255286255252 | ComMPLSP. | MPLS T00weps oues wan

Alrows 188

Filters can be applied to focus on the specific entities of interest:

= lvedcion -

Sites

Site
Device
Interface

SITE NAME \
Group
Service Provider

Austin Tag

Birmingha
WAN

DC-New_Y
Region

IndianapOue - - -

The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.

A

o~ \ 1t
s AULO

The Interface detail page has multiple tabs to quickly understand different dimensions of the entity.
There is also a simple topology map to provide context of the entity.
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Sites > Seattle > Device: RTR Seattle > Interface: GigabitEthernet3 Feb 05,2021 13:15:00 = Feb 05,2021 133000  15Min v

p GigabitEthernet3
M) St ocoa 100% 0 +

7 1P Address: 192.168.100.254 Availabilty Active Alerts

i

Interface Details

Bandwidth (Speed): 100 Gbps IFIndex: 3 1P Address: 192.168.100.254

Abbreviated Name: Gi3 Interface Type: ethernet csmacd Subnet Mask: 255.255.255.0
Deseription: Connécted to AGMInSE_PC

MPLS

Interface Bandwidth ~

RTR_Seattle

Average (Kbpe)

3201 132 152401 2600 132800 1 c
Q om &
Legend S Namel Average 95th Percentile Bandwidth & 99th Percentile Bandwidth & Peak Bandwidth &
- Inbound Bandwidth 406.22 Kbps 552.20 Kbps 630.70 Kbps 634.07 Kbps
- Outbound Bandwidth 100.98 Kbps 101.17 Kbps 148.35 Kbps 149.25 Kbps

@ critical @ Wamning @ Good @ Poling Disabled @ N/A

Historic data can be explored on the entity's tabs.
Feb 05, 2021 10:35:00 - Feb 05,2021 10:50:00  15Min v

SET THE END DATE & TIME INTERVAL

< Feb2021 > Today 5 Mins

Hour

Day
Week

30 Days

Reset to Now

Apply

The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.

= Auto

The page view can be modified to allow the tabs or topology to be full page.

Sites > Seattle > Device: RTR Seattle > Interface: GigabitEthemnet3

Feb 05, 2021 13:15:00 ~ Feb 05,2021 13:30:00 15Min v
e 1
i -
~ v GigabitEthernet3 o ! =1
(™) st coos 100% 0 L] i I
" IP Address: 192.168.100.254 Availability Active Alerts
Interface Details ~ =

Full page tab view:
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Sites > Seatile > Device: RTR Seattle > interface: GigabitEthemet3

*‘, ﬁi?rfh.-fihcmﬂa 100% 0
nterface Type: et com Subeet Mask

/ AA -

~ /{\_ . o ____,/’\'LJ/L'\_... I N R (VRN -
a 1
- e 55220 Kbpa s0mKgs 000 43aow -
Full page Topology view:
Sites » Seatte > Device: RTR_Seattle » Interface: GigabitEthemet3 - 1580 v
@ Crical | @ Waming @ Good @ Foling Disabled @ WA

The status tab of the Interface page provides a curated list of reports for quick understanding of the
Interfaces’ Status.

These reports include:

* Site Details

* Interface Bandwidth

* Interface Errors

* Interface Utilization

*  Top Class Drops (Outbound)
*  Top Application (Inbound)

*  Top Application (Outbound)
*  Top DSCP (Inbound)

*  Top DSCP (Outbound)

*  Top Conversation (Inbound)

*  Top Conversation (Outbound)

Interfaces 45



LiveNX Operations Dashboard User Guide

| o~ GigabtEtherned !

1) s oo !

B e 192160100254 1 senlatiny v ity
+

100% 0

e
netuce Deals -
rartace Sardesds -
; —— A f'ﬁ\“ —~ — N NS I
Legersl Mare: Aagm 5 Prrcartie Bardwat o Porertic Bardes Froar Bardamt
- o e ARy 55330 Bpm ASALT dys AT KDys
. Cuscund darceah 9292 b W8 2 b 160,38 Wbpn.
roartace Gvor -
C i R
Lagergt Mo Pkt Sane Feak Puoke Same
- - -
irnerince Lnkasmon -
P —~ o~ \"‘\—f\ I N NS N—— AN
a 1
Lagarci s Bama domenge % Percarcie Utizmor ¥ Parcarcie Utizaon © sk Uilzmon -
- ot e Qs Lo L s
= ea— - - - o
The Availability tab of the Site page provides the Sites Availability report.
Sites > Seattle > Device: RTR_Seattle > Interface: GigabitEthernet3 Feb 05, 2021 13:15:00 - Feb 08, 2021 13:30:00 15Min v

"« GigabitEthernet3

P 100% | 0 +

n

7 1P Address: 192.168.100.254 ! Active Alerts
Avalabiliy i ®
+
= O}
g
g MPLS
' . : :
a m
RTR_Seattle
Legend G Swed  Device Interface & Service Provider Ip Address & Avg Availabily &
@ Sewle  RTRSeate GigabiiEthemetd - 192,168.100.254 100%

@ Cical @ Waming @ Good @ Poling Disabled @ N/A

The Active Alerts tab of the Interface page provides a list of all active Alerts on the Interface. Click-
ing on an Alert will drill-down into its details.
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Sites > Seattle > Device: RTR_Seattle > Interface: GigabitEthemet3

. GigabitEtherneta
Status: Good
1P Address: 192.168.100.254

No Data

WAN Applications

100%

Availability

- 15Min v

MPLS

RTR_Seattle

@ Critcal @ Waming @ Good @ Poling Disabled @ N/A

Manual exploration of WAN Applications can be done via the Main menu navigation bar.

The WAN Applications summary page provides a list of all WAN applications and a summary of
their status. Clicking on an application will drill-down to its details page.

[ = Livection®

WAN Applications

s s s s 8 s 8 8 8 8 s s s s

s e 0w

140,53 Kb0s
85152 Kbps

319 K088
obps
1ikess
508 kbos
otos
3180008
9005
obos
[
obos

24005

140.53K005
451.52Keps

.
. .
. .
. .
. .
: .
. .
. .
. .
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Filters can be applied to focus on the specific entities of interest:

Sites
Site
Device

Interface
SITE NAME

Group

Service Provider

Austin

Tag
Birmingha

WAN
DC-New_Y
Region

Indianapoue: - - -

The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.
& Auto

The WAN Applications' detail page provides a summary of the selected applications utilization and,

if applicable, its performance metrics. There is also a simple topology map to provide context of the
application.

WAN Applications > Application: VoIP

A vop =
(B stus coiica

Appication Pefomanco

5
CIE

bl 26723 s I— )
oabeed 26723 - I —— % .

12294 M8 105 an
i 1960ME ' an

Top Comversations inbound)

5 e
° °
Tokyo.
e
e ‘e

Q 1 s
legend 2 STIPAGHS  Ste2 DstiP s & TotalFiows >  TotslByles TotslPackels > AwrageBARate >  AveragoPockelRate  Pesk
- 26007 Do s nzime 56061 5 68 K0ps sazipps it
- e 19216810511 B name 6054 9 65 Ktps CE TN
1921681012 B nave s6nas 964 Keps CETE N
1921600013 OCHew¥ew 19216810211 Brmingnam s name sanas o964 Keps @ume
12060004 DCNewYox 19216810311 Unkiown 1B nave s6nas 64 K0ms @nms it
1921681015 DGNewYok 19216810411  Macison 1 naime sene0 962 Kep8 @zms 1
- R1es  Lovion 1921681016 DCNewYork 18 BeoME e 772 keps 1a250ps () G227 Q) G2 (TR ) Ly

The status tab of the WAN Applications page provides a curated list of reports for quick under-
standing of the Interfaces’ Status.

These reports include:

* Application Summary

* Top Conversation (Inbound)

*  Top Conversation (Outbound)
*  Top DSCP (Inbound)

*  Top DSCP (Outbound)

* Jitter/ Loss

* Application Performance by Interface
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Alerts

The LiveNX Alerts page provide active and historic events detected by the solution.

LiveNX Alerts have the following states:

Active - An Alert has been triggered due to underlying event(s) and is currently unresolved.

Ignored — An Alert is Active, but the User has put the alert in Ignore state. Do not trigger any
notification. Do not count these Alerts towards dashboard/current summary. A user can change
state back to Active to start receiving alerts again.

Acknowledged - An Alert is Active but the User has acknowledged its existence. So do not
trigger any notification. However, count these Alerts towards dashboard/current summary. A
user can change state back to Active to start receiving alerts again.

Resolved - An Active alert has been resolved either due to the underlying events being resolved
(Cleared) or via User action. Resolved should be the final state of an alert.
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LiveNX provides three (3) Alert severity levels. These are:
Info
mWarning

ACritical

The Alerts Active tab will present any active Alerts known to the system.

Alerts Configure Alerts

I et et e T )

i i

' i

T TooTooo oSS oo oo Too oo ooo oo oo -o-o-—-————-—-—————-—==

Refresn Alerts a
sveRTY 5 sme S oevice & oEscaiPoN S TMEcRENED S ACTVEFOR {  CATEGORY s e
M v Al v Al
A Critieal ! 30Nov2020,01:50PM  afewseconds  Application Voice/Vides Perfc
A Critical v 2 30Nov2020,01:50PM  afewseconds  Application Voice, Video apali
A Citical 4. 30Nov2020,01:50PM  afewseconds Application Voice/Video Perfc
A Criteal : " 2 . 30Nov2020,01:50PM  afewseconds  Application Volce/Video Perfc
A Critical L 30Nov2020,01:50PM  afewseconds  Application Voice Traffic Clas
A Crtical " m P 4 30Nov2020,01:50PM  afewseconds  Application Voice Traffic Clas
A Critcal T 7 w G 30Nov2020,00:50PM  afewseconds  Application Voice/Video Perfc
A Critieal u 30Nov2020,0150PM & fewseconds  Network 1P/ SLA Voice/Jite
4 Critical R_LosA T . 30Nov2020,01:50PM  afewseconds  Network P SLA Voice/Jitte
A Critieal " 30Nov2020,01:50PM  afewseconds  Deviee, Interface Deviee CPU Utiliz:
A Critical 30Nov2020,0150PM  afewseconds  Application Voice/Video Perfc
A Critical R l 0Nov2020,0150PM  afewseconds  Application Voice/Video Perfc
A Critical W NLC Netflow n [ 30Nov 2020,01:50PM __afewseconds  Application Voice Traffic Clas
. i '
Mrows 3%

Filters can be applied to focus on alerts of interest.
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S leor -

Alerts
WAN
Device
Resolve Group
Site
st
Tag

Service Provider

A  Interface

A

Region
A

Alert Category
e —————— — S —
A Critical Seattle RTR_Seattle Voice traffic for RTR_Seattle r.
A Critical Birmingham RTR_Birmingham live.. | Voice traffic for RTR_Birmingh
A Critical Seattle RTR_Seattle RTR_Seattle running applicatic

By selecting an Alert(s), the state can be modified:
* Resolve - Manually mark this alert as resolved.

* Ignored - The Alert is Active, but the User has put the alertin Ignore state. Do not trigger any
notification. Do not count these Alerts towards dashboard/current summary. A user can change
state back to Active to start receiving alerts again.

* Acknowledged - An Alert is Active, but the User has acknowledged its existence. So do not
trigger any notification. However, count these Alerts towards dashboard/current summary. A
user can change state back to Active to start receiving alerts again.

Refresh Alerts will update the page with any changes.

Alerts
ve
R e T ey
: i
i Resolve Ignore Acknowledge | Refresh Alerts
1
!
L=
SEVERITY s | SImE s DEVICE {  DESCRIPTION
All v
A Critical Seattle RTR_Seattle RTR_Seattle running application
[v] A Critical Seattle RTR_Seattle RTR_Seattle running application
A Critical Seattle RTR_Seattle RTR_Seattle running application
A Critical RTR_Seattle RTR_Seattle running application
A Critical ni
A Critical

Clicking on a Site or Device will drill-down to its respective entity detail's page.
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Alerts.

4 Criical
a Ettical
4 Critical
4 Critcal
u Warning
= Warning
 Worning
4 Critical
4 Critical
a Critical
A Criical

a Critical

Relresh Ale

a1

100

aadons

'
Legend © Servce Provoes &
- s
Sevica Powide Qe (Butzound)

Wioefedemadimacioncom

Alertg.

T

% 2
o bevoes
a
Pachess
B

4

eertaces

e
10167 Kops

AN Applcanins

54

Packst Rae

8222

Aceve erts

8580 pps

a -
& Crhical
a Ctical
A Crtical

a Ctical

 Warning catte

 Warning

W Warning it

A Crtical

a Critical

& Critical Ne

& crtical

a Critical

Eonfigure Alerts
aQ
2 T cemen 2 acnveror $  camesor z e
A - A
08Feb 2021,0720AM  afewseconds  Application Critical Traffi: Rée
08Feb 2021,0729AM  afewseconds  Application Critical Traffic Rex
08Feb2021,0729AM  afewseconds  Application Critical Traff: R
B 08Feb 2021,0720AM  alewseconds  Application VoloeViseo Perfc
0BFeb2021,0728AM  afewseconds  Device, berlace Qo5 Class Drap
0BFeb 2021,0728AM  afewseconds  Device, Interface Qs Clsss Drop
08 Feb 2021, 07 28AM Device, kierface 005 Clss Drop
08 Feb 2021, 07.28AM aminse  Application Apglication Perfol
08 Feb 2021, 0727AM aminse  Application Wolcenideo Perfc
05 Fab 2021, 07.27AM amingte  Applcation Voloe/Video Pertc
08 Faet 2021, 07:224M Gmines  Applcation Volse/Vised Perte
08 Feb 2021,0718AM Tamintes  Network 1P SLA Valoe/ Jite
How 20,202 2 i5mn v
o) -
wis
*®
*
BITR_Bumingham Feescion com
RTR PN War
@ Ciitcal @ Waming @ Good @ Foling Disatied @ WA
Configure Alerts
aQ
2 T cemen 2 acnveror $  camesor z e
A - Al
08Feb 2021,0729AM  afewseconds  Application Crvical Traffi: Rge
08Feb 2021,0729AM  afewseconds  Application Critical Traffc R
08Feb2021,0729AM  afewseconds  Application Critical Traff At
08Feb 2021,0720AM  alewseconds  Application VoloeViseo Perfc
0BFeb2021,0728AM  afewsecoods  Device, bnerlace Qo5 Class Drop
0BFeb2021,0728AM  afewseconds  Device, terface Qs Clsss Drop
DBFeb 2021,0728AM  alewseconds  Device, knerface 005 Clss Drop
08 Feb 2021, 07.28AM aminse  Application Apglication Perfol
08 Feb 2021, 07.27AM aminste  Application VoloeVideo Perf
05 Fab 2021, 07.27AM amingte  Applcation Voloe/Video Pertc
08 Feb 2021, 07.22AM Gmindes  Applcation WolceVided Perte
08 Feb 2021,0718AM Tamintes  Network 1P SLA Valoe/ Jite

Sites > Birmingham > Device: RTR_Birmingham1

RTR_Birmingham1

) Sator Crteat 100% 2
S P Address: 10.100.51.7 Current Flows Avallability Inerfaces WAN Agplication
Device Details.
Device CPUMemmory Usage
a
Legms & Home & ag s pusk

- CPUUsage
m— MemoryUsage

Top Applications (inbaund)

Top Applications (Cutbound)

6821

Actve Alerss

Nev 30,2020

15hn v

RTR_Bemiogham! Iveaction com

@ Critesl @ Waming @ Good @ Poling Disabied @ NA

Clicking on the Alert description will provide more information about the Alert's details.
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Alerts
Refresh Alerts
sy 3 s s oence S oescmeon s e
Al v
a Crtical 30Ne
a Crtieal 0N
A Critieal 30 Ne
4 Cittical 30N
a Critical 0N
A Critical 30 Ne
A Critical 30 Ne
A Crtical 0N
A Critical 30 Ne
a Critical 30 Ne
A Crtteal 30N
A Crtical 30Ne
A Critieal 30 Ne
Mo 84

Most alerts provide drill-down
Site Details

s to insight. These include:

+ Voice/Video Performance - Packet Loss

Status & Time
Status: Active
Time opened: 30 Now 2020, 01:50PM
Active for 6 minutes.
Source Info
Region

Birmingham, Alabama, United States, North America

RTR_Birmingham Jiveaction.com running application VoIP had 8.15 % of
packet lass for traffie with a DSCP value of 0 (BE)

Details
Latest dsep: 0(e6)
Latest configured L
threshold:
Latestpacketloss:  0.44%
Latest application: Vol

Sites > Site: Girmingham 1M v T
| Birmingham 100% 2 4 54 8222 5
B aoey | e | iom | ooiappiemms | st &)
) . s
- . =
Service Provider Bandwish (Inbound) ~ +*
= TR Bimingham1 veaction com
i
a | A RTR_PSCANG WS
)| L) == RS
- | e I | e prreym

Sarvice Provder Bangwan (Outnosns)

@ Crical @ Waming @ Good @ Foling Disatled @ WA

Sites > Birmingham > Devioe: RTR_Birmingham1

RTR_Birmingham1
Status Ctes!
1P Acdress: 10.400.51.7

(@) 100%
< Corenons Avalbily

Device Details

Device CPUMemery Usage

2

54

WAN Agplication

T5hn

RTR_Beminghamt Iveaction com

Legend & Mame &

- CPUUsage
Memary Usage

Top Applications (inbaund)

“Top Applications (Gutbound)

Flow Path Analysis

@ Citcal @ Woming @ Good @ PolingDisabled @ WA
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WAN Applications > Application: > PATH UDP 192.168.102.11 : 31196 - 192.168.10.13: 19422 020
-
C/ 3
SELveWie WY
T
Dev Hame [T —y—— ] e
Sne Hame Bemingham DC-New. York OC-Hew.York At
sestesnen vor e e v
cruussge seon Py woon
Moy sz e 0% ooy
Inieterface o gasei, J
Out interface. . £
Inus ety Ho ey o ey Ho Py
Ot 0o oty Supns o iy o ey
bresin s e amm ss9m0
Bresow 2378 21608 1M 359m8
BRatein 11k 1920000 1s1K ss23000
e T 19200200 nsTHe ssmm
* HistoricR t
ISTOric Reports
Report View Options Share Download Schedule Copy Close
Voice/Video Performance - Packet Loss Alert Event  Jitter/Loss (Flow) A

Device: RTR_Gmingham  Interface: Al Interfacos  Display Fiter: No Display Filtring  Diraetion: Inbound and Outbound Combinad  Flow Typa: Mdianct  Exscution Type: Timo Series  Sort By: Packet Lost Parcentage

Flex Searche (low portdst="19422) & (Bow protocol="UDF") & (lowip det="192.168.1015) & (low.dscp="BE) & (fow.p.5c="192.168.102.17)  (lowapp="VoIF") & (fowporLrc="31196’) Bin Duration: Auto Should WaitFor Dns Resolution: false
Start Time: Nov 30, 2030 133442 EST (GMFOS00)  End Time:Nov 30, 2020 167342 EST (GMFOS00)  Bin nterva: 1 minute
. — 259922540200P/192 16010211 =
€ =
W
H
¥
¥

o

1225 1230 1335 1340 1345 1250 1255 1800 1405 110 1415 uw  um

Q m &

Legend O ApplicationName & DSCP & SwlPAddrd  SioSted  DstlPAdde G DotSte  RIPSSRCS  SoPort®  DostPots  JitterMin®  JitterMean & JitterMax G Loss Even'
- voP 0(BE) 19216810211 Bimingham 1921681013  DCMew York 2539225492 3119 19422 4059ms 474325 504555 4128

The Alerts History tab will present any resolved Alerts known to the system.

Alerts

Active

Al
Feo Feb bt
i ate Refresh Alets View Options a

sevemy 3 sme S vevee S oscarmon S smms 3 mmeorenen S mmecoss S acrveron & caveoom
v Al v Al
= Waming Stes an w © cive 08Feb202, 0TO9AM WA Thows  Device, interface:
mwaming  Brmingham © sive 08Feb202),0110AM WA Thours  Device,interface
mwaming | PaloAtoVE ! 200 3t 46.35% in the Inbound direct @ setve 08Feb2021, 0100AM WA Thours  Device, interface
Info Madison o und directi © Resoived 08Feb2021,0T09AM  08Feb2021,0402AM 3hours  Device, Inteface
 Warning d dicection O etve 0BFebI0N, C404AM WA abours  Device, Interface
= Warming vE01 © setve 0BFeb202, 0109AM  N7A Thours  Device, Interface
mwaming  Seatte © Resobved 07 Feb2021,0520PM  DBFeb2021,01:09AM Bhours  Device, Interface
mveming  Seatti O reve 08FED02.0L09AM WA Thours  Device, Iterface
 cmcal RIRDG CORE © Resotved 08Feb2021,0239AM  DBFeb2021,0242AM Iminutes  Device, Interface
& Criical L Jites for Livew h 8 DSGP value of O (BE @ Resolved 08FED2021,07:37AM  08Feb2021,0737AM  afewseconds  Application
 Grteal L 0SCP value of 0 (BE) retumed & hokd © Resolved 08Feb202), 07:37AM  OBFeb2021,0737AM  afewseconds  Application
a Grtial Lvewire DSCP value of O (B€) retumed bel ot © _pesolved 08 Feb202,07:32AM  O8Feb2021,0732AM  afewseconds | Application

. »

w2628

Alerts

active

Configure Alerts

2021 074000 - Fety 08, 2021 07

fistory

View Optons
SEVERITY S sme S oeviee S oescaeTion S sTatus <
Al ~ A ~
=vamng  sies wtized at 41.12% it 0 e
mWaming  Birmingam erutiized at 54 O sctive
mwaming | PaloAlloVED v the inbound directo 0 scive

The timeline can be filtered by Alert severity.

Tiue opewED S mmrciosm S acmveror 3 catesomy
M

08Feb 2021, 01:09AM  N/A Thows  Device,interface

08Feb 2021, 01:10AM  W/A Thous  Device,interface

08Feb 2021, 01:09AM  N/A Thows  Device, interface
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Filters can be applied to focus on alerts of interest.

Alerts

1
I
|
I 07:30 &
I o
All i
1
I | Feb 7th
Info !
3
mWarning 4
I
- |
A Critical I
I e | SImE

Device

Site

Tag
All

Service Provider

Interface

Resolve Interface Type

Historic data can be explored on the Alerts History tab.

22

29

If authorized, the Configure Alerts button will be available for managing the configuration of Alerts.
Please see LiveNX Admin Guide for further information regarding the configuration of Alerts.

Region

sl
Alert Category

Alert Type

Nov 29, 2020 14:20:00 - Nov 30, 2020 14:20:00  Day v
SET THE END DATE & TIME INTERVAL
M T W T F s Week
2 3 4 5 ] 7
30 Days

9 W0 11 12 13 14
16 17 18 19 20 21
23 24 25 2 27 28

30

A~

Reset to Now

23 PM

LY

- v DU TS ENEY, VL. 12T IV e

Alerts 55



LiveNX Operations Dashboard User Guide

Alerts

Refresh Alerts

severmy & sme 2 oevice

Al
A Critical
A Critical
A Critieal
A Critieal
A Critieal
a Critical
A Critical
A Critieal
a Critical
A Critical
A Critical
A Critical

A Critical

Mrows 3%

Network Users

< oescaon

TIME OPENED

30 Nov 2020, 01:50PM
30 Nov 2020, 01:50PM
30 Nov 2020, 01:50PM
30 Nov 2020, 01:50PM
30 Nov 2020, 01:50PM
30 Nov 2020, 01:50PM
30 Nov 2020, 01:50PM
30 Now 2020, 01:50PM
30 Nov 2020, 01:50PM
30 Nov 2020, 01:50PM
30 Nov 2020, 01:50PM
30 Nov 2020, 01:50PM
30 Nov 2020, 01:50PM

acveroR &

afew seconds.
afew seconds
afew seconds
afew seconds
afew seconds
afew seconds.
afew seconds
afew seconds
afew seconds
afew seconds
afew seconds.
afew seconds

afew seconds

Manual exploration of Network Users can be done via the Main menu

caTEGORY

Al

Apglication
Apglication
Application
Application
Application
Application
Apglication
Network
Network

Device, Interface
Application
Application

Application

navigation bar.

Configure Alerts

Ve

Al

Voice/Video Perfc
Voice, Video appl
Voice/Video Perfc
Voice/Video Perfc
Voice Traffic Clas.
Voice Traffic Clas
Voice/Video Perfc
1P SLA VolcerJitte
1P SLA VolcerJitte
Device CPU Uilize
Voice/Video Perlc
Voice/Video Perfc

Voice Traffic Clas
'

The Network Users summary page provides a list of all detected networks users and stats of their
network activity. Clicking on a specific user will drill-down to its details page.

Network Users

USER HAME ¢ oevice count S APPUCATION COUNT
Unknown 0

0

0
Alrows. 3

TOTAL BYTE: Tor TS
4163M8 34204

17.09M8 12,165

858MB 5916

15 Min

370,04 Kops
151.95 Kbps

76.28 Kops

3800 pps
19.07pps

657 pps

The status tab of the Device page provides a curated list of reports for quick understanding of the

Devices' Status.
These reports include:
*  Bandwidth (Inbound)

*  Bandwidth (Outbound)
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The Applications tab shows a curated list of reports for quick understanding of the Network Users
application performance.

These reports include:

*  Application Bandwidth (Inbound)

*  Application Bandwidth (Outbound)

*  Application Audio/Video Issues Summary (Inbound)
*  Application Audio/Video Issues Summary (Outbound)
* Applilcation Audio/Video Issues Detail (Inbound)

* Applilcation Audio/Video Issues Detail (Outbound)
* Application HTTP/TCP Issues Summary (Inbound)

* Application HTTP/TCP Issues Summary (Outbound)
*  Application HTTP/TCP Issues Detail (Inbound)

*  Application HTTP/TCP Issues Detail (Outbound)

Metwork Users » User adminstratorCS e e e e e e e ——— g
! _ :
2°1 adminstratorcs X / . 0
1 1
g g g g 1
Apphcation Bandwidm (insound)
me End Time: Addr Applcanon [otal Flow: Total Bytes &
0.900.50. o il 1TEME
10050 =p A1 vl
0.100.50. = IS V6 KE
100 ™ 5K
10,900 ey n T58 83 KB
10.900. 10472 KB
100005111 5 5759 KB
10100507 ben 2 s2rekm
10.900.50.73 g 13 3843 KB (23 0.34 Kb 007 pps

The Endpoint Device Profile tab shows a curated list of the devices utilizing the network by user.
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Network Users > User: dhaivat 5Min <
ity i
H I
. i
i
& | dhaivat 17 i 2 I
. i I
N Owoble i
ENDPOINT PROFILE 5 wapoRess s sessonm & mAcapoRessEs s man S LAsTURDATETMAE 2

0.1.51.102
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Geo Topology

The Geo Topology provides an overview of the sites monitored by LiveNX. It can be used for under-
standing site status, projecting application traffic between sites and monitoring SODWAN.

Topology

- .
= Stories

L

O}

Configure

fo

The icons to the upper right of the map provide context to what is shown on the topology.
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o Mo 16, 202 3000 = MOV 16, 2020 10:45: SMins

The Current Alerts icon will provide a list of the most recent active Alerts. Clicking on an alert will
provide more details and drill-down to additional data.

<> Feb 03, 2021 12:35:00 - Feb 03, 2021 12:40:00 5Mins v
== CurrentAlerts Severity: All Severities
10
=S (@ Seattle QoS Class Drop 12:53 PM
RTR_Seattle QoS Class VOICE Drop Rate was 68.78
— Kbps
®. P!
Seattle
= @ Los_Angeles Voice/Video 12:53 PM
UNITED ~ Performance - Jitter Max
L : = '@ a SE-LiveWire-LA running application VolP had 12096.61
. - - - ms of jitter for traffic with a DSCP value of 46 (EF)
Los_Angeles » |————— e m e —————
o, @ DC-New_York Application 12:40 PM

Internet

Performance - Network Delay

RTR-DC-CORE had 434.86 ms network delay for the
application ms-office-365

@ DC-New_York Application 12:40 PM
Performance - Network Delay

RTR-DC-CORE had 269.33 ms network delay for the
application binary-over-http

@ Austin Voice/Video Performance - 12:39 PM
Jitter Max

SE-LiveWire-Aus running application VolP had
10167.90 ms of jitter for traffic with a DSCP value of
46 (EF)

@® DC-New_York Voice/Video 12:30 PM
Performance - Packet Loss

SE-LiveWire-NY running application rtp had 56.25 % of
packet loss for traffic with a DSCP value of 0 (BE)
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&> Feb 03, 2021 12:35:00 - Feb 03, 2021 12:40:00 5Mins v

@® DC-New_York

o Application Performance - Network Delay
+ -
Status & Time
o7 State: Active
Time Opened: 03 Feb 2021, 12:40PM
=& & ) .
Active for: 20 minutes
<*
Source Info
Internet
Region: New York, New York,
United States, North =
America
Site: DC-New_York
Device: RTR-DC-CORE
Conversation: TCP 72.234.37.49 to
23.203.227.121:443
Source Site: Internet
Destination Site: Internet
)
Event: Report
Description

PARA RTR-DC-CORE had 434.86 ms network delay for the
application ms-office-365

Details

The below icons allow you to focus on the desired area of the map.

+ Zoomln

—  Zoom Qut

% Zoom Fit

I Mo 16, 2020 1004 1 = Mow 16, 2020 10045 SMins
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When the Toggle Layout Lock is unlocked, it allows you to click-and-drag a Site icon to the position

desired. If geo location has been configured for a Site, the Site will default to the Site's geo-coordi-
nates.

G

0 Topology Status: | Critcal

ik o+ fe

.
ge

The Toggle Display Mode icon controls what technologies area overlaid on the Geo Map.

Geo Topology Staws:  Criieal SMins v

o
e =
o L
“M,w“ Applications | 7‘7 j
Applications will overlay application traffic on the Geo Map.
o
Seattle
by
@ .
------- Bpeinitulal e
[ 4 [ Applications =
Los_Angeles . .__ _ _p_p ________ I
Austin Internet/Unknown Sites

Apply
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By clicking on the Application traffic of interest, a pop-up will show details of the Flow. Click on the
cross-launch icon will open a curated Sankey diagram on a new browser tab.

<> Feb 03,2021 12:35:00 - Feb 03, 2021 12:40:00 5Mins v

o
Seattle
x
a
DC-New_York
*
Application: rtp-video
Indianapolis — D(}New_‘l’orkI i
-l
Bytes: 64.72 MB Bandwidth: 1.73 Mbps
Los_Angeles
Selected segment:
Austin Indianapolis = DC-New_York
Bytes: 64.72 MB Bandwidth: 1.73 Mbps
All paths:
Indianapolis — DC-New_York
CC
Site To Site Analysis > Indianapolis - DC-New_York < N 000> | SMins v
o ] S -
Applcation osce Servics Provider status
Al Selectes u an a
rp-video 0 (BE) ‘ Unknawn A
1235 1240

The Legend can be updated to select the context to show the application data.
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Sites without geo position v

Site Status ~

® Normal Warning
@ Critical @ Polling Disabled
® N/A

Legend ~
Display By

WAN Applications

http https
® lotusnote ® pandora
® perforce @ rfb
@ rip @ rtp-video
® smb ® ssh
® Other [

The Legend can be updated to select the context to show the Application traffic. In this example
the Display By is set to WAN Applications.

Sites without geo position b
Site Status e

@ Mormal ® Warning
@ Critical #® Polling Disabled
® N/A

Legend o~

Display By
WAN Applications

http https
® lotusnote @ pandora
@ perforce #® rfb
@ rtp ® rip-video
® smb @ ssh
® Other 7
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In this example the Display By is set to Service Provider.

Sites without geo position v

Site Status ~

@ Normal @ Warning
@ Critical @ Polling Disabled
® N/A

® INET ® MPLS

In this example the Display By is set to DSCP.
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Sites without geo position b
Site Status #
® Nomal ® Warning
#® Critical @ Polling Disabled
& NfA
Legend A
Display By
DSCP
@ 0 (BE) 16 (CS2)
® 18 (AF27) ® 24 (CS3)
® 26 (AF31) ® 34 (AF41)
46 (EF) ® 48 (CS6)
® 63 ® 8(C51)
@ Other 7

Austin

Internet/Unknown will toggle showing applicable icons for each site sending Flow to either Internet
or Unknown sites.

Geo Topology 67



LiveNX Operations Dashboard User Guide

Applications

SD-WAN Tunnels ;&

Application Performance (vQoE)

A
| _-==dNITEBSTATES ¢
L

Slrl=l +le

| Applications

|| Application Performance (vQoE)

Apply

\ —————
—w=m===""" Branch2-

___...-uurm;\' STATES

Cisco SD-WAN Tunnel Status ~ View Policy ~

@ Normal @ Warning
® Critical ® Unknown

Clicking on a tunnel, will pop-up summary details about the tunnel status.
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mmmmT = BranchZ -Chicago

e==ERTED STATES \ ‘\
emm=— i ‘l “‘
.. = Tunnel: Branch2-Chicago = DC1-San-Jose # “ 2%
[pc] DC1-San-Jos i —
DC1-San-Jose — Branch2-Chicago [ “ v
“ [pc] D?Z RTP
SERVICE PROVIDER \) ]
SLA Classes . B '
biz-internet mpls A 1
v
A ]

1 I
X
~a. . |\
~aa b'

-

Branch1-Miami
Branch2-Chicago —DC1-San-Jose [
CUBA
SERVICE PROVIDER
SLA Classes L
biz-internet mpls
JAMAICA

ot | I
oo [ I
NICARACUA

WebSLA

Hovering over a SLA Class/ Service Provider status block will provide more details. Clicking on the
status block will open a curated SDWAN report highlight Jitter, loss, and delay metrics for the tun-

nel.
Tunnel: Branch2-Chicago = DC1-San-Jose #

DC1-San-Jo o & Classes: WebsLA
Service Provider: Mpls

SLAClass
Jitter: Average 0.21ms , Peak 22ms @

all_tunne Packet Loss: Average 2.5% , Peak 10% @
Latency: Average 101.01ms , Peak 202ms 4

wicoido [
B— "

WebSLA

Branch2-Chicago — DC1-San-Jose [
SERVICE PROVIDER
SLA Classes .
biz-internet mpls

—aiuncct.. - | I
voiceideo [N

WebSLA
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Clicking on a tunnels pop-up icon will open a Sankey diagram for the tunnel.

Tunnel: Branch2-Chicago = DC1-San-Jose # »

DC1-San-Jose —+ Branch2-Chicago e

[

SERVICE PROVIDER
biz-internet

—l.umwel.. __
voiceiceo [ I
wesia [

Branch2-Chicago —+ DC1-San-Jose []

SLA Classes

SERVICE PROVIDER
biz-internet
—all.tunnel. __
voicevideo |
weesta [N .

SLA Classes

Site To Site Analysis > DC1-San-Jose - Branch?-Chicaga

B L == e
- e mm g -
- i —— on
SmmEEE e
a as
e g e s i i e
sn i w—— n
- g e
« Feb 09, 2021 14.05.00 = Feb 09, 2021 150500 > Hour ~

1 L I I 1
HI| (=] [ 1405 10 145 1z 1425 1430 1435 1440
Febon21

14:45 1450 1455 1500 1505
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This Sankey is curated to focus on SDWAN performance. The Sankey diagram highlights the applica-
tions, the VRF, their DSCP, the service provider path the application took, and its status. For more
details for the options of the Sankey page please refer to the Site To Site Analysis Story.

Site To Site Analysis > DC1-San-Jose - Branch?-Chicago ¢ Feb 09,2021 14:05:00 = Feb 09, 2021 15: Hour
Switch Direction IWAN ControlFites | Off m Details
application VR osce Service Provider status
Top 10 Al Al Al Al
= citynl
s
B itp, woew, -t
= ica : —‘\ ey WebSLA
/ oe) N T
— i
icabrowser 10 /\"
— WebstA
I ICMP e =y voicevideo
I 46 (EF) — ST
B imewbtserver o
A
® unknown
I Volp
I I
S 1405 14:10 1415 1420 1425 14:30 1438 14:40 1445 14:50 1455 15:00 1508

Filtering can be applied to find the specific Flows, Tunnels, and/or sites with specific status of inter-
ests.

Geo Topology Stats:  Critical |
Site
Source Site
Destination Site
Service Provider

Application

s - ASIA

Historic time ranges can be selected for finding the Flows of interests.

Feb 03,2021 12:35:00 = Feb 03, 2021 12:40:00 5Mins v
SET THE END DATE & TIME INTERVAL
s M T W T F s 15 Min
1 2 3
Hour
~ -~
Reset to Now
12 43 PM
ey
~ w

The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.

2 Auto
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Logical Topology

LiveNX Logical Topologyis a virtual interactive network diagram that provides enhanced situational
awareness. It represents selected devices and sites of interest and their LAN and WAN networks
connecting them. The topology projects Application traffic to visualize the path traffic traverses the
network. Multiple tabs can be created and shard to build manageable, personalized use cases of
interest.

Topology

Stories

Configure

Logical Topology . SMins v O

topalogy

Sortby: Name

SHM SRelan I/ \w N\
S

Louisville Madison Birmingham

Showothersites | 041

The example below shows three sites: Louisville, Madison, and Birmingham. They are intercon-
nected via a WAN cloud called MPLS.

WPLS
i
1/
Z W/
@ (]
Louisville Madison Birmingham
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By single-clicking on the site Louisville, a pop-up will show the status of the object and provide links
for more information.

L4 wr

Louisville Madison Birmingham

By double-clicking on the site icon of Louisville, the icon will expand to show the site's selected
devices. Application traffic will also be projected within the LAN.

Madison Birmingham

Lomsw lle

By single-clicking on the device RTR_Louisville, a pop-up will show the status of the object and pro-
vide links for more information.

MPLS
/7"
Active Alerts Impacting Status: 2
/ A Critical:
GigabitEthernet2 on RTR_Louisville was over utilized at 97.92% in the Qutbound direction
Info:

/ . . iatd
/ gabitEthernet2 on RTR_Louisville was over utilized at 41.58% in the Inbound direction
/

Device: RTR_Louisville [

I‘.‘i Active Alerts [ Alert History 7
[ .| | W )
/
af— RTR_Louisville ‘ . ; .
| 192.168.100.024 .‘I Madison Blrmlngham

\ /
\\

oD
10.100.51.0/24

~

Louisville

Double-clicking on the Louisville site will return it back to a collapsed state.
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Louisville Madison Birmingham

A legend is available at the bottom left of the Topology.

Site Status ~

® Normal Warning
@ Critical ® Polling Disabled
® N/A

Legend ~
Display By
WAN Applications

® MS-S0L ® VolP
citrix-static commplex-main
® https netflix
® outlook-web-servi..® rtp
® sip ® youtube
Other [

The Topology's view can be re-organized by using the control icons to the upper right. These icons
represent: Zoom In, Zoom Out, Zoom Fit, and Toggle Layout Lock.

-+

By clicking the Toggle Layout Lock, the icon will update to the unlocked position. In this state the
diagram can be re-organized.

- Birmingham
@::A’\\%: / %

MPLS

il
I
(b “|
Louisville Madison Birmingham .\1

Madison
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Filtering can be applied to find the specific Flows of interests.

= Lierton -

Logical Topology Pr=vew

Application
DSCP

Site

Service Provider

Custom

Historic time ranges can be selected for finding the Applications of interests.

Feb 03,2021 09:40:00 — Feb 03, 2021 09:45:00 5Mins v Z Refresh

SET THE END DATE & TIME INTERVAL

< Feb2021 > Today 2

Reset to Now

09 45 AM

The page can be refreshed by toggling the Refresh button in the top right of the page.
2 Refresh

In the following example, note there is no Filter applied and the Legend’s set to Display By WAN
Application.

The display’s legend will show the Top 10 Applications plus other.
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Site Status v
Legend ~
Display By

WAN Applications

® MS-50QL ® VolP
citrix-static commplex-main
® https netflix
® outlook-web-servi..® rip
® sip ® youtube
Other [

The Application traffic data projected on the Topology will represent these applications.

Louisville Madison Birmingham

In the following example, a Filter of Application: VolP has been applied and the Legend’s set to Dis-
play By WAN Application.

Application:  VolIP

The display’s legend has updated to just so VolP plus other.

Site Status P

® Normal Warning
@ Critical @ Polling Disabled
® N/A

Legend S

Display By
WAN Applications

® VolP Other

The Flow data projected on the Topology will represent just VolP.
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Louisvile  Madison  Birmingham

Clicking on the Flow arrows representing VoIP, will highlight them and cause a pop-up with more
detail.

Application: VoIP #

Selected segment:

Louisville = MPLS PLS
Bytes : 290 Ml} . Bandwidth: 77.32 Kbps

Repolﬂs &

Lomswlle Madlson Birmingham

Clicking the Reports Icon will open a curated historic Reportin a new tab.

Logical Topology Site Level Application Drilldown WView Options ~ Share Download Schedule Copy Close
Interface Bandwidih (Flow) s 3
D 5 SertBrEBRRue  FhexSewdh (serLousvilk) § wan & [RowsppeVoP & (sHsMPLE)
Bin Duration: Auto
- Lo sgabiE =
. =
i”
g
o34
Q m &
Legend & Site & Device & Intecface Name & Sendce Provider & Total Flows & TotalBytes & Total Packets & Average BitRate & AveragePacketRate & PeskBitRote & PeakPack
SR louisvile RTRLouisdle GigabilEthemet2  MPLS 5 250M8 14457 77.32 Kbps 48.3% pps 77.78 Kbps
il
Top Conversations (Flow) £ &
Device: 2 Devices  Interface: A iterfoces  Display Filer: Flow Type: Basic Flow  Easeution Type: Agregation  SorBy: 01 fste  Flax Searchs (sftes"Louislle) & wan & (Bovw.agpp="Vo™) & s MPLE)
Bin Curaticn: S Mimfes  Shoukd wah For Dns Resohution fas (GMTOS00)  End TimecFeb 03, 2021 04500 EST (GMT-0500)

1921681011192 1681002 _

In the following example, a Filter of Application: VoIP has been applied but the Legend’s set to Dis-
play By WAN DSCP.

Application:  VoIP < B Applyfiltes

The display’s legend has updated to show the DSCP value of O (BE), 46(EF), and other.
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Site Status ~

® Normal Warning
@ Critical @ Polling Disabled
& N/A

Legend ~
Display By

WAN DSCP
® 0 (BE) ® 46 (EF)

Other

The Flow data projected on the Topology will represent these DSCP.

i

Louisville Madison  Birmingham

The Devices and Sites shown on the topology can be updated by using the control bar to the left.

: Logical Topology . 0:00 ~ F 2021 09:45; SMins v O
! 1
1 Setected sies and 4 how Acblication:  VolP P
1 topokeay o |
! 1
| 1 Y
! Sortby: Nam 1 -
| I .
1 ¥ O Birmingham |
I v O Lovisvite 1 Q &
1+ O wadison [} Py N

[ MPLS

1 yany N

1 |‘ ‘

[}

[}

[}

Yy |
\ \
Warning / 4
# Poling Disabled . .

= Louisville Madison  Birmingham

wakiosce

eoide 45 (EF)

Otper

Select the Edit button.
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Logical Topology #Review

Selected sites and devices shownon | EDIT!
topology "

Sortby: Name v

v QO Birmingham
v O Louisville

v O Madison

Select the desired options and Save button.

Select sites and devices which need
to be displayed

SAVE

Sites selected: 4/ 25

»

Sortby: Name v

v O Birmingham

1

<

QO LondonEdge

<

QO LosAngeles

<

O Louisville

<

QO Madison

L4

QO New York-DC

<

O NewYorkEdge

v O Palo Alto

<

Q PaloAlto-VE-01

<

O SanJose

4 N Candiia

The Topology will be updated with the selected changes.
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Logical Topology ™=+ 5Mins [+ ]
Selected sites and devices shown on Application.  VolP . 8
.
Sortby: Name -
®
~ O Birmingham =
v O Louisville -
. & e
e R Louisville SanJose Madison Birmingham
Display By
WAN DSCP
‘Show other sites o @ 0(BE) ® 46 (EF)
Note the Show Other Sites switch at the bottom of the site/device control bar.
Logical Topology ™=+ 5Mins [+ ]
Selected sites and devices shownon T Application:  VolP . 8
n
Sortby: Name - -
®

¥ O Birmingham
v O Louisville
¥ O Madison

San Jose

P ¢ %

© Hormal
 Critical
o H/A

Worring

« Poting Bistied Louisvi
ouisville

Display By

WAN DSCP

086
Other

© 46 (EF)

SanJose Madison Birmingham

By enabling this switch, a new site named Other Sites appears. This will represent any Application
traffic relevant to the applied Filter that is being sent/received both sites not added to the Topol-

ogy.

Logical Topology SMins v O
Selected sites and devices shownon Application:  VolP -
topology .
+
Sertby: Name -
x®
~ O Birmingham
s
¥ O Louisville Q
v O Madison % S
Son e 77 MPLS "\
/ | I\ ~
1\
1IN
]
|\
7 \
& » | | e "
e | Lo .
R Louisville San Jose = Madison  Birmingham
|
® Normal Warning \
o Catical © Poling Disabied
* NA
Leae A
Display By 4
Other Sites
WAN DSCP
. ® 0(86) ® 46 (EF)
show other ses [0 ] omer

By clicking on the Other Sites icon, a list of the other sites sending/receiving the applicable Applica-
tion will be listed.

Logical Topology

80



LiveNX Operations Dashboard User Guide

OTHER SITES

Sort by: Name ~
el

Sites selected: 0/ 5
P

QO Austin SO

O DC-New_York - .

O Lond , -
o Birmingham

Louisville Sa
O Los_Angeles

O Seattle

Other Sites

These sites can then be added to the Topology.

OTHER SITES #

Sortby: Name

Sites selected: 1/ 5

Iy 7" O Mustin \\\\
_,‘-‘r,/ O DC-Mew_York \\“.‘_ﬁ
. O London .
- < . -
Louisville £ _ . Birmingham

- -—-O-Seatde- - -~ - - - -~ a---

! 1

: + ADD SELECTED SITES !

. . :

e el — — — - — — — - — — a

Other Sites
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San Jose Seattle Louisvile Madison Birmingham
'\II|

|

Other Sites

By clicking on a tab name at the top of the Topology, a tab can be renamed.

Logical Topology ==

Selected sites and devices shownon Application: ~ VolP
topology

By clicking on a tab’s menu icon, a tab can be duplicated, shared, or deleted.

Logical Topology Frevew

Selected sites and devices shown on oir Application:  VoIP Duplicate Topology

topology Share tapalogy

To create a new tab, select the + Add Tab icon.

Logical Topology Fg5 03,202 11000 Feb 3
¥ '

,,,,,,,,,,
Selected stes and devices shown on
topology

To add a shared a tab, click on the desired icon in the shard tabs list.

______________________________________

PRS- |

A new tab will be created with the topology of the shared tab.

Logical Topology 82



LiveNX Operations Dashboard User Guide

Logical Topolagy ” t0500 smns v o
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|
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e + P Dassies ||

|/
\J

" v
—
Wt opteatons y
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To create a new tab from scratch, select the desired sites/devices from the control bar to the left of
the window and select save.
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I
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Stories

LiveNX stories provide reports and workflows to assist network operators with advanced datasets.
These are available via the Operations Dashboard’s menu.

Topology

= Stories

Device Inventory

The Device Inventory story provides a list of all devices and interfaces being monitored by LiveNX.
By clicking on the individual entry in the table, the selected device/interface performance can be
further explored.

Devices

a
S oencesema S pavoress s ommE S moce $ e oRouP S moom < osvemson S wescremon 3
CM-SEDema-vnet 10,050 Azureiest Local CM-SEDemowmet we.  Azure West US Hon-SNMP Unknwn 05 Region: westus, 10: €.
1011071:16010567  10110.71 Intemet Local Meraki Internet g0 Unknawin 05 Meraki MXE4 Cloud M.
1012202:15998698. 1012202 Hurricane Electric Local Hurricane Electric emerprises 337521 Unknown 05 BIGHP Virtual Egition
FDO1526E3H6 10.100.155.1 Hurricane Electric Local IPSLA test2jeff, test1]..  Humicane Electric <lscoC3BS024PS 030603 Cisco 105 Software, |
LiveAgemCOncentral..  10.100.50.77 Flarida Local Iiveagent Flarida Hon-SHMP Unknown 05 LiveAgentConcentrator
LiveAgent3s0Coneent . 10.100.50.78 Florida Local liveagent liveagent360  Flarida Hon SNMP Unknewn 05 LiveAgent350Concent
10100 5080154161 10.100.50.80 DC-New_York Local Iivewire, LiveWire, cus_ DC-New York Hon-SHMP Unknown 05 Liveire Virtial 123,
FOCT9TTXOUS 10100511 Local testjelf, LiveAgent 1. Huricane Electric cat3Bonstack 03.06.086 Cisco 10S Software, L.
Meows %
Interfaces
Q
a
199199113 285265255 San Jose waN MPLS 301 Kbps 301 Kvps G2 ] Conn MPLS- 16Gbps  ethernet_es MPLS
192168103, 2552552550 San Jose 1Gbps 16ops G ] Connradmin._. 1Gops  ethernet.ca.

By selecting the table menu icon at the top right of the device/ inventory table, the table data can
be exported to CSV.

Stories
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L2134

Flow Path Analysis

Lt

05 VERSION

Unknown 05

Unknown OS5

Unknown 08

03.06.03.E

Unknown 0S5

Unknown OS5

L4 ]

Region: westus, |D; CM-5...

Meraki MX54 Clowd Man...

BIG-P Virtual Edition ; Li...

Cisco 105 Software, 10S-..,

LiveAgentConcentrator

Liveagent360Concentrator

The Flow Path Analysis story provides a workflow for exploring traffic of interest for a specific time

range. This story allows:
1. Cross-launch to LiveNX Peek for packet analysis.

2. Drill-down to a hop-by-hop visualization of a conversation

Flow Path Analysis
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To use this story, a Filter must first be applied.
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Flow Path Analysis

Historic Flow data can be explored.

- Hour
SET THE END DATE & TIME INTERVAL
i Feb2n » Today 5 Mins
E M T W T F & 15 Min

RESE] 1o Now

The Flow Path Analysis story has three tabs for monitoring statistics from the specific Flow type of
interest and will present details specific to their respective use case. These tabs are:

* Basic
*  Voice/Video Performance

* Application Performance
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Flaw Path Analysi
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The Voice/Video Performance tab
mance Monitor Flow data.

Application:  VolP.
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additional metrics included in Performance Monitor Flow data.
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Selecting the Flow Path icon will drill-down to a hop-by-hop analysis of the conversation of interest.
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Flow Path Analysis Applicati
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IPSLA

The IP SLA story will list any [P SLA tests being monitored via SNMP by LiveNX and report on their
status.
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The statistics shown in the table can be presented as either the latest or an average by using the
switch at the top right of the page.

The All Test tab will show a summary of all tests being monitored.
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The Errors shown on this story are learned via SNMP from the P SLA status from device itself.
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Each IP SLA test type also has its own tab that will show the details of each respective test.
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Clicking a report icon will show the historic report of the specific IP SLA test selected.
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SD Access Traffic Assessment

The SD Access Traffic Assessment story provides a Sankey diagram for visibility into both macro and
micro level segmentation of traffic controlled by a SD-Access fabric.
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Filters can be applied to focus on the specific conversations of interest.
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SD Access Traffic Assessment

Site
Device
Group

DSCP

Historic time ranges can be selected for finding the Flows of interests.

¢ Feb 12,2021 12:20:00 = Feb 12,2021 12:25:00 » 5 Mins v

SET THE END DATE & TIME INTERVAL
5 M T W T F ] 15 Min
1 2 3 4 5 6
Hour
7 8 9 MmN 12
6 Hours
Day
Week

Reset to Now

2 25 PM

The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.

= Auto
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50 Access Campus

Security Flow Analysis
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Client 360
T1/10® emp2123
s
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The Security Flow Analysis story provides a list of all devices that “see” a specific Flow during a
selected time period. The utilization of each Flow in this story is de-duplicated.

‘Security Flow Analysis

1P Adaressas (source Destination) ©

Thu, 12w 2020 005,00 GMT
i, 12 Mo 2020 09.05,00 GMT
Thu, 12 o 2020 090500 GMT
T 12 ov 2020 050500 GMT
Ty 120w 2020 050500 GuT
Thy 12w 2020 030500 GMT
Tha 1204 2020 050501 GMT
T 12 ov 2020 050502 GMT
Thu 12 Now 2020 050502 GMT
T 1240w 2020 09052 GUT
hu 12 Nov 2020 09052 GUT
Th, 12104 2020 090502 GMT
T, 12w 020 690502 GMT
Th, 12 Nov 2020 09.05,02 GMT
Thu, 12 o 2020 090503 GMT
Thu, 12 Nov 2020 050503 GMT
Thu, 12 o 2020 0305.03 GMT
i, 12 2020 0305.03 GMT

RIR_Sansose
RTR Sanuse
RTR Sansse
WA BR NET
areBR_NET
A BRNET
A BR NET
AN BRNET
RIR Sanjose
AR Sansore
AR Sansose
ATR Sansose
AR Sanjose
RTR Sanuse
AN BR NET
WA BRNET
AR NET
AR Sansose

Ports (Source/ Destinatin) ©

Thu, 12 Nou 2020150711 GMT
T 12 Nov 202015.07:15 GMT
T 12 Mo 2020150713 GMT
Tho 12 Nov 2020150637 GMT
o, 12 Now 2020150647 GMT
Thu 12 Nov 20201506:37 GMT
Tha 12 Nov 20201506:38 GMT
T 12 Nov 20201506:39 GMT
Tho, 12 Nov 3020 150621 GMT
T 12 Mo 2020 1507:11 GMT
T 12 Nov 2020 169713 GMT
Tho 12 ov 2020150719 GMT
Tho, 12 ov 2020 150720 6T
T, 12 Nov 2020150720 GMT
Tl 12 N0w 20201506140 GMT
Tho 12 Nov 202015.06:40 GT
Thu, 12 Now 202015:06:40 GMT
Tho, 12 Mou 2020150622 GMT

Thu, 1200w 2020 150719 GMT
Thu 124092020 150719 GMT
Thu 12040V 2020 150719 GMT
Thu, 120 2020 150637 GMT
T, 12 2020 150637 GMT
Thu 1204092020 150637 GMT
Tha 1204692020 150638 GMT
Thu, 120w 2020 150639 GMT
Thu, 120w 2020 15072 GMT
Thu 1204092020 15072 GMT
T, 1200v2020 159721 GMT
T, 1280v2020 150721 GMT
Thu, 12H0v 2020 150721 GMT
Thu, 1202020 150721 GMT
Thu, 1204092020 150640 GMT
Thu, 1204ov 2020 15,0640 GMT
Thu, 1200 2030 150640 GMT
Thu, 1200w 2020 150722 GMT

T 124099000 150792 6T

192168108
192168108
192168108
211
21w
21w
2162254
216225
198199126
192160100,
192168103
2168103
12168103
192168108
212
21120
21120
19816012

o610
wsa2szm
052155210
1923614817
123614017
23814817
24001
24010
2240010
ww201
2919719
wsmiene
247972
Ta1251961
s
22273
22122738
2240010

s
o195

17360
1o

194
19
199

59901
sss13
5419

120
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Filters can be applied to focus on the specific conversations of interest.

Security Flow Analysis

IP Addresses (Source / Destination) &

Ports (Source/ Destination) &

Historic time ranges can be selected for finding the Flows of interest.

o

US/irited Sttes
Us/uited States
Us/uritea States
St /Sweden
Serswecen

[
Usiuntes staes
usintes states
UstUtes States
UsAites States
usnunies sttes
Sprsapan
Pisapan
pisapan

s

Cear Al
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[ 201 — MO 2020 ! Howr T
SET THE END DATE & TIME INTERWAL Al
s B (o N

58 M T W T F s bay
1 2 3 4 5 &6 7
] 9 10 1 12 13 4
15 16 17 18 1% 20

23 M 15 M 7 M

Resat 1o Now

02 35 P

Site to Site Analysis

The Site to Site Analysis story provides a chord diagram for understanding the bandwidth/ utiliza-
tion between sites.

I i = -
W

/LA, e 1 P R 'iti\ ]

Filters can be applied to focus on the specific conversations of interest:

Site To Site Analysis |

Site

Historic time ranges can be selected for finding the Flows of interests.
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—=Fa oa 15 Min

SET THE END DATE & TIME INTE=WAL

Feb 2021 ¥ Tesslary 5 Mg

o Hosars

g

Resen 10 Now

The page can optionally be auto-refreshed by toggling the Aute button in the top right of the page.
= Auto

A View Filter is available for controlling the Flow's direction and metric in the diagram.

VIEW FILTER
DIRECTION
METRIC

The story can be displayed as either a Chord Diagram or Table.
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Highlighting a chord will show the details of the bandwidth/ utilization between the sites high-
lighted. Clicking on a chord will launch a Sankey diagram.

T
Iy

AzureWest

3
&
£
[

EDURCE SITE 2 UTILEZATION OUT 3 CESTIMATION SITE 2 UTILIEATION N 3

Incianapolis Qa1 % DO-New York
DC-Hew_York 0%  indianapolis

The Site To Site story Sankey diagram provides further details on the bandwidth/utilization between
the sites selected.
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Site To Site Analysis > Indianapolis - DC-New_York

‘Swie Direction
Application osce service Provider Status
W10 Al Al Al
" ricp n 241059

unknown NA
rip-video o(8E)
T T T T T
Mmo» 9 1035 1020 1025 1030 1035 1040 1045 10:50 1055 100 105 e nas

The Sankey diagram can be viewed in either a Flow or Details view.

B T T —— — D - : == .
imtmien - P | el
R ] - e
0 . e 2, P e |
I |
— e o= RN
| R - Y W I
Filters can be applied to focus on the specific conversations of interest:
Site To Site Analysis > Birmingham - DC-New_York
Switch Direction |
Application
Application
Top 10 Service Provider
VRF
I citrix-static DsCP

Site to Site Analysis
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Historic time ranges can be selected for finding the Flows of interests.

SET THE EMD DATE & TIME IMTERVAL
Fab 2021 » Taduy 5 Mina
s L] T L T F - 15 Min
& Hours
Dy
Week
- -
Resed fo Mow
] i L

The page can optionally be auto-refreshed by toggling the Auto button in the top right of the page.
= Auto

The Sankey diagram highlights the applications, their DSCP, the service provider path the applica-
tion took, and its status. Clicking on the chords in the Sankey diagram will pivot to a curated historic
report template.

Application DscP Service Provider Status
Top 10 i Al Al
I citrix-static I 0(8g)

This template includes the following reports:
*  Application

* DSCP

*  App Group (DSCP) by Service Provider

» Jitter/ Loss

e Application Performance (AVC)

* Service Provider Performance (PfR)

Filters located at the top of the Sankey diagram can be used to further refine the data shown.

Applicati SCP. Service Provider Status
Top 10 Al Al Al
I citrix-static I 0(86)
MPLS Critical

The IWAN Control Filter can be used to hide IWAN Smartprobe traffic on the Sankey diagram.

IWAN Control Filter Off

The Switch Direction button can be used to reverse the source/destination site visualized in the San-
key diagram.
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Site To Site Analysis > Birmingham - DC-New_York

Atimeline slider is available at the bottom of the Sankey diagram to understand the context over
time.

I
G 1015 1020 1025 1030 1035 1040 1045 10:50 1055 n:00 08 110 s

Advanced to next bin window:

>|

“Play” the Sankey Diagram bin by bin:

>

“Pause” the Sankey Diagram on the current bin:

Reset view to complete time window:

2
Calls by Number

LiveAction LiveWire devices can send a unique type of Flow called LiveAction LiveFlow that
includes the IP address of VolP endpoints and their associated SIP Directory Numbers (DNs). This
allows operators the ability to find specific conversations of interest based on phone number.

Search Calls By Number

1000 0000 s012 Peek
2087356155 12000 peek
Peck

1009 192.168.10.202 s012

Filtering can be applied to find the specific calls of interests.

Calls by Number 99
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H = T oma o

Search Calls By Number |

site
Service Provider -
Device
Intertace
T3

s Paek
o

241 Paek
Region

EYT S — T - Paek

Historic time ranges can be selected for finding the conversations of interests.

Hour
SET THE END DATE & TIME INTERVAL
5 M T W T F 5 Day
30 Days
- A
Reset to Now

Selecting Peek will cross-launch to LiveNX Peek (Packets) with a filter of IP Address and Port of the
selected Flow.

E = W HE 00 LD

Search Calls By Number - Hour

V5N 20,1236 S 109 0000 sorz Peek
1shor 202012350 5 1007 007386158 12000 | ek ]
Ishor 202012350 1009 19210810202 son2 | e 2

LiveNX Peek.

Selecting Jitter/Loss Report will drill-down to the applicable historic report.

E LiveAction® = B oEx eo |
Search Calls By Number - Hou
E=====————x \
;
" : |
; ;
: !
15 Nov 2020,1236PM  SIP 1009 0000 5012 Peek ! 1
15Nov 2020,1235°M  SIP 107 2087356155 12000 Pock ! !
15N0r 2020123500 SIP 1009 19216810202 sz Peek ] H 2
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Jitter/Loss (Flow) s =

Deviee: Al Devices  Ienerlace: Display Fltes: o Dsslay Fises Bis Duratson

Eercton

Exseution Type: Tene Sara

1 Peicentage  Flex Searen b

centage (%)

i
=} &
Legend & Application Name & DSCP T SwcIP Addr & SrcSite DstIP Addr & Dst Site & RTPSSRCT  SrcPorts  DstPorts  JitterMin s Jitter Mean < JitterMax & LossEvent Count & Total Flows &
-— rp-sudio 46 (EF) 19216810202 DC-New_York 2087356155  Intemet 575590204 5012 12000 00T ms 90.33ms B6443ms O 16
- ripaudic 46(EF) 19216810202 DCNew Yok 2087356155  Interet 4256016806 5012 12000 083ms 15564ms  27804ms 0 148
rp-audio D(BE) 2087356155  Intemet 192.166.10202  DC-New_ork 1831945004 12000 son2 0.65m5 sIms 61.76ms 0 73
« I B

Selecting Flow Path Analysis will drill-down to the Flow Path Analysis Story with the Filter pre-
assigned for the selected conversation. Operators can perform a hop-by-hop analysis on a selected
Flows.

Search Calls By Number Nov 15,2020 1235100  Nov 15, 2020 133500

a
P |
e S poroco S om S wammoeonT e S eow enopomT posT S e S mmenossaor S i riowpATH ALY 3
| 1
- . ; ‘
15 Novzo0, 1236 S 1009 0000 sz Pesk ] & i ? !
19NoY 2020,123%M  SIP 1007 2087356153 12000 Peck (7 5] | 7 i
15Nor 2620,1235M P 1008 19216810202 o2 Peek (7 o 3 o }
e i
Flow Path Analysis Scoritie 1216810202 SmorDePot 5012 » Febn, 202 021 125629 | Gustom ~
e/Nideo on
stnus T eEx T Rowe.D  Tme S s T sacear { SCSTE T 0ST® T DSTRAT T OSTSTE  §  APPLGATION §  RIPSSac O oo S PAKTIOS T MTERAVG T UTTERMAX T AWOMoS T
A~
. = 7 OVFeb2021,1200PM 192168002 5012 DCNew York | 2087356155 12000 nternet p-audio STES4 46(ER) sasan 67298ms  BE3dSms 43
. = O1Feb2021,1240PM 192168702 5012 DCNewYork 2087356155 12000 Intermet p-audio 575500208 46 (EF) sa6an 6798ms  8s3dems 43
. = O1Feb2021,12800M 192168102 5012 OCNew vork | 2087356185 12000 nternet tp-audio SI8%00204  46(EP) sas1n e795ms  es49ms 43
. - O Feb2021,1205PM 02168102 5012 DCMew Yok | 2087356155 12000 Interet p-audio S75S0204 | 4B(ER) sae1n 6795ms  BE3dSms 43
. 7 OVFb20211ZIM 192168002 5012 DCNew York 2087356155 12000 Internet p-audio 575500204 46(EF) sas1% 6705ms  BE3AEmS 43
. 7 O1Feb2onizIOPM 192168002  S012 DONew Yok | 2087356155 12000 Internet p-audio 75590208 46 (EF) sasT% 6795ms  BBAEMs 43
. 7 OFeb02L1225M 192166102 S012 OCNew Yok | 2087356155 12000 Intemet tp-audio 575590204 46 (EF) sa59%. 6792ms  @edasms 43
. = 01 Feb 2021, 1245PM 192.168.10.2. 5012 DC-New_York 2087356155 12000 Intemet rp-audio 575590204 46 (EF) 8456% 67.90ms. 86349Ms 43
. O1Feb2021,1258PM 192168702 5012 DCNew York | 2087356155 12000 Internet p-audio 75500208 46 (EF) sasex 6790ms  BeAdIms  NaN
. = O1Feb2021,1238M 192168702 5012 OCMew Yok | 2087356155 12000 Internet p-audio 575500208 46 (EF) sa48% 6782ms  BESASms 43
. O1Fe2021,1220PM 192168102 5012 DCNew Yok | 2087356155 12000 Intemet tp-audio 575590208 46 (EF) saden G79ms  B34Tms 43
. O1Feb2021,1210PM 02168102 5012 DCMew Yok | 2087356155 12000 Internet p-audio S75S00204 | 4B(ER) saden 67279ms  B3Bms 43
. = 7 O1Feb202)1155AM 192168002 5012 DCNew York 2087356155 12000 Internet p-audio 575500204 46(EF) N G271ms BERATms 43
. - 4 O1Feb2021,1ISSAM 192168102, 5012 OCNew Yok | 2087356155 12000 intemet tp-audio 256016806 46 (ER) Ga0%  13a%9ms  2%221ms  Nen
. = 7 O1Feb02L12408M 192168102 5012 OCNew Yok | 2087356155 12000 Intemet tp-audio 2250016806 46 (EF) 6546w 1021ms  z9BAms NN
. z 7 O1Feb202)1200PM 192168102 5012 DCNew York 2087356155 12000 Internet Hp-audio 4258016806 46 (EF) G4B1%  M04Tms  2604Bms  MNaN
. =  OlFebamnizasM 192168002 5012 DCNew York | 2087356155 12000 Internet p-audio 2258016806 46 (EF) 6428%  12498ms  213S4ms  NaN
‘ m B
Mows | 52
WAN Applications > Application: > PATH UDP 192.168.10.202: 5012 - 208.73.56.155: 12000 Feb 07,2021 12:00:

By

NCS > Q =

e > > s
SE-LiveWire-NY SE-LiveWire-LA

Path Flow DC-New_York — Internet

Device Name SE NV Pesk NireLA  Pockd
Site Name DC-New_York Los_Angeles
Application rp-audio rip-audio
CPU Usage . 200%
Memory Usage - 49.00%
In Interface ethl
Out Interface: 7 athl
In QoS Policy - No Policy
Out QoS Policy - No Policy
Bytesin 0.00bytes 0.00 bytes
Bytes Out 0.00 bytes 0.00 bytes
Jitter Average 140.47 ms 6798ms
Packet Loss Rate 5363% TI88%
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WAN Availability

The WAN Availability story will highlight the available statistics of the WAN interfaces monitored by
LiveNX.

WAN availabiity Y Nov12,20200 0088 -
a

Pan e x weLs o 1449 mintes|
LangonEdce meis o 1samites
Texasttge bzinternet o 1440 mines
meis o 1440 mintes

Texssecge pusecntermet . o +40miutes
NewterEdoe o b ternet 7216114 sesin 21 44mintes
NewYorkEdor e mels o1 sests 21 48mintes
NewYorkEdoe ‘ pubicntamet 11518219530 s sy 2. mintes
stos NERINE OMYPH over normet ai6228 e 4 Kaminates
stes NERINE Oetaut Senice Proviter nana e 4s3minutes
stes wERUN e Ostaut senice Provicer 21028 e +samiates
Stes AN 8RN - OMVPH v WPLS 2161250 sy 4 14minstes
Stes ) Detault Service Provider nannz @y 4 amintes
stes Detaut Serice Provieer w1z s 4 1amites
PaATeVED . G MPLS Provcer 199199113 % 0 4aminates
Sansose y po— weLs 02550253 ey 029 mintes
sestte 1 teternet weLs 9919811 ey 024 mites
uuuuu o @ weLs 9109173 10os 005 minstes
stes 8 Detaut sanice Provicer 199199113 oy omistes
stes x et Ostaut Sanvce Provicer 21284 wos omites
Stes . OMVPH v MPLS 721611 1oy Omies
Stes . OMVPH ovr nernet 721621 10w Omies

A Filter can be used to narrow the scope of the story.

= LiveAc

WAN Availability

NX

Site

Service Provider
Device

Interface

Tag

Group

Region

Historic Time intervals can be used.
Jan 02, 2021 14:40:00 = Feb 01, 2021 14:40:00 30 Days v

INTERVAL

30 Days

3 Months

Q

~

WVAILABILITY v AVG DAILY D!

6 Months

0%

Year
0%

Ane R T

Selecting a device will drill-down to a Device Availability report.
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WAN Avsilability

Pato o
Lencencoe
Tenastooe
Terastage
Texaseoos
Newvoritege
Newvargese

Device Availabilty (SHMP)

Exscution Typa: Ao e

=~

ar T 0 &

e Tima: v

nPLs
s
ozintemet
s

pubic et

mois

16114
s0m1

Servar Nama: Teae Server 168124

Legend & Site
- seame

Device &

RTR_Seattle

v Avaabiny (%)

1p Address &

10100512

Aug Availabilty &

Selecting an interface will drill-down to a Daily Availability Average report.

00ays ~

11440 menees
140 minees
140 minses
1440 mites
1440 mtes
2144 s

2148 minutes

WAN Avallabilty

Paio Ao
LongonEdge
TesasEsge
Tesaskage
Texaskoge
NenYeEdge
NenYorkEdge

Daily Availability Averages

Timestamp
10/22/2020
10/23/2020
10/24/2020
10/25/2020
10/26/2020
10/27/2020
10/28/2020
10/29/2020
10/30/2020
10/3172020

Intectace:Gigab

>3

Exmcuiion Type: Aggrogetion St Tima:

Device &

RTR Seattie
RTR Seattie
RTR_Seattie
RTR_Seattie
RTR_Seattie
RTR Sesttie
RTR Seattie
RTR Seattie
RTR Seattie
RTR Seattie

Intertace Name
GigabiEthernet2
GigabitEthernet?
Gigabitememet2
GigabitEmemetz
GigabitEternet2
GigabitEtheret2
GigabitEthemet2
GigabitEthernet?
GigabitEthernet?
GigabitEtemet2

End Tiome e

WAN Capacity Planning

The WAN Capacity Planning story will monitor each WAN interface’s monthly utilization for the
previous six months. This data is based on SNMP utilization.

bizintemet
ot
pubicintemet
bizintemet

mpis

m8114
s2om1

Intertace Ip Address &

199.159.1.1
199.159.1.1
199.199.1.1
199.199.1.1
199.199.1.1
199.193.1.1
199.193.1.1
199.159.1.1
199.189.1.1
19919911

Q

$ %998

se51%
9851

Average Avallabiity Percent O

100
99,653
100
100
100
100
100
100
100
100

00ays

1440 mntes
rp—
1ad0mntes
1440 mtes
1ad0mntes
Naamases

2 dhmintes

WAN Capacity Planning

Share

Download

Schedule

WAN interface Burstable Rate by Month

[ ... [

e

Tags

o

SERVICEPROVIOER

wanuseftrackinglest  MPLS

mymPLS

13101 myMPLS

MPLS

oevice

WTERFACE

o

NTERFACE DESCRIPTION
Connectedto MPLS-C.
Conn-MPLS-Provider
Connectedto MPLSC.
Conn-MPLS-Provider
Conn-MPLS-Provider

Conn-MPLS-Provider

OMVPN over MPLS

ConnMPLS Provider
OMVPN over Iternct
ConnrhPLS Provider
OMVPN over Iternct

OMVPN over MPLS

S omecron $ capacy

200 Kbps
200 Kbps
200 Kbps
200 Kbps
301 Kbps
2Mops
100 Mops
SMbps
1Gops
1060ps
10Mops
100 Mops
10Mops

Shbps

w20z $

HODATA
HOOATA
HODATA
HOOATA
NODATA
HODATA
NODATA
NODATA
NODATA
HODATA

anze20
HODATA
N OATA
O DATA
WO OATA
Mo DATA
WO DATA
o DATA
W0 DATA
o DATA
Mo DATA

95TH PERCENTILE UTLZATION

g0 3

102%

102%

HODATA

wooATA

The reported interfaces can be Filtered to focus the scope of the Story.

sep2z0 &
102%
102%
102%

HoDATA

ocr 2020 5
102%
102%
102%

HoOATA

Set Thresholds.

novanzo
102%
102%
102%

0%
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= lieor -

WAN Capacity Planning |

Site
Share Download Service Provider
Tag
WAN Interface Burstable Rate by
Time Window

Table View Chart View Region

Clicking the details of the story will pivot to a curated historic report template for the WAN inter-
face during the month selected.

ey

1
EEEEEEEE |

TEEE

1t

I
! Set Thresholds
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95TH PERCENTILE UTILIZATION

AUGZ020 5 SEP2020 5 OCT2020 &  NOV2020 o
102% 102% 102% 102%
10% 102% 102% 102%
102% 102% 102% 102%
NO DATA NO DATA NO DATA 101%
664 . . 668
10% 10% 10% 10%
0% 0% 0% 0%
NO DATA 0% 0% 09
] 0% (
0 09 0 0%
) 0% (
0% 0 03 0
) 0% (

Multi-instance Filters can be used to set the thresholds colors used by the story.

'WAN Interface Capacity Thresholds

LIST OF INSTANCES © ADD NEW INSTANCE INSTANCE DETAILS

Default threshold
General Settings

Instance Name

Threshold Source

Thresholds

A CRITICAL
B WARNING

INFO

Filters and Time Window can be used for

Time Window

Utilization
80

Utilization
50

Utilization

More than 20

Cancel

instance to further refine these thresholds.
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WAN Interface Capacity Thresholds

LIST OF INSTANCES €} INSTANCE DETAILS
L "
General Settings
Instance Name Time Window
New Threshold All Hours
Threshold Source
|
Site
Tag
qh  Device
Interface
A CRITICAL
80
Utilization
W WARNING
50
Utilization
INFO
More than 20

Cancel

WAN Utilization

The WAN Utilization story provides a utilization summary of each WAN interface. This includes
Average, Peak, and 95t Percentile statistics for the selected time period. This data is based on SNMP
utilization.

WAN Utilization

fro
sme S o 5 sowecrmove o wronsce s omoron S ey o avemscvruzsmon 3 reaxumzAnon o wmrccomsimuzmo 3 st
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Bumingam R Bimingeam s v Outound 200keps. o2 10z 1 crveal
PaoaoVED RTRLLondon ComMPLS Provis Qusoung 200k09s o o 0% oo
stes RTRAustn weLs = Ousouna 200k09s o s 0% Gooa
Seatte RTA Seate weLs Outbound 200 Kbgs o 1o 0% Criteal
Matison RTR Madison woLs . Outbound 200K0ps s 1o 0% Good
PamarovEd ATR_SanJose GornMpLS Provices Ousona 200xeps ot o %% Good
New Yok -0 RTROCCORE Mes Quoung so0Kegs o o sen  Crieal
Lousvae RIR Lot CannrMPLS Provir 1 bouna 200095 sen sex sen creal
PaoatoVE RTR_London ConnrMPLS Provider inbouna 200095 ey s 4% Good
Stes RTR_ustin weLs inbouna 200Keps ey st s Good
armingam LT —— s [ 200 keps sy sen s crweal
PasATOVE RTR_Sandese CorrrMPLS Provier v sung 200095 s sen sn Goog
Matison RTR Macison s v bt 200Kees s s % Good
Seatte RR, Sestie e + nbound 200keps = sty su crcal
stes AN Sroney Dataut sarvie Provcer v Wooung 1mo95 n z n oo
stes AN Sycney Oataut servic Provser = outsoung 1wt » EN o o
New Yok -0 RIRDCHPLS weLs e ooy 16005 o " o Goo
New Yock-0C RTROCAPLS weLs . Outtound Totos o o 0% Good
Newvongoge Newvontoge oitermet Ousona 160ps o o 0% Good
JrES

A Filter can be used to narrow the scope of the story.

= lveacton v
WAN Utilization |
Site
Service Provider
Device
Interface
Tag
Group

Region

Historic Time intervals can be used.

WAN Utilization 106



LiveNX Operations Dashboard User Guide

Feb 02, 20271 10:25:00 = Feb 02, 2021 11:25:00 Hour

SET THE END DATE & TIME INTERVAL
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Clicking on an interface will pivot to the Interface Entity page for further investigation.

= Livedctior - -

WA Bt

s sens [ 1

s ot nag - oo

minres e s

[ manee o

- = o

et - .

et masmn s

] ma =

P 0 - et
et 0w s -
ot 0w o Wy s
e men o -
s senp o rg—
s v an s
et T o ]
et e a

it 1. n

[ 1. n

It Towes .

et (L ™

] Veies ™

WAN Utilization 107



LiveNX Operations Dashboard User Guide

) e 100% 1514

P

. o
e — P i, N [
- s B 444 Hammn e o 1
[ e - i A
[on—

T LT e ma————

WAN Utilization 108



Reports

In this chapter:

REOIES . o o 110
VIEW REPOITS . o o 17
CUSTOM REPOITS . . e I35
View Schedule. .. .. ... 140

109



LiveNX Operations Dashboard User Guide

Reports

List of Reports

The following table lists the reports available in LiveNX:

Report

Alert Count By Category (alert)

Alert Count By Device (alert)

Alert Count By Region (alert)

Alert Count By Severity (alert)

Alert Count By Site (alert)

Alert Count By Type (alert)

Alert Count By Wan Interface (alert)

Alerts (qos)

Alerts All (flow)

Alerts by App Group (DSCP) (flow)

Alerts by App Group (DSCP) and Service Provider (flow)
Alerts by Device (qos)

Alerts by Interface (qos)

Alerts by Service Provider (flow)

Alerts by Site (flow)

Alerts by Site and App Group (DSCP) (flow)
Alerts by Site and Service Provider (flow)

Alerts by Site Pair (flow)

Alerts by Site Pair and App Group (DSCP) (flow)
Alerts by Site Pair and Service Provider (flow)
Alerts/Utilization by Site (qos)

All Unique Flows (flow)

AnyConnect Application Versions (flow)
AnyConnect Applications (flow)

AnyConnect User Devices (flow)

AnyConnect User Summary (flow)

AnyConnect Users (flow)

App Group (DSCP) Bandwidth (flow)

App Group (DSCP) Bandwidth by Service Provider (flow)
App Group (DSCP) Bandwidth by Site (flow)
Application (Analytics) (test)

Application by Device (alert)

Application by Region (alert)

Application by Site (alert)

Application DSCP Audit (flow)

Application Performance Audit (flow)

Application Performance By Device (flow)
Application Performance By Interface (flow)
Application Performance By Service Provider (flow)
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Report

Application Performance By Site (flow)
Application Performance By User (flow)
Application Performance Over Time (flow)
Application Site to Site (alert)

Application Thresholding (Analytics) (test)
Application Troubleshooting Over Time (flow)
Availability Totals (qos)

AVC Test (flow)

Bandwidth Summary (flow)

Business Relevance (flow)

Corrected vs. Uncorrected (flow)

Destination Country (flow)

Destination Site Traffic (flow)

Device and Interface Top 10 Applications and Other (flow)
Device and Interface Top 10 DSCPs and Other (flow)
Device Flow Count (flow)

Dynamic 2 (flow)

Dynamic1 (flow)

Exporter Site Bandwidth (flow)

Flow Path Analysis (AVC) (flow)

Flow Path Analysis (Basic) (flow)

Flow Path Analysis (Medianet) (flow)
Interface Bandwidth (flow)

Interface Bandwidth Summary (flow)

IPs and Ports (flow)

Jitter/Loss (flow)

LiveAgent Hostname (flow)

LiveAgent OS Platform (flow)

LiveAgent Process Command (flow)
LiveAgent User Account ID (flow)

Multicast Audit (flow)

Network Users Applications Audio/Video Issues Detail (flow)

Network Users Applications Audio/Video Issues Summary (flow)

Network Users Applications Detail (flow)
Network Users Applications HTTP/TCP Issues Detail (flow)

Network Users Applications HTTP/TCP Issues Summary (flow)

Network Users Applications Summary (flow)
Network Users Bandwidth Detail (flow)

Network Users Bandwidth Summary (flow)
Network Users Endpoint Profile Detail (flow)
Network Users Endpoint Profile Summary (flow)
Network Users Summary (flow)

Outbound Bandwidth Utilization (flow)
Performance by App Group (DSCP) (flow)
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Report

Performance by Service Provider (flow)

Performance by Site (flow)

Performance by Site and App Group (DSCP) (flow)
Performance by Site and Service Provider (flow)
Performance by Site Pair (flow)

Performance by Site Pair and App Group (DSCP) (flow)
Performance by Site Pair and Service Provider (flow)
Search Calls By Number (flow)

Service Provider Bandwidth (flow)

Service Provider Bandwidth by App Group (DSCP) (flow)
Service Provider Bandwidth by Site (flow)

Site and Service Provider Top 10 WAN Applications and Other (flow)
Site and Service Provider Top 10 WAN DSCPs and Other (flow)
Site Capacity Utilization (flow)

Site Capacity Utilization by App Group (DSCP) (flow)
Site Capacity Utilization by Service Provider (flow)

Site to Site Application Performance (flow)

Site to Site Application Response Time (flow)

Site to Site Jitter/Loss by Service Provider (flow)

Site to Site Outbound Service Provider (flow)

Site to Site Outbound Top 10 Applications and Other (flow)
Site to Site Outbound Top 10 DSCPs and Other (flow)
Site to Site Outbound VRF (flow)

Site Traffic (flow)

Site Traffic App (flow)

Site Traffic WAN (flow)

Source Country (flow)

Source Site Traffic (flow)

Test AVC (flow)

test basic (flow)

Top Applications By LiveAgent User (flow)

Top Conversations By LiveAgent User (flow)

Top DSCP By LiveAgent User (flow)

Top Voice/Video Performance by SSRC (flow)

Top Voice/Video Performance Summary (flow)

Traffic Class (flow)

Type by Device (alert)

Type by Interface (alert)

Type by Region (alert)

Type by Site (alert)

User Filter (flow)

User Filter DSCP Audit (flow)

Voice/Video Performance Audit (flow)

Voice/Video Performance By Device (flow)
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Report

Voice/Video Performance By Interface (flow)
Voice/Video Performance By Service Provider (flow)
Voice/Video Performance By Site (flow)
Voice/Video Performance By User (flow)
VPN (flow)

VREF (flow)

Wireless Access Point (flow)

Wireless Access Point Application (flow)
Wireless Access Point Unique Clients (flow)
Wireless Client (flow)

Wireless SSID (flow)

Wireless SSID Application (flow)
Wireless SSID DSCP (flow)

Wireless SSID Unique Clients (flow)
ACL Pair (flow)

Application (flow)

Application Group (flow)

AS Pair (flow)

Bidirectional AS Pair (flow)

Bidirectional Network Pair (flow)
Bidirectional Source/Destination Pair (flow)
Destination Address (flow)

Destination Address Popularity (flow)
Destination AS (flow)

Destination Network (flow)

DSCP (flow)

DSCP vs Application (flow)

HTTP Host (flow)

Network Pair (flow)

Network Security Denied Events (flow)
Out of Policy Events (flow)

Protocol (flow)

Protocol Port (flow)

Security Analysis (flow)

Source Address (flow)

Source Address Popularity (flow)
Source AS (flow)

Source Network (flow)

Source or Destination Address (flow)
Source or Destination AS (flow)

Source or Destination Network (flow)
Top Analysis (flow)

Top Applications Performance (flow)
Top Conversations (flow)

List of Reports 113



LiveNX Operations Dashboard User Guide

Report

Top WAN Applications (flow)

Traffic Volume Pair (flow)

Custom OID (qgos)

Daily Interface Bandwidth Summary (gos)
Device Availability (qos)

Device Count by Alert Type (qos)

Device CPU/Memory Usage (qos)

Device Status (qos)

Devices (qos)

Fan Tray Operational Status (qos)

Interface Availability (qos)

Interface Bandwidth (qos)

Interface Bandwidth Summary (qos)

Interface Burstable Rate (qos)

Interface Errors (qos)

Interface Status (qos)

Interface Utilization (qos)

Interface Utilization Above Threshold Over Time (qos)
Interface Utilization Summary (qos)

Interface Utilization Under Threshold Over Time (qos)
Interface/Interface Drops (qos)

Interfaces (qos)

NBAR and Post-Policy (qos)

Port Bandwidth (qos)

Port Drops (qos)

Post-Policy Drops (qos)

Power Supply Operational Status (qos)
Pre-Policy and Post-Policy (qos)

Pre-Policy and Post-Policy Drops (qos)
Service Provider Availability (qos)

Site Alert (qos)

Site Alert Detail (qos)

Site Availability (qos)

Site Bandwidth (qos)

Site Count by Alert Type (qos)

Site WAN Interface Bandwidth by Application (qos)
Site WAN Interface Utilization (qos)

Spanning Tree State Report (qos)

Top Application Bandwidth (qos)

Top Changed - CPU Usage (qos)

Top Changed - Interface Burstable Rate (qos)
Top Changed - Memory Usage (qos)

Top Changed Comparison - CPU Usage (qos)
Top Changed Comparison - Interface Burstable Rate (gos)
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Report

Top Changed Comparison - Memory Usage (qos)
Top Class Bandwidths (qos)

Top Class Drops (qos)

Top CPU Usage (qos)

Top Interface Bandwidths (qos)

Top Interface Drops (qos)

Top Interface Errors (qos)

Top Interface Utilization (qos)

Top Layer 2 QoS Queue Drops (qos)

Top Memory Usage (qos)

WAN Alerts/Bandwidth by Application (qos)
WAN Interface Burstable Rate by Month (qos)
Cloud onRamp for SaaS Performance by Site (viptela)
Cloud onRamp for SaaS Performance Details by Site (viptela)
Cloud onRamp for SaaS Performance Time Series (viptela)
Insights by Application (Analytics) (test)
Insights by Device (Analytics) (test)

Insights by Site (Analytics) (test)

Enumeration Time Series Test Report (test)
Latest Insights (Analytics) (test)

Network Delay Anomalies (Analytics) (test)
Overall Health (IPSLA)

Overall System Health (IPSLA)

Scaling Test Report (test)

Service Provider Performance (viptela)

Single Test Time Series (IPSLA)

Single Type Health (IPSLA)

Site Pair Status (viptela)

Site to Site Performance (viptela)

Site to Site Performance Details (viptela)

Site to Site Performance Over Time (viptela)
SLA Class Performance (viptela)

SNMP Bandwidth Anomalies (Analytics) (test)
Test Status (IPSLA)

Threshold Test Report (test)

Top Analysis - AVC (analytics)

Top Analysis - AVC (Analytics) (test)

Top Analysis - Basic (analytics)

Top Analysis - Basic (Analytics) (test)

Top Analysis - Medianet (analytics)

Top Analysis - Medianet (Analytics) (test)

Top Conversations (Analytics) (test)

Tunnel SLA Class Performance (viptela)
Anomalies by Application (analytics)
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Report

Anomalies by Device (analytics)

Anomalies by Site (analytics)

Application (analytics)

Application Bandwidth Anomalies (analytics)
DSCP (analytics)

Latest Insights (analytics)

Network Delay Anomalies (analytics)

SNMP Bandwidth Anomalies (analytics)
SNMP Bandwidth Prediction (analytics)

List of Report Parameters

The following table lists the report parameters in LiveNX:

Report Parameter

Duration

businessHours
cancellationDelaySeconds
comparisonMonth
customOidConfig
delayThreshold
destinationServiceProvider
destinationSite
deviceSerial

direction

displayFilter

endTime
excludeClassDefaults
executionDelaySeconds
executionType

flexSearch

flowType

interface
interfaceUtilizationThreshold
ipslaStatAggregationType
ipslaSystemTest
ipslaType

jitterThreshold
layer2QosStatsParameter
otherAggregation
packetLossRateThreshold
qosClass

regionType

relativeTime

rowCount
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Report Parameter

serviceProvider
shouldWaitForDnsResolution

site

site

site2

slaClass

sortBy

sourceServiceProvider

sourceSite

startTime

testld

unit
utilizationAboveThresholdDurationinHours
utilizationUnderThresholdDurationinHours
violationDurationThreshold

vlanindex

wan

timeZone

topAnalysisDisplayType

topAnalysisLimit

View Reports

LiveNX provides very flexible Reporting for monitoring multiple dimensions of network and appli-
cation performance. One report can be run individually, or multiple reports can be bundled
together into a Template. These reports can run ad-hoc or saved and scheduled on a residual basis.
Reports can be shared with colleagues via a shared URL or via email. Reports can also be run pro-
grammatically via REST API.
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Topology

Stories

By default, the View Reports page is laid out to provide quick access to:
* Favorite Reports

* Top Reports

* Default Templates

View Repor Vion sl
™

Favorite Reports ©
Add Report

Top Reports oo
NaME & oLsCRITION &

This Flow-based report will highlight the Top 10 applications’ bandwidth, based on the selected filter criteria. twill also list up to 1000 applications.
This Flow-based report wil highlight the Top 10 conversions, based on the selected fitter criteria. It wil also list up ta 1000 conversations.

This Flow-based report will ighlight the Top 10 interfaces bandwidth, based on the selected fiter criteria. it willist up 10 1000 interfaces.

This Flow-based report will highlight the Top 10 DSCP markings’ bandwidih, based on the selected fiter criteria. t willlist up to 64 DSCP values,

This SNMP-based report shows a table of all the interfaces’ bandwidth utiization per the specified filter.

This SNMP-based report shows a table of all , etc) per
This SNMP-based report shows.a table of all QoS class bandwidths for all Interfaces per the specified fiter

This SNMP-based report shows a table of all QoS class drops on all interfaces per the specified filter.

This S wtilization of
This SNMP-based report graphs the interface bandwidth utilization (by percentage) of 3 specific interface.
This SNMP-based report graphs the number of interface errors (CRC/ Runts/ Overruns/ etc.) of a specific interface.

This SNMP-based report graphs the QoS drops of all classes on a specific interface.

This Flow-based report will show the DSCP markings of appl) based onthe ter criteria

This Flow-based report will highlight the ingress and egress interface bandwidth, based on the selected filter criteria. it will st up to 50 interfaces.
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Default Templates.

s oescRFTION &

Voice Anays

VoIP. tinciuges

WAN

base:

Favorite Applications ™

it

Appie Fastiane Appiications

it a specifc site, their per itor), traffc clas

‘Apple Fastiane Voice Analysis

tramc clas .

WAN Capacity Planning ™

VolP. It incluges

Stte Ne

jork Performance Audi ™

top talkers, and top repor

Voice/v

o Perts

nce Vs. Network Perfos

icalions at a site.

Siteto-Site Traffic Utization Audit

vice Prow

DSCP Audit ™

traffic leaving ‘Site A"

ite B,

Track Single Ste WAN Path Changes

traffc leaving ‘Site A"

Application Vs. Network Performance

Voice/Videa Service Provider Performance Audit

Application Service

der Performance Audit ™

8 WAN for Voice/Video. It also provides application performance viability across a WAN.

SDWAN Appiic

jon Service Pro

ger Performance AUG

aWAN. It

SOWAN Application Vs. Network Per

WAN

DWAN Voice/Video Performance Ve Performance | Thi

SDWAN Voice/Video Service Provider Performance Audit

IWAN Application Vs. Network Performance

WAN

IWAN Application Service Provider Performance Audit

IWAN Voice/Video Performance Vs. Network Performance. Thi

IWAN Voice/ Vi

0 Service Provider Performance Audit

<

‘Veice/Video. It

The presentation style for the page can be either a Table (default) or Tile view. This can be selected
by using the switch at the top right of the page.

Table Tile

Table View:

View Reparts r——s
Favorite Reports 4]
Add Report
Top Reports e o
NAME & DESCRIPTION £
Application This Flow-based report will highlight the Top 10 applications’ bandwidth, based on the selected filter criteria. It will also list up 1o 1000 applications.
Top Conv i highlight the Top will
interface Bandwidth This Flow-based report will highlight the Top 10 interfaces’ bandwidth, based on the iteria. It will st up to
pscp This Flow-based report will highlight the Top ngs' bandwidih, Twillist
Top Interface Bandwidths atabie of bandwidth the sp
Top Interface Erors i atable of

Top Class Bandwidths
Top Class Drops
Interface Bandwidth
Interface Utlization
Interface Emors
Post-Policy Drops
Application DSCP Audit

Interface Bandwidth Summary

etc.) per the specified flter
This SNMP-based report shows a table of all QoS class bandwidths for all interfaces per the specified fiker.

table of specified fier

is s/ s/ ete) of

This Flow-based report will show the DSCP markings of applications organized by site, based on the selected filter criteria.

iq " jdth, based on the il list up to 50 interfaces.
Favorite Reports. L]
+ Add Report

Top Reports e o
Application Top Conversations Interface Bandwidth
s Top Banwidih, based 00 he theTop 10 Top 10 ntertaces Dandwidth, based on the

Hwill also ist up to ciltera. 1t will also lst up to 1000 conversations selected fiter citera. It will st up to 1000 intertaces.

DScP Top Interface Bandwidths ‘Top Interface Errors.
his ighiight the Top g bandwicth, based on the (CRC/Ruts/Cverruns, etc )
‘selected fiter critria. 1 wil st up 10 64 DSCP values. ‘specified iter. per the specified fiter.
Top Class Bandwidths Top Class Drops Interface Bandwidth
s ol intertaces pec 1253 G108 0n il interfaces per the a 5pecic inetace.
thespecified iter ‘specified fiter
Interface Utilization Interface Errors Post-Policy Drops
s s me I vemms! the QoS arops of all classes on a speciic nterface,
speciic interface. 41c) of a speciic nterface.
Application DSCP Audit

Interface Bandwidth Summary

based on the selected fiter criteria.

Default Templates

applications organized by site,

the selected fiter criteria. It wil st ug 10 50 interfaces.
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To Add a Favorite Report, click the Add Report button.

Favorite Reports

Add Report

From the pop-up, select a report.

ADD REPORT TO FAVORITES
Report type
Q

& Top Reports

Application (Flow)

Top Conversations (Flow)
Interface Bandwidth (Flow)

DSCP (Flow)

Top Interface Bandwidths (SNMP)
Top Interface Errors (SNMP)

Top Class Bandwidths (SNMP)

Top Class Drops (SNMP)

Cancel

The Report will show up under Favorite Reports.

Favorite Reports (V)
Add Report
NAME $ DELETE &
Application m

If collapsed, the sidebar tab can be expanded to expose a quick-access Report sidebar.
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View Reports

Favorite Reports

Add Report

Top Reports

MAME c
Ll
1 Mer
I I
I W
! i
1 .
[} | B
| PN B
A
T,
View Reporls
Q
Default Templates

- I T - - - T - - B - - - - -

hSu

* nNafai Tamniatas

DESCRIPTION

This Flow-ba:
This Flow-ba:
This Flow-bat
This Flow-ba:
This SNMP-H
This SNMP-H
Thiz SNMPB
This SNMP-b
This SNMP-b
This SNMPB
This SNMP-b
This SNMP-b
This Flow-bat

This Flow-bax

4]
[+ ]
oescRiPTION &
‘This Flow-based report will highlight the Top 10 applications’ bandwidih, caiteria. It will also list up 16 1000 applications.
This Flow-based report will highlight the Top 10 conversions, based on the selected filter criteria. It will lso list up to 1000 conversations.
“This Flow-based report will highlight the Top 10 interfaces’ bandwidth, based on the selected fiter criteria. i will st up 10 1000 interfaces.
This F highlight the Top 195" bandwidih, based on the selected filter criteria, It willlist up to 64 DSCP values.
table.of bandwidih the specified fier.
tablecof sl &tc) per the specified filter
table-of all QoS cl all interfaces per the spec
table of all QoS cl il inter the specified fiter
This SNMP-based report graphs bandwidth utlization of a specific interface.
the aspecific interface.
“This SNMP-based report graphs the number of interface errors (CRC/ Runts. Overruns/ ete.) of a specific interface.
This SNMP-based report graphs the QoS drops of all classes on a specific interface.
“This Flow-based report will show the DSCP markings of applicati ed by site, filter criteria,
This Flow- port will ighlight the = based on the selected fiter criteria. It will st up to 50 interfaces.
~

The quick-access Report sidebar contains two tabs: Templates and Reports History.

The Template tab provides:

My Templates - Templates saved by the current user
Community Templates — Templates saved and shared by other users

Default Templates — curated Templates that ship with LiveNX

The Reports History tab provides a list of reports recently run by the current user.

Template Tab:

View Reports
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View Reports
eports Histo
Q
My Templates -
Cou = Private L |
at Private (=]
cat Private B
1 Private E _
Viyte Private -] 1
Community Templates
Application Flow |
ation, Last Fifteen Minutes
Basic Flow Reports D
Default Templates
(i)
IWAN (i)
Fa 1 (i ]
f o
pple Fa 0
0

Reports History Tab:
View Reports

Templates Reports History

Q

& Report 11/3014:06 &

Report Templates listed under My Templates provides the following options:
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My Templates

=yt O s i
1Alert Count By Category 1=y Private @ !
: P rE
i Application 9.5 P :Em:]l 13581 I
I L T i I i
: b 3Bt ot
iApplication, Last Day P11 Private 113200
; P a0 ha—
! vy RPN
ipsla test P Private BT
: I RN
{My Dual SDWAN Site-MPLS | | 1! |'Private ! !%2: Ifj |
: o 1
3Mytest—London ‘ Il Private 'ui :-Ifl-i
| , R ]
'WAN Interface Capacity R Private ' !235! /] |
L e LT B o1 I

e - — =
]—- Delete Template
‘ Schedule Template

Make Template Private/ Public. Private only
the current user see the template. Public
makes the template appear for all other users
under their Community Templates.

Run/ Edit Template

Quick Access to past iterationsof a schedule report

Community Templates provides the following options:

_Community Templates

i Application Flow i iﬁji
i Application Flow : :FD ‘
E Application, Last Fifteen Minutesi EFD 3

_________________________________

Run/ Copy Template

To Run a report from scratch, click the Create Report button.

w View Schede | !
o =x -
My Templates «  Favorite Reports o
B Rl © 8 At Repon
= ]
— Tep Reports o0

The Create Report modal will appear. This modal has three sections, General Settings, Report List,
and Report Details.

View Reports
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CREATE REPORT
GENERAL SETTINGS REPORT LIST REPORT DETAILS
Name Please choose report type
Q
|
Top Reports
Presentation Mode
Standard LiveNA
Flow
Foatnote |
I SNMP
Cisco SD-WAN
Sharing Settings e
Email
File Format
POF Row Limits

Cancel

By default, the Report Details section will list all available reports until a report is selected.

Select a report from the list.

CREATE REPORT
GENERAL SETTINGS REPORT LIST REPORT DETAILS
Mame Plesse choose report type T :
1 H
i i
H
! Top Reports !
Presentation Mode i i
1@ LiveNA :
Stendara 1 1
i i
1@ Flow H
— : :
@ SNMP 1
H
i
Cisco SD-WAN 1
| H
ing Setti i i
Sharing Settings J Br=n i
Email | |
1 1
B o coe o oo oo =omammmem o i
Flle Format
PDF Row Limits

Cancel

Once a report has been selected, the Report Details section will show the customization options
available for the report.

Mo Display Fiering

CREATE REPORT
g
GENERAL SETTINGS REPORT LIST | REPORT DETAILS 1
1
1
lieation (Flow) Fast : |
ame Application (Flow) 51 Report Name: I
I
+ 1
|
! 1
Presestation Mode : Report Description H
Saardand | !
H 1
1
Footnate : Devices |
1 Al WAN Devices: !
; 1
; |
Time Zone B ost | Interfaces I
1
(GMTO500) AmericaNew York VA WAN beerfaces |
: 1
Time Rangs | Flex Search !
|
Lasa Fifteen Mimtes : ® I
- 1
Flex Search © | Display Filter :
I
1
1
|

The report will also show up in the Report List.
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CREATE BEPORT
P e pr—
— - Qpe———— -y
| +
' I
rppam e i I | - [
e 1 )
|
[ H | pevees
I i A G
- wow | |
P —— I T ——
I
o R I [re—
T , ! .
Fastesn : | oty e
- I sy !
I

[ - |

To run the report with its default parameters, click Execute.

CREATE REPORT
GENERAL SETTINGS REPORT LIST REPORT DETAILS
Name | Application (Flow) Fast © B
Add New Report +
Presentation Mode Report Description E
Standard F
Footnote Devices
AllWAN Devices
Time Zone ST Interfaces
(GMT-05:00) America/New York AllWAN Interfaces.
Time Range Flex Search ©
Last Fifteen Minutes x
Flex Search © Display Filter
x No Display Filtering
Cancel Save As Template
Application, Last Fifteen Minutes View Options ~ Share Download Sehedule copy Close
Application (Flow) =
Device: AN WAN Devices  interface Nimerfeces  Display Fifter: No Display Fitering  Direction: Outboura  Flow Type:Basic Flow  Execution Type: Time Series  SortOy: B fate  Bin Duration: Auto  Start Time: Fet 10, 2021 12:06:13 EST (GMT-0500)
End Time: Feb 1 113 EST (GMT0S00)  Bin Interval: 1 minute
Warming: *This report is based in part on sampied fow data, therefoce A is an approximation Besed on incomplete data.in this report, sampied fiow data are extropaleted by applying the sompling mukipler
150
Fow
a
£«
, B
1207 120800 20900 121000 200 121200 121300 I2M400 IZIS00 121600 121700 121800 121500 22000 122113
Page 1 | 141 >® Q m &
Legend Z  Application Total Flows & Total Bytes & Total Packets < Average Bit Rate & Average Packet Rate & Peak Bit Rate & Peak Packet Rate &
- 24 BO7.75MB o 7.18 Mbps 0pps 18.01 Mbps 0pps
- hps 34015 613.84 MB 70.789 5.46 Mops 78.65 pps 8.90 Mbps 169 pps
. perdorce 1215 529.46 MB ] 471 Mbps 0pps 11.18 Mbgs Opps
- rpvideo 30 386.45 MB 284,994 3.44 Mbps 316,66 pps 3.81 Mbps 351 pps
- ssh 241 374.47 MB 18,537 3.33 Mbps 20.60 pps 431 Mbps 45pps
pandora 2262 22239 M8 o 1.98 Mbps. Opps 2.58 Mbps Opps
- eposdp 18 221.03MB 2,965,340 1.96 Mbps 3.20 Kpps 20.46 Mbps 49.42 Kpps
- lowsnote 4203 209.83 MB 262,710 1.87 Mbps 291.90 pps 3.76 Mbps 555pps
htip 10925 204.93 M8 181 1.82 Mbps. 1.29pps 2.25Mbps 1pps
- 186 189.67 MB 81511 1.69 Mbps 90.57 pps 3.98 Mbps 122 pps

Additional reports can be added to the Report List.
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CREATE REPORT
GENERAL SETTINGS REPORT LIST REPORT DETAILS

ame Applicaticn (Flow) Fast Report Name

Presentation Mode Report Description =

Standard 5
Footnote Devices

All WAN Devices

Time Zone B3 ost Interfaces

(GMT-05:00) America/New York AllWAN Interfaces:
Time Range Flex Search @

Last Fifteen Minutes x
Flex Search @ Display Fikter

x No Display Filtering

=l e

To save, click Save Template.

CREATE REPORT
GENERAL SETTINGS REPORT LIST REPORT DETAILS
Nome ‘Application (Flow) Fast & P Tyse
Top Conversations (Flow) Fast ] Basic Flow
New Report +
Presentation Mode. Report Deseription Execution Type
Standard Time Series
Faotnote 3 Devices SortBy
All WAN Devices Bt Rate
Time Zone osT Interfaces Business Hours.
(GMT-05:00) America/New York All WAN Interfaces
Time Range Flex Search © Bin Duration
Last Fifteen Minutes x | Ao
Flex Search © Display Filter
Raw Flow Data
* Na Display Filtering
Due 16 the options selected, this report wil utilize
the Raw Flow datastore (slawer).
Display Filter Direction
Outbound

By default, LiveNX will name the template. If desired, the template name can be customized from
the Name field.

CREATE REPORT
GENERAL SETTINGS REPORT LIST REPORT DETAILS
: Name : Application (Flow) Fast ] Report!
U MyssvedTemplate 1| TopComersations (Fiow) Fst © @ Basic Flow
[ i o '
+
Presentation Mode Report Description Execution Type
Standard Time Series
Footnote. F Devices SortBy
All WAN Devices Bit Rate
Time Zone osT Interfaces. Business Hours
(GMT-05:00) America/New York All'WAN Interfaces
Time Range Flex Search © Bin Duration
Last Fifteen Minutes x Ao
Flex Search © Display Fifter
Raw Flow Data
x No Display Filtering
Due to the options selected, this repert will utilize
the Raw Flow datastore (slower).
Display Filter Direction
outbound

ot seersrenne | [T

Once saved, the template will appear under My Templates.
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My Templates

Alert Count By Category

Application 9.5

Application, Last Day

ipsla test

My Dual SDWAN Site - MPLS

(&)

S
al

Private

Mytest-London

WAN Interface Capacity

i B
Private i @

—
- -
= Private (7 T
Private E%E Ei
- .
: Private  F O
Private E%E Ei

I

Private EF

To edit the template, click its name under My Templates.

My Templates

Alert Count By Category

Application 9.5

Application, Last Day

ipsla test

My Dual SDWAN Site - MPLS

Mytest-London

WAN Interface Capacity

(&)

Private (5 T
o B
Private i @
—
- -
= Private (7 T
Private E%E Ei
- o
: Private = 2% m
Private E%E Ei
i

Private EE

The RUN or Edit Report(s) modal will appear.

RUN OR EDIT REPORT(S)
GENERAL SETTINGS

Name
MySavedTempiste

Presentation Mode
Standard

Footnote.

“Time Zone
(GMT05:00) America/New York

“Time Range
Last Fifteen Minutes

Flex Search ©

Display Fiter

REPORT LIST

2. pplication (Flow) Fat © &

Top Conversations (Flow)

AGd New Report

i

B ost

ANl WAN Devices

Interfaces.

Al WAN Interfaces.

Flex Search ©

Display Filter
Mo Display Filtering

Direction
Outbound

To save any changes to this template, click Update.

Update

To save any changes as a new template, click Save As Template.

Flow Type
Basic Flow

Execution Type
Time Series

sortey
Bit Rate

Business Hours.

Bin Duration
% Ao

Raw Flow Data

Due to the options selected, this report will utilize
the Raw Flow datastore (slower).

cancel Update ‘Save As Template
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Save As Template

LiveNX reports are highly customizable. The section will review the available options.

General Settings apply to all reports in the template.

RUN OR EDIT REPORT(S)

GENERAL SETTINGS

Name

MySavedTemplate

Presentation Mode

Standard

| Footnote

(GMT05:00) America/New York

Time Range

Last Fifteen Minutes

! FlexSearch ©

1
i

1

1

1

I

1

i

1

1

i

1

i

I

I

i

1

i

: Time Zone
i

1

1

1

I

i

|

I

i

i

1

1

I Display Filter
I

1
i
1

| mepomTuST REPORT DETAILS
1

Application (Flow) Fast
i pplication (Flow: s B eporthame Flow Type
| Top Conversations (Flow) [ Basic Flow
| +
' Report Description Execution Type
| Time Series
1
1
i Devices. sortBy
I
1 All WAN Devices Bit Rate
i
i intertaces Business Hours
| Al WAN interfaces
I
I
' Flex Seareh © Bin Duration
i
! Auto
! x
i
1
1 Display Filter
i Raw Flow Data
1 No Display Filtering
1 Due tathe options selected, this report will ulize
i the Raw Flow datastore (slower).
! Direction
' ot
Ve

cancel Update Save As Template

General Settings Description

Name Report Template’sName

Presentation Mode Normal — Report will fill complete page width
Executive — Report will be presented like a dashboard widget

Footnote Fee text field presented at the bottom of the page

Time Zone Designates the time zone used by all member reports

DST uses Daylight Savings time offset

Time Range Selects the time window used by all member reports

Flex Search Advancedfiltering capability for selecting the data of interest to be presented
by the member reports. This Flex search will be “ANDed” with any report
specific Flex Search.

Display Filter The legacy Flow filtering capability. This is configured in the Engineering
Console.

Shared Settings Description

Email Specify one or more email destinationsthat will receive a notification when the
report is finished rendering and a link to access the report.

File Format Option for deliver of PDF or CSV report results with the email.

PDF Row Limits Selects the number of rows to be show in the PDF results.

Custom Log Select picture that can accompany PDF and shared report results.

Report details only apply to the specific highlighted report in the template.
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RUN OR EDIT REPORT(S)

GENERAL SETTINGS REPORT LIST | REPORT DETAILS '
' '
. . ; '
Name Appiication (Flow) Fas 8 i ;
i
MySavedTemplate Top Conversations (Flow) s Basic Flow i
'
'
o ‘
Presentation Mode. ! Report Description Execution Type |
'
andard i Time Seres t
B '
. i
Footnote E 1 Devices Sort By '
i
| AIWANDevices BitRate i
'
'
'
Time Zone @ ost | Interfaces Business Hours. 1/
(GMT05:00) America/New York 1 Al WAN interfaces i
|
! i
Time Range ! Flex Search © Bin Duration H
'
Last ieen Mintes ! x e 1
0 '
'
Flexsearch @ | Display FiRer !
' Raw Flow Data 0
x 1 No isplay Fitering g
i Due tathe options selected, this report wil utiize | +
L the Raw Flow datastore (slower). '
Display Filter | Direction '
'
| outbound !
i
'
'
'

o e | | swersrerme [

Below is a list of the most common Report Detail options for Flow based reports. Not all options

are available for all reports.

Report Details Description

¢ Report Name Name of the report

* Report Description | Description of the report.

* Devices Which device’s data are in scope for the report results.

* Interfaces Which device’s interfaces data will be in scope for the report results.

* FlexSearch Advanced filtering capability for selecting the data of interest to be presented
by the member reports.

* DisplayFilter The legacy Flow filtering capability. This is configured in the Engineering
Console.

* Direction Which Flow direction will be in scope for the report results.

¢ Flow Type Which Flow type will be used for the report

* Execution Type Report will be graphed as either an aggregation or times series view.

* Sort By Select the sorting method for the report.

* Business Hours If the report is focused on one interface, this option will be available for using
the correspondingSite’s business hours for calculatingthe report’s results.

* Bin Duration The Bin duration determines the granularity of the report results.

+ Should Wait For When this option is selected, the report will wait for dns resolution to

Dns Resolution complete before returning results.

This is an example of a report with customized names, description, and footnote.

————————————————— |
' ' ViewOptions. ~ Share Download Schedule Copy Close

1 Thisis My Reports name I

a 1 2
Legend & Application & Total Flows & Tatal Bytes & Total Packets & Average Bit Rate & Average Packet Rate & Peak Bit Rate Peak Packet Rate &
- x 94339M8 0 839 Mbps opps 1819 Mbps opps
- https 35688 648.79 MEB 60,141 5.77 Mbps T6.82 pps 8.97 Mbps 204 pps
perforce 1339 615.65 MB o 5.47 Mbps Opps 11.35 Mbps. Opps.
- 2489 ws77M8 17454 261 nps 1939558 4120005 a0pps
- rpvses % 387.49M8 265758 344 Mbps 3175190 381 Mops 35105
pangsra 2148 24016M8 0 213 Mps opps 258 Mops opps
- smb 1491 240.00 MB 0 213 Mbps. Opps 451 Mops Opps.
- o 1848 223.02 M8 1130 1.98 Mbps 12698 285Mbps Tpps
epnsap 18 221.03M8 2,965,340 1.96 Mbps. 3.29Kpps 29.46 Mbps. 49.42 Kpps
-— lotusnote. 4368 22041 MB 271,463 1.96 Mbps 30163 pps. 378 Mbps 484 pps

View Options are available to customize a report. These can persist when saved in a

template.
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This is my Template's Name

This is My Reporfs name | Appiication (i
(@ Trisis My Reports description

WAN Drices  ntert:

PR

Legend
-
-
-
- e
-
-
-
-

0
£
i
g
8

lotusnote

This is my Template's Footnote

This is the same

This is my Template's Name

My Reports name | Appiication (Flow)

o
H
H
g
b

tiancannnnd

fotusnot

This is my Template's Foatnote

Report table columns can be

This is my Template's Name

This is My Reports name | Application (Flow)

o
H
H
g
5

tiancannnnd

fotusnot

This is my Template's Foatnote

WAN Imarfncas

e par o samled fom

Total Flows &

Total Flows &

Total Flows &

Dinplay Fiar: N Dinple Fiharng

35688
1339

2448
149
1848
18

35688
13
2489

1491
1848
18
4368

Total Bytes &

Total Bytes

Total Bytes

Dirsetion: Outbound

e o coreate

I thinropert

Flow Typa: Bass Flow

Exscution Type:
S -

-

Sorty 81 e

S ——

BinCuraton

View Options +

Report parameters
Graph
Graph total line.

B Tadle
Top 10

Description

Total Packets & Average Bit Rate & Average Packet Rate
943 39 MB o 8.39 Mbps. Opps
615,65 MB o 5.47 Mbps. Opps
40577 MB 17454 361 Mbps. 1939 pps
38749 MB 285758 3.44 Mbps. 3751 pps
240,00 MB 0 213 Mbps Opps
22302 MB 1130 1.98 Mups 126 pps
22103MB 2965340 1.96 Mbps 329 Kpps
22041 MB 271,463 1.96 Mbps. 30163 pps
report with View Options customized.

View Options
615.65M8 0 5.47 Mbps: Opps
240.00 M8 0 213 Mbps Opps
223.02MB 1130 1.98 Mops: 126 pps.

This is the same report with its columns customized.

This is my Template's Name

Thisis My Reports name | Appiication (Fiow)

i
§
!

“This is my Template's Footnote:

The table can be exported as a CSV.

View Options
94339 M8 0 839 Mbps. 0pps
6487908 9,141 577 Mops 7682pps
615.65M8 0 5.47 Mops 0pps
405.77M8 361 Mops. 19.39 pps
387.49M8 344 Mbps 31751 pps.
24016 M8 0 213Mbps. opps
240.00M8 0 213Mops. 0pps
2230288 1130 1.98 Mops 126 pps
21.03M8 2965340 196 Mops 329Kpps.
2041M8 271,463 196 Mops 30163 pps.
View Gptions: +

Average Bit Rate & Peak Bit Rate &

839 Mbps.

577 Mbps.

547 Mbps.

361 Mbps.

32ambps.

213Mops.

213Mbps.

1,98 Mbps.

1,96 Mbps.

1.96Mbps.

i
.
i
i
i
i
i
.
i
-] i
i
i
Graph legend |
o0

I
i
i
:
i
i
I
i
i
I
i
i

s gantim s
i
i
I
i
i
I
I
i
I
L

Peak Bit Rate

snare

Peak Bit Rate

Snare

Peak Bit Rate

Share

Downioad

18.19 Mbps
897 Mbps
11.35Mbps
412Mbps
381 Mops
258 Mbps
451 Mbps
285Mbps
29.46 Mbps
378 Mbps

Downioad

1819 Mops
897 Mbps
1135 Mops
412 Mops
281 Mbps
258Mbps
451 Mbps.
285Mbps
2945 Mbps
378Mbps

customized. These can persist when saved

Downioad

1819 Mops
897 Mbps
1135 Mops
412Mbps
281 Mbps
258Mbps
451 Mbps.
285Mbps
2945 Mbps
378Mbps

Download

Scheduie

EST (GMTO800

Peak Packet Rate
0pps
204pps
opes
40pps
351pps
opps
opps
Tops
14942 Kops
d8dpps

Schedute Copy Close

Peak Packet Rate &
opps
204pps
0pps
0pps

351 pps
opps
0pps

Tops
49.42 kpps
484pps

in a template.

Schedue Copy Close
£ G

| T
- a o
pasly @ Aopication 1
Total Flows |

b

Total Bytes hs)

i

Total Packels =

|
B AvageBtRate )
Average Packet Rz _ *°!

« (T G

Schedule Copy Close

18.19 Mops:
297 Mops
11.35 Mops.
412 Mops
381 Mops
258 Mops
451 Mops
285 Mops.
20,46 Mops
378 Mops.
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This is my Template's Name View Options + snare Dovnioad Scheule Copy Ciose

This is My Reports name | 4

(@ Tnis is My Report's description

Start Tioma: Fob 11, 221 125412 E5T (GMTQ50) i T el 11, 3021 131412 EST (OMT4S00)  Bi brval: 1§ minte

[ e Q
Legend & Application & Total Flows & Total Byles & Total Packets & s & Peak Bit Rate Peak Packet Rate &

- L] 8 943 39 M8 0 839 Mbps opps 18,19 Mbps Opps

- https 35688 648.79 MB 69,141 577 Mbps 7682 pps 857 Mbps 204 pps
perforce. 1339 615.65M8 0 5.47 Mbps Opps 1135 Mbps. Opps

- 200 ws7re rass 261 vps 1039p0s 412m0ps P

[ —— » wr.ame 58 2aamnps 1751 pes se1vps 1w
Pandor 2448 240.16 M8 0 213 Mbps. Opps 258 Mbps Opps

- smo 140 240.00 Mg 0 213 Mbps. Opps 451 Mbps Opps

- fittp: 11828 223.02 M8 1130 1.98 Mbps 126 pps. 285 Mbps Tpps
epasdp. 18 221.03 M8 2965340 1.96 Mbps 329 Kpps 29.46 Mbps 49.42 Kpps.

L Iotusnote: 4368 220.41 M8 271,863 1.96 Mbps 30163 pps 378 Mbps 484 pps

This is my Template’s Foomote
Opening Application(Flow).csv . P4 J

You have chosen to open:

@ Application(Flow).csv

which is: Microsoft Excel Comma Separated Values File (940 bytes)
from: blob:

What should Firefox do with this file?

@ Open with | Excel (default) M

() Save File

Do this automatically for files like this from now on.

oK H Cancel

The Report's graph view can be customized and exported as either PNG or CSV.

Application (Flow) ¢ G

Direction: Outbound  Flow Type: BasicFlow  Execution Type: Time Series  Sort By: Bit Rate  Bin Duration: Auto
Start Time: Feb 11, 2021 1221:59 ES ime: Feb Bin Interval: 1 minute

Waring: *This report is based in part on on incomplete data. In this report, sampled flow data are extrapolated by applying the sampling multiplier.
150
£ o Export to PNG
£ Export to CSV
R H ! H 1 : 1 1 et
1 9L View as Line
| I - - (NN N N AN B
- Ll L] L i “ ) View as Column
122200 122600 122800 123000 128800 123600 123659 !
1 View as Stacked
e ]
Psge 1 /42 >® Q
Legend > Application & Total Flows & Total Bytes & Total Packets & Average Bit Rate & Average Packet Rate & Peak Bit Rate & Peak Packet Rate &
- rfb 28 943.59 MB [ 8.39 Mbps 0pps 18.19 Mbps Opps
- https 36,126 684.47 MB 74,694 6.08 Mbps 82.99 pps 8.76 Mbps. 204 pps
perforce 1,297 612.04 MB 0 5.44 Mbps Opps 11.38 Mbps Opps
- ssh 2,656 408.56 MB 19918 3.63 Mbps 22.13pps 4.18 Mbps 50 pps
- rtp-video 30 386.63 MB 285,122 3.44 Mbps 316.80 pps 3.81 Mbps. 351 pps
smb. 1,507 239.73 MB [ 2.13Mbps 0pps 452 Mbps Opps
- pandora 2430 238.96 MB [ 2.12 Mbps Opps 2.57 Mbps Opps
- http 1,733 224.46 MB 1,164 2.00 Mbps 1.29 pps 3.06 Mbps 1pps
epnsdp 19 221.03MB 2,965,351 1.96 Mbps 3.29 Kpps 29.46 Mbps 49.42 Kpps
- p 208 219.36 MB 81,268 1.95 Mbps 90.30 pps 3.52 Mbps 125pps

To edit a report, use either the Copy and Load Parameters buttons.
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Application, Last Fifteen Minutes View Options ~ Share Download schedule | Copy | Close

[—
Application (Flow) L’}’} ]
Devic

Execution Type: Time Series  SomBy:BtRate  BinDuration: Ao Start Time: Feb

Warming

B Rate (Mbps)

Page| 1| yaz > Q 11 )
Legend & Application & Total Flows & Total Bytes & Total Packets & Average Bit Rate & [Average Packet Rate & Peak Bit Rate & Peak Packet Rate &
- 28 94350 MB 0 839 Mbps Opps 18.19 Mbps apps
- htps 36126 684.47 MB 74,694 6.08 Mbps 8299 pps 876 Mbps 204 pps
perforce 1207 61204 MB 0 5.44 Mbps opps 11.38 Mbps 0pps
- sh 2656 408.56 MB 19918 363 Mbps 2213pps 418 Mbps 50 pps
= rpvideo 30 386.63 MB 285122 3.44 Mbps 316,80 pps 3.81 Mbps 351 pps
smb 1507 239.73MB 0 213 Mbps opps 452 Mbps 0pps
&  pandora 2,430 238.06 MB 0 212 Mbps 0pps 2.57 Mbps 0pps
- 1733 224.46 MB 1164 200 Mbps 1.29pps 3.06 Mbps 1pps
epnsdp 19 221.03MB 2,965,351 1.96 Mbps 329Kpps. 29.46 Mbps 49.42 Kpps
- 208 21936 M8 81,268 1.95Mbps 90.30 pps 3.52 Mbps 125pps
RUN OR EDIT REPORT(S)
GENERAL SETTINGS REPORTLIST REPORT DETALS
Foolnote “ Application (Flow) Fost B B peame 2
+
Time Zone. | ost Report Description E
(GMT05:00) America/New York
Time Range | Devices.
Custom | AlIWAN Devices
SartDate  SartTime EndDote  EndTime vy
ommn w2 enun 123 WA nterfaces
Flax Ssarch © Flex Search ©
Display Filer Display Filtr

No Display Fiering

Gancel Sove s Template

Both buttons provide similar capabilities, with subtle key differences.

Button Description

Copy will keep the Time Range picker the same as the original report

Time Range
Copy Last Fifteen Minutes

The Load Parameters icon will use the absolute time of the original report.

Time Range
,Q Custom
Start Date Start Time End Date End Time
02/11/2021 1221 02/11/2021 12:36

The Schedule button opens the Schedule Report modal.
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i i
Application, Last Fifteen Minutes View Options ~ Share Download ! Schedule ! Copy Close
'

Application (Flow) & 3

Device: All WAN Devices  Interface: A erfaces  Display Filter: No Display Fltering  Direction: Outbcund  Flow Type: Basic Flow  Execution Type: TimeSeries  Son By:GitRate  BinDuration: Auto  Start Time: Feb 11, 2021 122159 £5T (GMT-0500)
End Time: Feb 11,2021 123659 EST (GMT-OS:00)  Bin Interval: 1 minute.
Waming: *This report is bosed in part on sampled flow data, therefore it s an approximation based on incomplete data. In this repert, sampled flow data are extrapoloted by applying the sampling mutipher

- o =
. = perforce
T -
4 - npvidec
s P
] - pandora
§ = - p
g esnsdp
0
Total
0
200 122000 122500 2700 zzme 1229m0 1IN0 1ZI00 129}0 123400 123500 123600 123659
rae (1) 102 >3 Q m &
Legend & Application & Total Flows & Total Bytes & Total Packets & Average Bit Rate Average Packet Rate & Peak Bit Rate & Peak Packet Rate &
- 28 94350 MB 0 8.39 Mbps 0pps 18.19 Mbps 0pps
- htps 36126 684.47 MB 74604 6.08 Mbps 8299 pps: 8.76 Mbps 204 pps
m perforce 1,207 61204 MB 0 5.44 Mbps opps 11.38 Mbps 0pps
- sh 2656 408.56 MB 19918 3,63 Mbps: 2213pps 418 Mbps S0pps
- rpvideo 30 386.63 MB 285122 3.44 Mbps 316,80 pps 3,81 Mbps 351 pps
smb 1,507 239.73MB 0 213 Mbps opps 452 Mbps 0pps
& pandora 2,430 238.06 MB 0 212 Mbps 0pps 2.57 Mbps 0pps
- 1733 224.46 MB 1164 2.00 Mbps 1.29pps 3.06 Mbps 1pps
epnsdp 19 221.03MB 2,965,351 1.96 Mbps 329Kpps. 29.46 Mbps 49.42 Kpps
- 208 219.36 MB 81,268 1.95Mbps 90.30pps: 3.52 Mbps 125pps

SCHEDULE REPORT

Name

Application, Last Fifteen Minutes

Run Report
Hourly

(i) Reports will be created on the hour for the previous hour.

Schedule Ends

Never

Time Zone DST
(GMT-05:00) America/Mew York

Cancel Schedule

The Schedule button opens the Schedule Report modal.
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SCHEDULE REPORT

Application, Last Fifteen Minutes

Run Report
Weekly

Start Day End Date
Sunday Saturday

Schedule Ends End date End time
By 03/12/2021 10:15

Time Zone DST

The Schedule button opens the Schedule Report Modal.

Schedule Ends Description

Never

Run Report Description

Hourly Reports will be created on the hour for the previous hour.

Daily Reports will be run at midnight using the Start Time / End Time

Weekly Reports will be run at midnight on Sunday for previous week with the Start Day/ End Day

Monthly Reports will be created on the 15 for the previous month.

Schedule Ends Description

Never

After

By Provide a specific date

General Settings | Description

Time Range Selects the time window used by all member reports

Flex Search Advanced filtering capability for selecting the data of interest to be presented by the member reports.
This Flex search will be “ANDed” with any report specific Flex Search.

The Download button will provide a PDF copy of the report.

i
Application, Last Fifteen Minutes View Options share | Download | Schedule copy Close

Application (Flow) #

]

o Direction: Out

Execution Type: Time Series

Bin Duration: Auto.  Start Time: Feb

Waming

Bt Rate (Mbps)

Page| 1| yaz 3 Q oL
Legend & Application & Total Flows & Total Bytes & Total Packets & Average Bit Rate & Average Packet Rate & Peak Bit Rate & Peak Packet Rate &
[ 28 943.50 MB 0 839 Mbps opps 18.19 Mbps opps
- hips 36126 68447 MB 74,694 6.08 Mbps 8299 pps 876 Mbps 204 pps
perforce 1297 61204 MB 0 5.44 Mbps Opps 11.38 Mbps 0pps
- ssh 2,656 40856 VB 19918 363 Mbps 2213 pps 418 Mbps 50pps
S rpvideo 30 386.63 MB 285122 3.44 Mbps 316,80 pps 3.81 Mbps 351 pps
smb 1507 23073 MB 0 213 Mbps Opps 452 Mbps 0pps
@ pando 2,430 238,06 MB 0 212 Mbps opps 257 Mbps opps
- 1733 224.06 VB 1164 2.00 Mbps 1.29pps 3.06 Mbps 1pps
epnsdp 19 221.03MB 2,965,351 1.96 Mbps 320 Kpps 29.46 Mbps 49.42 Kpps
- 208 219.36 MB 81,268 1.95Mbps 90.30 pps 3.52 Mbps 125pps
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-
Opening Application, Last Fifteen Minutes.pdf u

You have chosen to open:

B Application, Last Fifteen Minutes.pdf

which is: Portable Document Format (PDF) (122 KB)
from: blob:

What should Firefox do with this file?
@‘,-'Opgn with Firefox

() Save File

The Share button will copy a URL to the clipboard. When this URL is used, sign-in is not required to
see the report.

h i
Application, Last Fifteen Minutes ViewOptions ~ ! Share ! Downioad Schedule copy Close

Application (Flow) -

NDevices  Intertacs

Display Filter: No Display Fitering Flow Type: Execution Type: Time Series  SonBy:BtRate  BinDuration: Auto  Start Time: Feb 11,2021 12.21:59 EST (GMTS00)

H

soe| 1 | a2 Q o &
Legend & Application & Total Flows & Total Bytes & Total Packets & Average Bit Rate & Average Packet Rate & Peak Bit Rate & Peak Packet Rate &
- 28 943.59 MB 0 839 Mbps Opps 18.19 Mbps Opps
- hps 36126 684.47 MB 74,694 6.08 Mbps 8299 pps 876 Mbps 204 pps
perforce 1297 61204 MB 0 5.44 Mbps Opps 11.38 Mbps 0pps
- ssh 2,656 40856 VB 19918 363 Mbps 2213 pps 418 Mbps 50 pps
mn npvideo 30 386.63 MB 285122 3.44 Mbps 316,80 pps 3.81 Mbps 351 pps
smb 1507 23073 MB 0 213 Mbps Opps 452 Mbps 0pps
= pandora 2,430 238,06 MB 0 212 Mbps opps 257 Mbps opps
- 1733 224.06 VB 1164 2.00 Mbps 1.29pps 3.06 Mbps 1pps
epnsdp 19 221.03MB 2,965,351 1.96 Mbps 320 Kpps 29.46 Mbps 49.42 Kpps
- 208 219.36 MB 81,268 1.95Mbps 90.30pps 3.52 Mbps 125pps

@ Sharable URL Copied to Clipboard X

Custom Reports

Custom reports allow you to design your own Flow report(s) based on most any Flow key and met-
ric field.
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Topology

= Stories

. LiveNA

Configure

Custom Reporis

Add Q

Rows:

To create a new Custom Report, click Add.

Custom Reports 136



LiveNX Operations Dashboard User Guide

Custom Reports

I
I Add 1 Edit Delete

The Create Custom Report modal appears. Enter a Name, Type, Direction, and optionally provide a
Report Description. When finished, click Next Step.

CREATE CUSTOM REPORT

o ings Keys and Metrics.
Name * Type Direction

MyCustomReport Basic Flow Inbound
Report Description

This is my custom repor{

Cancel

Select the desired Keys and Metrics flow fields.
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CREATE CUSTOM REPORT

General Settings o Keys and Metrics
Keys Q Metrics Q
NAME G FIELD NAME & SEARCHSTRING &  FIELDID & PEN s __ _Name G FIELD NAME & FAEL & PEN i+
- T
I ' 1 '
By B
I ] I
1
| iProtocol protocolldentifier flow protocl 4 Standard A B nByes octetDetaCount 1 Standard ~
i i 1
! Isrc pscP IpClassOfService  flowtos sic 5 Standard | B nPackets packetDeltaCount 2 Standard
! Isre Port sourceTranspor..  flow.port src 7 Standard ! 'out Bytes postOctetDeltaCount 23 Standard
| A ' 1
1 :Src 1P Addr sourcelPvdAddr..  flowip.src 8 Standard : 10ut Packets postPacketDeltaCount 24 Standard
I

! \Src Prefix Len sourcelPvaPrefi.  flowmask src 9 Standard ! IMin Packet Len minimumipTotalleng.. 25 Standard
i ! i i
| nie ingressinterface  flowifidx.in 0 Standard | IMax Packet Len maxmumipTotallen.. 26 Standard
I ] 0
' 1Dst Port destinationTran...  flow.port dst n Standard M ITotal Bytes Exported | exportedOctetTotalC.. 40 Standard L

Preview

Rearrange by dragging the headings below

i SicIP Addr i SwDSCP I InBytes i In Packets

Under the Preview section, you can drag the headings to reorder them.

CREATE CUSTOM REPORT

General Settings o Keys and Metrics
Keys Q Metrics Q
NAME $ FIELD NAME $ SEARCHSTRING & FELDID [ s NAME £ FIELD NAME ¢ mAaDD < oPEN ¢
a2 -]
Protocol protocolldentifier  flow.pratocol 4 Standard A B nBytes octetDeltaCount 1 Standard A
Src DSCP ipClassOfService  flowlos.src 5 Standard B inPackets packetDeltaCount 2 Standard
Src Port sourceTranspor..  flow.port.sic 7 Standard Out Bytes postoctetDeftaCount 23 Standard
Src IP Addr sourcelPvdAddr..  flowip.src 8 Standard Out Packets postPacketDeltaCount 24 Standard
Src Prefix Len sourcelPvaPrefi.  flowmask.src 9 Standard Min Packet Len minimumipTotalleng.. 25 Standard
InIF ingressinterface flow.ifidx.in 10 Standard Max Packet Len maximumipTotalLen... 26 Standard
Dst Port destinationTran...  flow.port dst n Standard i Total Bytes Exported | exportedOctetTotalC.. 40 Standard L
Preview

i SrciP Addr ii SrcDSCP il InBytes i1 InPackets

In this example, the In Packets field has been moved.

Preview
Rearrange by dragging the headings below

|
i SrcIP Addr I scDscP i i InPackets
|

Cancel Previous Step

When finished, click Save.
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CREATE CUSTOM REPORT
General Settings e Keys and Metrics
Keys Q Metrics Q
NAME ¢ FIELDNAME $  SEARCHSTRING $  FIELDID ¢ PEN < NAME G FIELD NAME ¢ FEDID o PEN s
a a
Protocol protacolidentifier  flow.protocol a Standard A B inByes octetDeltaCount 1 Standard ~
Src DSCP ipClassOfService ~ flow.tos.src 5 Standard InPackets packetDeltaCount 2 Standard
sre Port sourceTranspor..  flow.port.src 7 Standard Out Bytes postOctetDeftaCount <} Standard
Sre IP Addr sourcelPv4Addr..  flow.ip.src 8 Standard Out Packets postPacketDeitaCount 24 Standard
Src Prefix Len sourcelPvaPrefi  flow.mask stc 9 Standard Min Packet Len minimumipTotalleng.. 25 Standard
InIF ingressinterface flow.ifidx.in 10 Standard Max Packet Len maximumipTotalLen... 26 Standard
Dst Port destinationTran... | flow.port dst n Standard ~ Total Bytes Exported _ exportedOctetTotalC.. 40 Standard R
Preview
Rearrange by dragging the headings below
i SrcIP Addr i SicDSCP i In Packets i InBytes
: |
'
Gancel Previous Step 1 m |
i
[I— )

The report will be listed under Custom Reports.

Custom Reports

NAME ¢ pEscRTION &

This iss my custom report

To run the custom report, go to Flow > Custom.

REPORT DETAILS

B Flow 2
Address w
Analysis v
AnyConnect v
Application Performance (AVC) v
Applications v

E MyCustomReport E
Developer Only v
Firewall v
LiveAgent v
Miscellaneous v v

Cancel Save As Template

It will have the same familiar parameters as any other built-in Flow report.
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CREATE REPORT
GENERAL SETTINGS REPORT DETAILS
T . ~
Name © B ReportDescription Sort By
+ In Packets
Presentation Mode Devices Flow Type
Standard All Devices Basic Flow
Footnote Interfaces Business Hours
Allintertaces
Gannon be used with Al evices
Time Zone B ost Flex Search © Bin Duration
(GMT-05:00) America/New York X Auo
Time Range ‘Should Walt For DNS Resolution
Last Fifteen Minutes. False
Flex Search © Direction
x Inbound
Display Filter Display Filter
No D Filteri
v o Display Filtering -

Cancel Save As Template

Below are the results of this example custom report.

‘Should Wait For Dns Resolution: false  Direction: Inbound Bl Duration: Auto  Execution Type: Time Series  Interface: All Interfaces  SertBy:In Packets  Display Filter: No Display Filtering  Deviee: All Devices  Flow Type:Basic Flow  Start Time: Oct 26, 2021 11:38:26 EDT (GMT-04:00)
End Time: Oct 28, 2021 11:53:26 EDT (GMT-0400)  Server Name: Test Server 1d5{24323r  Bin Interval

1 minute

™ - 0 (5E)/10.10051 23
10.100.51.69

2510

™ ) 51(192.30

= (ee)10.10051 71
20722343749
= 0 (8£)/10.100.51.29
Totsl
]
1:39.00 1:40:00 1:41:00 14200 11:43.00 11:4400 11:4500 11:46:00 1:47:00 1:46:00 114900 11:50:00 115100 1:5200 115326
page | 1 1100 >» Q m &
Legend & SrcIP Addr & SrcDSCP & In Packets & In Bytes &

- 10.100.51.23 0(BE) 2573456 3.72GB
=8 101005169 0(BE) 2,549,384 3.49GB
72.23437.49 0(BE) 1808 1.87 MB
- 178792510 0(BE) 529,178 792.59 MB
- 10.100.51.19 0(BE) 499,341 730.80 MB
LiveactionTest (192.30.255.113) 18 (AF21) 465,754 657.33MB
- 10.100.51.17 0(BE) 445,209 619.46 MB
- 101005121 0(8E) 383,408 522,00 MB
7223437.49 2 370,899 10.05MB
- 1010051.29 0(BE) 369,406 486.46 MB

View Schedule

LiveNX allows one to schedule reports hourly, daily, weekly, and monthly. These can be accessed
from View Schedule for easy access to past iterations of a report of interest.
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A Main

& Topology

= Stories

|l Reports

= .
@, LiveNA

# Configure

The calendar at the far right of the page provides quick access to focus the view to a specific day’s
schedule reports. By default it will list all possible results.

View schedule View Reports
T T T T T T T 1
Q Reports For: Jan 315t - Mar 13th, 2021 i ¢ Feozom Todey |
. I
8 M T W T F S '
Scheduled Groups Ty ~ B ;
] ! 12 3 4 5 & |
ipsla test ( 300/ 300 reports ) : i
& - 78 9 W o2 |

'
'
Daily PO
'
I

WAN Interface Gapacity 13/ 13 reports )

In this example the, one day has been selected and just that day's reports are shown.

View Schedule View Reports

Q Reports For: 2/1/2021 m < Feb2021 Today

Scheduled Groups Hourly =

ipsla test ( 24/ 24 reports )

o oo oo

Daily ~
B WAN Interface Capacity ( 1/ 1 reports )

@ Start Date: Jan 31, 2021 08:29:00 EST (GMT05:00)  End Date: Feb 01,2021 08:29:00 EST (GMT-05:00) a

Use the Display Full Calendar button to see all results.
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Display Full Calendar

Click on the Completed link to see the report scheduled report results of interest.

View Schedule

Q Reports For: 2/1/2021

Hourly

@ ipslatest 24/ 24 reports )

Daily

9 WAN Interface Capacity (1/1 reports )

View Reports > Schedule History: WAN Interface Capacity

< & Fen20n x o |

WAN Interface Capacity i Dally Exccuted st ¢ Feb 01,2021 062905 EST (GMF0500) 3
© Feb01,2021 0829
@ Feb02,202 0829 Interface Banawicth (SKMP)
@ Feb 03, 202 0629 Device: FTR_Seatie  BinDuration: s Ietertace: GigabEthemet2 ‘stant Timee € nd Time:
ol e St Soat Sanios Provider NELS I Capacty: 200KEps okt Capaciy: 20 Ko
© Feb05,202 o829
@ Feb06,2 o829 i
@ Feo07,2021 0829 1

i
@ Fenos, 20 0829 H
@ Fen0s,202 0829

[ 0

=X 0829 °
@ Feo11,2m 089 5 a
@ Feb 12,202 0829

Legend & Name Average & 95th Percente Bandwidth 99 Percentie Bandwidth &

W iobound Bondwidin 10543 Kops
== Oumound Bandwidih 20804 Kops

Interface Errors (SNMP)

£

i

Scheduled Groups provides management for the scheduled reports.

View Schedule

Qa Reports For: Jan 315t - Mar 13th, 2021
Hourly

@ ipsla test ( 300/ 300 reports )

Daily

@ WAN Interface Capacity ( 13/ 13 reports )

 Hourly £ Daily 1t Weekly  Morthly

€ Feb2071 Today

Viw Options ~

Peak Bandwidth &

n &
15631 Kups
30143 Kups.
View Reports
< Feb20m1 Today

Clicking on the template name allows editing of the template’s configuration.
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View Schedule

Q

Scheduled Groups

(&)
o
=]

Alert Count By Category

&
o
=]]

ipsla test
. aas .
WAN Interface Capacity R om
—_— ..
d o o e e o o = 1
RUN OR EDIT REPDRT(S)
Prp— R—
Name Interface Bandwidth (SNMP) ] Report Name
WAN Interface Capacity] Interface Errors (SNMF) ]
Interface Utilization (SNMP) ]
Presentation Mode Report Description
Standard =|  Post-Policy Drops (SNMP) ]
Application (Flow) (]
Footnote Devices |
Application (Flow) (] 3
DSCP (Flow) L]
Time Zone B ost Interfaces
DSCP (Flow) ]
{(GMT-05:00) America/New York GigabitEthemet2
Source Address (Flow) ]
- B
me Range Destination Address (Flow) & LI
Last Fifteen Minutes Auto Bin
Add New Report +
Flex Search Execution Type

ol whane | et [

The Show Recent Results button provides quick access to the Scheduled Report data.

View Schedule

Q

Scheduled Groups

I
|
"

o
al

(&)

Alert Count By Category

&
2]
=]

ipsla test

1T
-

=]

(&)

WAN Interface Capacity

Femm—————————
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View Reports > Schedule History: WAN Interface Capacity

< 1 Fen201 * )
WAN Interface Capacity i Dally Exscutedat: ¢ Feb 01,2021 0B:29:05 EST (GMT0S00) >
@ Feb 01,2021
) Interface Bandwidth (SNMP)
= Device: TR Soatle B Duation: Auto B Interfoce: DigabilEtherned?  Execution Type: Tene Sevies  Stat Time: Jon 31, 2021 082900 EST (GMTO500)  End Time:Feb 07, 2021 08.29.00 EST (GMT05.00
o Shar Satle Sarvico Prowdsrs MPLS  Input Capacity: 200053 Ouaput Capacity: 200 K%
@
@ 3
§
2 § o
@
@ \ s
& Q
@
Legend & Name Average & 95th Percentile Bandwidih & ‘99th Percentile Bandwicih &
W Inbound Bandwidth 103.91 Kbps 105.43 Kbps.
@ Outbound Bandwidth 202.09 Kbps 205,04 Kbps:

Interface Errars (SNMP)

—

View Options.

r
e
m &
Peak Bandwidth &
105 56 Kbps 156,31 Kbps
205.18 Kops 301,43 Kbps

Beo

The Schedule button provides access to modify the template’s schedule.

View Schedule

Q

Scheduled Groups

(&)

Alert Count By Category

&

ipsla test

=]

(&)

WAN Interface Capacity

Esssssssssam=d

SCHEDULE REPORT

Name

Run Report
Daily

Start Time

08:29
End Time
08:29
Schedule Ends

Never

Time Zone DST
(GMT-05:00) America/New York

The icons indicate the type of schedule enabled for the template.
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% Hourly ::° Daily 33* Weekly ¥ Monthly

The Delete button disables the template’s schedule. It does not delete the template.

View Schedule

Q

Scheduled Groups

1
I
]

2
ol

Alert Count By Category e

ipsla test

=]

(&)

WAN Interface Capacity

b
o
W ETE

The scheduled View Reports page is very similar to a standard Report view, but for the following
exceptions:

View Reports > Schedule History: WAN Interface Capacity View Schedule m
T ' e
WAN Interface Capacity i Daily 1 Executedat: ¢ Feb12,202108:29.04 EST (GMT0500) > } View Options ¥ 1 1
S o
Interface Bandwidth (SNMP) s o
Devico: RTR St letertace: GgabitEthonat?  Enecuion Type: Bin Duraton: Auto B Stat Time: e 1,3 00 EST (GMY. End T iy 1 . Itestace escription
Sarvico Provider: LIFLS  Inpu Capacit Outpus Capacity
i:
¥
H
4
Q m &
Legend & Name & Average & 95th Percentile Bandwidth & 99th Percentile Bandwidih & Peak Bandwidth &
WD inbound Bandwidth 103.90 Kbps 105.37 Kbps 105.47 Kbps 15588 Kbps.
@ Outbound Bandwidin 202.09 Kbps 204.97 Kbps 205,11 Kbps 300.40 Kbps.
Interface Exrors (SHMP) $ 0
Devios RTR.Sestte  intect w2 Execution Type: Start Tine e " ) End Time: Fe ZO0EST (GMT Intestace Descrption: Cornected 1o MPLSCore St Seattle
Service Provider; LS Inut Capacly: 200 Kips  Outpt Capaciy:

The calendar can be used for quick navigation to specific past iterations of a report.
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View Reports > Schedule History: WAN Inf

Feb 01, 2021
Feb 02, 2021
Feb 03, 2021
Feb 04, 2021
Feb 05, 2021
Feb 06, 2021
Feb 07, 2021
Feb 08, 2021
Feb 09, 2021
Feb 10, 2021
Feb 11, 2021

Feb 12, 2021

< | B Feb, 2021

) F Feb2021

@ F
@ F
© F
@ F
@ F
@ F
@ F
® F
@ F
@ F
@ F

s M T W T

7

1 2 3 4

8 9 10 M

Cancel

08:29 i3
08:29 i3
08:29 i
08:29 i3
08:29 i
08:29 i3
08:29 i
08:29 i3
08:29 i
08:29 i3
08:29 i

08:29 i

WAN Interface Capacity 3% Dai

Apply

<

2021

wP)

ce: GigabitEthe
ler: MPLS 1

1z:00

inpouna Bandwidth

Past and future iterations of a template can be controlled via the paddles at the top of the report.

Executed at: <

The familiar options are rolled up under a menu button.

Feb 12, 2021 08:29:04 EST (GMT-05:00)

>
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View Options v

Share
Download
cription: Connectedi Schedule

Copy
d Bandwidth
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In this chapter:
LiVEN A . 149
Predictions . ... ... 153

148



LiveNX Operations Dashboard User Guide

LiveNA

LiveAction LiveNA is an optional AlOps platform that integrates with LiveNX.

It is accessed via LiveNX's Operation Dashboard. LiveNA applies ML/Al for learning the network's
normal and detecting anomalies and making predictions of performance changes.

LiveAction

A Main

s Topology

= Stories

il Reports

@, LiveNA

/& Configure

The LiveNA Summary page provides an overview of the Insights and Anomalies detected.
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Reports

. LiveNA

/& Configure

-+

Filters can be applied to focus on the specific entities of interest:
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LiveNA Summary |

Site
Insights by R t Det
nsights by RecentDete | .
Insights La

Tag
Application netfli.. 25

Region

Application citrix.. 25
Application citrix.. 25 Application

Application eigrp.. 28] |nterface

Application netbi.. 25
Service Provider

Application Ms-0.. 28 ey e

Application web... 25 Jan 2021, 01:00FPM

Application lanre.. 25 Jan 2021. 01:00PM
Widgets provide links to a curated list of Insight.

LiveNA will baseline tracked metrics and learn its normal threshold. The threshold will evolve with
the underlying network usage and performance. Detected anomalies will be highlighted on the

graph.
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Topology

= Stories

Reports

. LiveNA

/& Configure

RTR_London |t (netwrk service) Bandwidth bsights

T W Total Anomalies:
‘ Latest Ancensly 73 480 2021, 0200 (GM105.00)

S

RTR_London | ip (3680.4i40) B3nswiam Insigts. 0.

Peak it st

B e JR—

‘ Latest ancenay

@ avomaly @ Actual = Thresnos

RTRLondon | Mip (wet) Bandwiath nsights

T Total Anomalies: E
s % '
b Mt —
' u Average 1t Rate: 493 582005
i i i

Filters can be applied to focus on the specific entities of interest:
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LiveNA Insights |
Site

Sortby Date:  Recent f )
Device

RTR_London | lanreva Tag

Region
3
Application
G 9 Application Group
-8
=]
x
= Interface
[}
o
&1 Service Provider

I

Clicking an anomaly will bring up more detail and an option to cross-launch into a curated LiveNX
report template for more details.

LiveNA - RTR_Londan | etbiss-ns (netbios-qrous) Bandwidth insights | Quibound
tap Comarsatns (How)

Asamaly egarted ot 23 Ji 2021, 0700 (DMT4308)

Do TR 4 Dyt

Logeed = Pk Packes e e Cowmry Gn Coumy
- s ooum e - ™
- Soae [ 20, ssaps - o
Seate - 20k 0000 bes I
- Seaie 12ty ook e oo I
Dscr (Fiew)

Acamaly roported st 23.Jam 2021, 0703 (OMTS300)

Lapend s D3CR Tot Flowa & TotalBraa & Touw Packens Arerage B R & Bearuge Puchat Rare 5 Pk B Rate & Paak Pucket e

Predictions

LiveNA predictions will collect the previous 13 months of historic data and trend its usage.

It will highlight any past threshold crossing events and predict up to 4 months of future events.
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#A Main

it Topology

= Stories

ldd Reports

/# Configure

= LiveAct

Predictions

GBSFO — SANA W

Device: PACSRO4

Interface: TenGigabitEtharnat1/1/2

Interface description:

i ___//z‘—\_,_/—a'\v./—\ : Sit: 68570

autotunnel for YRF defoult

Service provider: SANA

] Thes

id bounds (max/min) Capacity (100Mbps) - Baseline  — Actual bandwidth  © Broakpoint

GBSFO — SANA WAN Int zation Baselir .

Device: PACSRO4
Interface: TenGigabitEthernet1/1/2

Interface description: PFR auto tunnel for VRF default

Site o

Service provider; SANA

A E— T

Threshold bounds (max/min) Capacity (100Mbps)  — Baseline  — Actual bandwidth O Breakpoint

SPOKE2_248 — Loopback277323 WAN Interf lizaf

Device: SPOKE2 248

Interface: Loopback277323

Interface description:
‘_/\_/—\/,/—\ Site

Service provider

Threshold bounds (max/min) - Capacity (100Mbps) - Baseline  — Actual bandwidth O Breakpoint
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