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About Grid

Crid is an Saa$S based cloud service provided as part of the LiveWire maintenance subscription for managing,
configuring, and monitoring certain aspects of LiveWire devices, both physical appliances and virtual. Crid is the
preferred way to manage and configure one or more LiveWire appliances from a single pane of glass in the cloud.

This guide describes how Grid works in conjunction with your network and LiveWire device. Additionally,
instructions for setting up and using Grid with your LiveWire device are also included.

Grid is a completely new implementation of the DMS (Device Management Service) SaaS offering.

Grid Portal

Grid portal is hosted in the cloud at https://grid.liveaction.com/. Grid portal displays all of a customer’s LiveWire
devices, both physical and virtual, in an interactive list. From the Grid portal many aspects of the LiveWire devices
can be configured individually, as well as in bulk.

Grid on LiveWire

The DMS service running on the LiveWire device is the liaison between Crid portal and the LiveWire device. The DMS
service is enabled by default, but can be enabled or disabled from the LiveAdmin Utility on the LiveWire device. See
Enabling Crid Support on page 26.

Grid Communications

The diagram below illustrates how communication flows between LiveWire and Crid.

LiveWire and Crid portal both communicate through a well-defined REST-API over HTTPS. If necessary, LiveWire can
also be configured to use a proxy server using LiveAdmin.

All communications between LiveWire devices and Crid portal are initiated by the device. In other words, from the
LiveWire point of view communication is outbound only. This is more secure, and practical, since most enterprise
networks allow connections to be done from the inside-out, but not from the outside-in. This means that all actions
initiated by the user through Grid portal are queued up until the device connects to Grid and requests the
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configuration. The default interval for how often LiveWire checks the Crid for configuration changes is 10 minutes.
The interval can be changed using the LiveAdmin utility.

DMS - Communication Overview
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Grid Registration

When a LiveWire is purchased, it is entered into Crid automatically, and associated with the customer account. If itis
the first LiveWire the customer has purchased, the accountis created, and an email invite will be sent with a link to
login to the Grid portal account.

When a LiveWire device is first connected to the network and either gets an IP automatically through DHCP or is
given a static IP address, it will reach out to Crid portal and register itself. During the registration process, Grid will
attempt to activate the LiveWire, and Crid will return any configuration changes that were made using the DMS
portal.

When a user logs in to Crid portal they will see all of their LiveWire devices. Even if the devices have not been
connected to the network, configuration changes can still be made to the device. When the device does connect to
Grid portal, the configuration changes will be applied to the LiveWire.

Grid Automatic Activation

During the registration process, Crid portal will automatically activate the LiveWire. The result of the activation is a
license file that is installed onto the device. With the license installed, the user will not have to perform this process
manually the first time they connect using Omnipeek. Instead, the user will be able to go right to work on creating a
capture and using LiveWire.

If the LiveWire is factory reset, it will lose the activation file. In this case, when the LiveWire is given an IP address and
registers with Grid portal, it will be given the license file again, and become activated.
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Using Grid

Managing and Configuring LiveWire Devices

If you have one or more LiveWire devices, you can use Grid to manage and configure these devices from the cloud.
In order to use Grid for the LiveAction appliance, you must first enable the Enable Centralized Management option
in the LiveAdmin utility as described in Enabling Crid Support on page 26.

Note When Centralized Managementis enabled, you can make local changes to the LiveWire device
using the LiveAdmin utility; however, changes made with Grid will overwrite any local changes
made with the utility.

Note All Grid communications require that the LiveWire device has Internet access and is able to
access various websites including https://grid.liveaction.com and https://
mypeek.liveaction.com using TCP over port 443. If necessary, configure a DNS server to resolve
the URLs above.

Additionally, all Grid communications are initiated by the LiveWire device, so it is not necessary to open a portin
the firewall for communications.

To use Crid to manage and configure your LiveWire device:
1. Login into Grid at https://grid.liveaction.com.

A LiveWire device record is added to Salesforce and it calls the register call. If the user does not already exist in
the associated Okta Org a user is created and the credentials are sent out. Second, when an existing Grid user
adds a new user to their account, credentials will be sent out.

) E grid.liveaction.com/login

LiveAction

. Keep me signed in
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Grid Devices Tab

Crid Devices tab displays the LiveWire devices associated with your account. A description of the available options

and settings in the Devices tab is provided below.

Q @ MonNov11 7:21AM

grid-galiveaction.com/devices

Devices

LiveAction

Templates

Device State: N/A:27  Registered Devices: 7 Activation Status:

DEVICE SERIAL DEVICE NAME HOST NAME DEVICE STATE 1P ADDRESS. 1PV6 ADDRESS LocaTion

Al

1100

PowerCore_cg

Edge

Virtual

Virtual

Virtual

Edge

Edge

Capture Engine 3200

Capture Engine Edge

GlangOnEdge197 Edge Giang address goes here

Capture Engine Virtual

Capture Engine Livewire Capture PaloAlto Paloalto

Capture Engine Virtual

Edge

Edge

Capture Engine Livewire Virtual

Device State

27 Decommissioned Devices: 3

RO 8 0@ § AO W =

Configuration Status:

ASSETTAG

my assettag

LiveVirtual

TIME ZONE

America/Los_Angel

America/Los_Angel.
America/Los_Angel.
America/Los_Angel.

Pacific/Honolulu

America/Los_Angel...

America/Los_Angel...

America/Los_Angel

PURCHASE DATE

202307-24T10:59:

202307-26T10:59:

2023-07-26T10:59:

202401-22T0000:

2023-02-05T00:00:

2023-02-05T00:00:

2023-07-26T10:59:

2023-07-24T10:59:

202407-24T00:00:

2022-11-14T00:00:

2022.0515T21:52:

20231212T12:59:

197001-01T00:00:

202312-01T12:59:

202307-26T10:59:

20240522T10:59:

197001-01T00:00:

The Device State displays whether the device is able to connect to the DMS portal.

o Up: Displays the number of devices that were able to connect to the Grid portal

o Down: Displays the number of devices Crid has not heard from in the last two intervals

10 minutes.

o N/A: Displays the number of devices that are not available to the DMS portal.

Registered Devices

The Registered Devices displays the number of devices that have registered with Grid.

° Present Displays the number of devices that have registered with Crid.

o None: Displays the number of devices that have not registered with Grid.

Activation Status

The Activation Status displays the number of devices that have been activated.

° Present Displays the number of devices that have been activated with Grid.

o None: Displays the number of devices that have not been activated with Grid.

©h + B

& Support (LiveAction)

EXPIRATION DATE

2030123171059
2030123171059
203012:41T10:5:
203312:31T00:00:
203112.01T00:00:
2031120170000
2030123171059
2030123171055
203008.01T11:55:
2024113070000
2031010170755
2028121271259
2025120170000
20281201T1259:
2030123171055
20240530T10:55:

2024-0531T10:59:

The default interval is

LiveAction.com
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Template

Click the Template button to select a template to apply to the selected devices. Templates allow you to apply
version-specific settings to one or more devices. To create a template or modify an existing template, see Grid
Templates Tab on page 19.

@R O 9 @ § A O W T Q 8 MonNovil 7:27aM

eoe M - < o o grid-qaliveaction.com/devices 3 © 0 +

& Support (LiveAction) ]

LiveAction Devices Templates

Device State: Registered Devices: 7 | Activation Status: jone: 27 | Decommissioned Devices: 3 Configuration Status:

Configure Status Management
DEVICE SERIAL e HOST NAME DEVICE STATE P ADDRESS 1PV ADDRESS. MoDEL. LocaTioN Time Zone PURCHASE DATE EXPIRATION DATE
All v
Livewire Capture PaloAlto Paloalto LiveVirtual America/Los Angel.  1970-01-01T00:00:..  2025-12-01T00:00:.

Livewire Virtual America/Los Angel..  1970-01-01T00:00:..  2024-05:31T10:59:.

Configure

Click the Configure button to configure the selected devices. If multiple devices are selected, certain configuration
options will not be available and greyed out; for example, the Device Name. There are tabs available for configuring
Settings, Time Settings, and Authentication.

Settings

@A GO ® O @8 § AG® W T Q 8 MonNovil 7:30AM

eoe M - < @ grid-qa liveaction.com/devices/28bc887a-daf7-ce1-babg-abbf149f66af2tab=configure ©h + 0O

LiveAction Devices Templates ® v & suppor (LiveAction)

Devices > Capture Engine (0f44c674-6adc-492¢-be0a-919525491dab)

Device Details
Configure capture Engine (0f44c674-6adc-492c-be0a-919525d91dab)

Device State:
Device Name * Host Name * Registered:

Capture Engine Iveaction Activation Btatua:

Configuration Status:
1PvA settings

1P Assignment DHCP Timeout * jon: 243023

2 Configure orce o w

Device Serial: Ofadcs74-6adc-4926-be0ad
v setinge 19525091dab
1P Assignment Capture Engine
Disabled Host Nar Iiveaction

1P Assignment: DHCP
Time Settings 1P Address: 1042018

Netmask:
Time Zone *
Gateway:
America/Los_Angeles .
DHCP Timeout: 50
NTP Server DNS Servers: -
1PV6 IP Assignment: Disabled

1PV6 IP Address:

Oubuntupoolntporg X | 1.ubuntupeolntp.org X | |2ubuntupoolporg X | | Subuntuposlrtporg X | Enter NTP server

Authentication

Authentication settings can be configured in LiveWire. o America/Los_Angeles

Oubuntupooltp.org
1.ubuntu pooltp.org
2ubuntupooltp.org
Subuntu pooltp.org

PaloAlto
Paloalto
Dhvuv

s 123456789
UveVirtual

This s virtual device

1

dhruv.vyas@sunarctechnolo
gles.com

Backup Settings
Backups enabled: Enabled

Destination: Cloud Backup

SFTP Connection:

Filename Prefix: vewire

Date and Time: 202410.28T15:34:00.0002

Backup Interval: 1days

o Device Name: Displays the unique name given to the device. Type a new name to change the name.

° Host Name: Displays the host name of the device used by DNS.
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o Location: Displays the general location of the device. Type a new location to change the location. We suggest
entering the physical location of the device for the organization. For example, ‘Office’

o Address: Displays the mailing address of the device. For example, 123 Main St,, New York, NY.
o End of Life Date: Displays the date when the device should be replaced.

o Asset Tag: Displays the asset tag of the device. Type the asset tag to change it.

° Notes: Type any notes to add to the device you are configuring.

° [P Assignment Displays the current IP assignment for the device. You can select either DHCP or Static. If the IP
Assignment is DHCP, then the IP assignment is configured automatically via the DHCP server. If the IP
Assignment is Static, then the options below are available:

Important! LiveWire is pre-configured to obtain an IP address automatically from a DHCP server; however,
we strongly recommend the use of a static IP address for LiveWire. If DHCP is selected as the IP
Assignment, and if the address should change on a new DHCP lease, then you must look up the
new |P address assigned to LiveWire.

Note If DHCP is selected, you have approximately two minutes to connect LiveWire to your network
in order for the DHCP server to assign an IP address. If an IP address is not assigned to LiveWire
by the DHCP server within two minutes of being connected to the network, LiveWire defaults to
a static address of 192.168.1.21. Please make sure LiveWire is connected to your network within
the two minute time period from the time you click Apply. If you reboot LiveWire, the two
minute clock is also reset.

° Address: Displays the |P address assigned to the device. Type a new address to change the |P address.

o Netmask: Displays the netmask address assigned to the device. A netmask address, combined with the IP
address, defines the network associated with device. Type a new address to change the netmask address.

o Gateway: Displays the gateway address, also known as ‘default gateway,’ assigned to the device. When the
device does not have an IP route for the destination, the IP packet is sent to this address as it does not know
how to direct it locally. Only a single default gateway can be defined. Type a new address to change the
gateway address.

o DNS: Enter the address of any DNS (Domain Name Server) servers to add to the configuration. A Domain Name
Server translates domain names (e.g., http://www.liveaction.com) into an IP address. To add a DNS server, enter
the address of the server, and click Add Server. Multiple DNS name servers can be defined. You can also edit or
delete any defined DNS servers.

o Add Server. Click to add the DNS server to the configuration.

o DNS Servers. Displays the DNS servers added to the configuration.

o Edit DNS: Click to edit or update the DNS server in the configuration.
o Delete DNS: Click to delete the DNS server from the configuration.

o DHCP Timeout Displays the amount of time (in seconds) the device will wait for a DHCP address.
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Time Settings

LiveAction Devices Templates

Devices > Capture Engine (0f44c674-6adc-492c-be0a-919525491dab)

2 Configure

@R ©® 9 @@ § A ® W T Q 8 MonNov1l 7:35AM

grid-galliveaction. d: bbf149166af!

Configure capture Engine (0744c674-6adc-492c-be0a-919525d91dab)

Device Name * Host Name *

Capture Engine liveaction

1Pva settings
1P Assignment DHCP Timeout *
DHeP v s

1Pv6 settings

1P Assignment
Disabled

Time Settings

Time Zone *

America/Los_Angeles

NTP Server

Oubuntupoolporg X | |1.ubuntupoolntporg X | | 2ubuntupoolntporg X | |3ubuntupooltporg X Enter NTP serve

Authentication

Authentication settings can be configured in LiveWire.

@ =~

Device Details

Device State:
Registered:
Activation Status:
Configuration Status:
Scheduled actions:

Version:

Configure
Device Serial:

[—
DHCP Timeout:

ONS Servers:

1Pv6 1P Assignment:
1PvS 1P Address:
1Pv6 1P Prefix:
e

1PV6 DN Servers:
Time Zone:

NTP Servers:

Addlitonal Info
Location:

Address:

Contact Person Name:
Contact Person Number:
Asset Tog:

Notes:

©h + @

& Support (LiveAction) v/

243023

Ofa4c674-6adc-492c-be029
19525d91dab

Capture Engine
Iiveaction
DHCP.
1042018

50

Disabled

America/Los_Angeles

PaloAlto
Paloalto
Dhruv
123456789
LiveVirtual

This s virtual device

o Time Zone: Displays the time zone of the device. Select a different time zone to change the time zone.

o NTP Server. Enter the address of any NTP servers to add to the configuration, and then click Add Server.

o NTP Servers: Displays the list of NTP servers added to Time Settings. You can click the Editicon to editan NTP
server in the list, or click the Trash icon to remove an NTP server from the list.

LiveAction.com

Page 7 of 27



Authentication

eeoe M - <

LiveAction

User Management

Add User

eeoe M - <

LiveAction

User Management

Add User

Crid supports adding users via the portal and these users will receive a welcome email from Okta with a link to

login.

grid-galliveaction.com/user-mat

Ryne
Dhaivat
san
Dhruv
Prudhvi
o
Rotelho
Add New User
Email *
Ema

Role

ADMIN

First Name *

First Name

Last Name *

Last Name

Cancel

grid-ga liveaction.com/user-management

Ryne

Dhaivat

Dhruv

Prudhvi

Dhruv

- Botelho

Add New User

Emall *

Emal

Role

ADMIN

ADMIN

CONFIG

VIEW

Last Name

Cancel

LiveAction.com
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Additionally, an admin user can configure SAML based SSO access by navigating to Settings (gear icon) and selecting
Settings. Users can follow the instructions on screen and configure their IDP.

eoe M - < o o grid-qa liveaction.com/settings?tab=single-sign-on 3 © t +

LiveAction Devices Templates & Support (LiveAction) V]

Settings

Single Sign On
Single Sign On

@ Enebe Singie Sign On

Application Callback URL and Consumer Logout URL willbe generated based on the required input values (after
saving them). Then you should copy those values and use them to configure the IdP.

Identity Provider SSO URL * Entity ID / Application Callback URL

Identity Provider SO URL Entity ID / Application Callback URL

Identity Provider Entity ID / Issuer * Consumer Logout URL

Provider Entity uer Consumer Logout URL

Emall Domains *

Upgrade

Click the Upgrade button to upgrade the selected appliance remotely through Crid. User can choose to upgrade to
any newer version than what is running on the device. There is no capability to upgrade to a previously released
version.

@R O @@ § A ® W T Q 8 MonNovil 7:53AM

e0e M- < OB grid-qa liveaction.com/devices/37eb2405-1437-49d8-a1b3-0e523620183b2tab=update-settings © 0 +

LiveAction Devices Templates ® & >v & support (LiveAction) ]

Devices > Capture Engine (e5b732b1-990c-499f-aSec-b7ae2511e970)

. Device Details

Upgrade Settings capture Engine (e5b732b1-990c-499f-aSed-b7ae2511e970)

Device State:
No upgrade version found. Registered:

Activation Status:

@ Enable Upgrade Configuration Status:

Dete and Time Scheduled actions:
Version: 24222

/17208
Configure
Device Serial: €55732b1.990c 499 aSed-
1762511970

Version

Capture Engine
veaction
DHCP
1042033

50

Disabled

1PV6 P Prefix:
1Pv6 Gateway:

1PV6 DN Servers:

Time Zone: AmericalLos_Angeles
NTP Servers:

Upgrade Settings.

o Disable: Select to disable the upgrade on the selected devices.

° Enable: Select to enable the upgrade on the selected devices. If you enable the upgrade, you are presented
with settings to specify the date and time the upgrade should take place. Because all communications are
initiated from the device once every ten minutes, the upgrade will happen as the result of the device
communicating with the network, sometime on or after the selected time.

o Apply. Click to save the changes to the selected devices.
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Refresh

eee M - < o c grid-qa liveaction.com/devices ¢ © 0 +

LiveAction Devices Templates L & Support (LiveAction) V]

Device State: /A:27  Registered Devices: jone: 27 | Activation Status: jone: 27 | Decommissioned Devices: 3 Configuration Status:

DEVICE SERIAL DEVICE NAME HOST NAME DEVICE STATE P ADDRESS 1PV ADDRESS. MoDEL. LocaTIoN TIME ZONE PURCHASE DATE EXPIRATION DATE

All All

110014 00 8.100. 1100 America/Los_Angel..  2023-07-24T10:59: 2030-1231T10:59:

PowerCore_cg 2023-07-26T10:59: 2030-12:31T10:59:

Edge 2023-07-26T10:59: 2030-12:31T10:59:

Virtual 202401-22T00:00: 2033-12-31T00:00:

Virtual 2023-02-05T00:00: 2031-12-01T00:00:

Virtual 2023-02-05T00:00: 2031-12-01T00:00:

Click the Refresh button to refresh the list of devices.

Search

Use the Search field to locate a specific device in the list of devices. Simply enter a text string to display all
appliances that match the text string.

eoe M - < @ [ grid-qa liveaction.com/devices [ ® M +

LiveAction Devices Templates & Support (LiveAction) V|

Device State: /A:27  Registered Devices: jone:27  Activation Status: jone: 27 | Decommissioned Devices: 3 Configuration Status:

Display Columns
Click the Display Columnsicon and then select the columns you want to display in the list of devices.

ece M- < > o= grid-gaiveaction.com/devices e ® M +

LiveAction Devices Templates ® & >v & support (LiveAction) V]

Device State: /A:27  Registered Devices: jone: 27 | Activation Status: jone: 27 | Decommissioned Devices: 3 Configuration Status:

&
DEVICE NAME HOST NAME oevice sTATE 1P ADDRESS 1PV6 ADDRESS mopEL LocaTion TIvE ZoNE purcHaseoxr  Enable Al Disable All 5 or e

Al v @ Device Neme
Capture Engine eaction 420 Livewire Capture PaloAlto Paloalto LiveVirtual Amercallos Angel. 197001017 @ HostName
@ Device stete
Capture Engine eaction Livewire Virtual Amercalos el OO ol
@ Py6 Address
@ Model
@ Location
Address
Asset Tag
Time Zone

@ Puchase Date

Export to CSV
Click the Download icon to export list of devices as a .csv file.

eee M - < o c grid-qa.liveaction.com/devices ¢ © 0 +

LiveAction Devices Templates & Support (LiveAction) V]

Device State: N/A:27  Registered Devices: jone: 27 | Activation Status: jone: 27 | Decommissioned Devices: 3 Configuration Status:

Device Column Headings

Descriptions of the columns displayed in the list of devices are provided below.
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Below each of the column headings is either a text box or list box that you can use to filter the devices displayed in
the list of Devices. To filter using the text box, simply enter a text string to display the devices that match the text
string. To filter using a list box, click the box and select an option to display the devices that match that option.

eoe M - < (ON= grid-qa iveaction com/devices ¢ M+

America/Los Angel..  1970-01-01T00:00: 202512-01T00:00:

America/Los Angel..  1970-01-01T00:00: 20240531T10:59:

o Device Serial: Displays the serial number of the device.
o Device Name: Displays the name of the device.
° Host Name: Displays the host name of the device used by DNS.

o Device State: Displays whether the device is Up or Down. A device is up if it has contacted Grid in the last 25
minutes.

° [P Address: Displays the IP address of the device. The IP Address value is a link which can be used to connect
directly to Omnipeek running on the device. This makes it easy to use Crid as a launch pad to access all of the
devices being managed. It can also be used to discover the |P Address in the case where the device is set to
DHCP, or for some other reason the IP Address is not known. The |P Address is provided by the device every
time the device connects back to the portal, which by default is every 10 minutes. This way, if the IP Address of
the device changes, the IP Address value displayed in the DMS portal will reflect that.

° Model: Displays the model of the device (Edge, 1100, 3100, or Virtual).

° Location: Displays the location of the device.

o Address: Displays the address of the device. Typically, this is the mailing address where the device is located.
° Asset Tag: Displays the asset tag of the device.

o Time Zone: Displays the time zone of the device.

o Expiration Date: Displays the date that the maintenance on the device will expire. Once the expiration date
has passed, you can still access Crid and use it to manage most of the device configuration; however, until the
maintenance is renewed, the device cannot be upgraded to a newer version. As LiveAction releases new
versions a few times a year with significant improvements, we recommend keeping the devices up to date
with the latest releases of the software.

° End Of Life Date: Displays the date for when the device should be replaced.

° Notes: Displays any notes entered for the device.

o Version: Displays the version number of the software installed on the device.

° Engine Type: Displays the type of device, which can be LiveWire, LiveCapture, or LiveWire Virtual
o Shared Users Count Displays the number of secondary users that have access to the device.

o Scheduled Action(s). Displays any ‘Actions’ scheduled for the device.

o Configuration Status: Displays any status associated with configuration of the device.

° Registered: Displays a check mark if the device has been registered with LiveAction.

o Activation Status: Displays a check mark if the license on the device is valid and not expired.
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Change Password

Select the Change Password option to change the password of the selected devices.

eoe M ~ < @ grid-qa.liveaction.com/devices/37eb2405-1437-49d8-a1b3-9e523b20183b?tab=change-password

LiveAction Devices Templates

Devices > Capture Engine (e5h732h1-990c-499f-a5e-b7ae2511e970)

2 Apply Template

Change Password capture Engine (e5b73201-990c-499f-a5ed-b7ae2511e970)

@ Create Template
Current Password *
atus Management

Confirm password *

i e

& Change Password

o Current Password: Enter the current password.
o New Password: Enter the new password. The new password must meet the following requirements:

Must have 5 different characters than the last password.
Must be at least 6 characters.

Must contain at least I number

Must contain at least 1 uppercase character.

Must contain at least 1 lowercase character.

Must contain at least 1 special character.

o Confirm Password: Enter the new password again.
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Power Actions

Select the Power Actions option to perform the actions below on the device.

eoe M - < @ | grid-ga.liveaction.com/devices/37eb2405-1437-49d8-a1b3-9e523b20183b?tab=power-actions

LiveAction Devices Templates

Devices > Capture Engine (e5b732b1-990c-499f-a5ed-b72e2511e970)

& Apply Template
Power Actions capture Engine (e5b73201-990¢-499f-a5ed-b7ae2511€970)
] Create Template

Note: Once LiveWire is powered off, you need to manually press the button to restore power.

atus Management
O None (O PowerOff () Reboot

() Power Actions:

o None: Select to not perform an action on the selected appliances.

o Power Off. Select to power off the selected device. Once the device is powered off, you must manually press
the power-on button on each of the devices to power them back on.

° Reboot Select to reboot the selected appliances.
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Activation and Reset

Select the Activations and Reset Actions option to perform the actions below on the device.

ecoe M - <

LiveAction Devices Templates

Devices > Capture Engine (e5b732b1-990c-499f-aSed-b7ae2511e970)

Template

Create Template

s Management

Ip Settings

£ Restore Backup

[S Activation and Reset

grid-ga.liveaction.com/devices/37eb2405-1437-49d8-a1b3-9e523b20183b?tab=activation-and-reset

Activation and Reset capture Engine (e5b732b1-990¢c-499f-a5ec-b7ae2511e970)

© MNone () RefreshLicense () Factory Reset

° None: Select to not perform an action on the selected appliances.

° Factory Reset Select to reset the selected appliances to their factory default settings.

o (Clear Activation ID: Select the check box to clear the activation ID.

Important! If you select Factory Reset on a LiveWire Edge (or by either pressing the reset button or from
the command line), then you will also need to also select Clear Activation ID for that appliance

in Crid.

SNMP

ece M -~ <

LiveAction Devices Templates

Devices > Capture Engine (e5b732b1-990¢c-499f-a5ed-b7ae2511e970)

pply Template

> Template
Management

/% Configure

ditional Info

&5 SNMP

grid-ga liveaction.com/devices/37eb2405-1437-49d8-a1b3-9e523b20183b?tab=snmp-credentials

SNMP  capture Engine (e5b732b1-990c-4991-a5ed-b7ae2511e970)

Authentication Password * Privacy Password *

Max Message Size
5000

LiveAction.com
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Backup Settings
Select the Backup Settings option to configure backup options for a specific device.

eoe M - < @ grid-qalliveaction.com/devices/28bc887a-daf7-4ce1-bab8-abbf149{66af tab=backup-settings h + ©

LiveAction Devi Templates ® @ & Support (LiveAction) v

Devices > Capture Engine (044c674-6adc-492¢-be0a-919525d91dab)

y Template . Device Details
: Backup Settings  capture Engine (0f44c674-6adc-492d-be0a-919525d91dab)
ate Template Device State:
@ Enable Backups

estraon
Contirton s
i Scheduled actions:

Securely host system backups offsite in Grid Cloud Storage. Version: 243023
Configure

Encryption

044c674-6adc-4520be0d
Status:  Not Configured Configure Encryption 19525491dab

Capture Engine
Schedule Iveaction
Backup Filename prefix (hostname will be added) * Backup Interval * Retention Limit * ptes
livewire 5 [ot20te
Date and Time

10/28/2024 : Z 50

1PV6 IP Assignment: Disabled

1PV6 IP Address:

1PV6 IP Prefix:

1PV6 Gateway:

1PV DNS Servers:

Time Zone: America/Los_Angeles

NTP Servers: Oubuntupooltp.org
ubuntupoolntp.org
2ubuntypooltp.org
Subuntupoolrtp.org

Additional Info
Location: PaloAlto

° Enable backups - A toggle to enable or disable configuration backup

o Destination

eoe M - < [0) grid-qa.liveaction.com/devices/28bc887a-daf7-4ce1-bab8-abbf149f66af2tab=backup-settings 2 D+ O

LiveAction

Devices > Capture Eng

Device Details
Backup Settings capture Engi
Device State:
Registered:
Destination Activation Status:

Configuration Status:
H eduled actlons:
SFTP Status: Version:

Configure
Encryption
Device Serlal

Status:  Not Configured
Device Name:

Schedule Host Name:
1P Assignment:
SFTP should be co firs oo
Netmask

Gateway:

SECURITY SETTINGS

DHCP Timeout:
DNS Servers:
Encrypt backups 1PV6 IP Assignment
1PV6 IP Address:

1PV6 IP Prefix:

Customers can configure backups to be sent to an SFTP server of their choice inside their environment.
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o SFTP Status - Indicates if SFTP server is configured.

= grid-ga.liveaction.com/devices/28bc887a-daf7-4cel-bab8-abbf149f66af ?tab=backup-settings

Backup Settings capture Engine (0f44c674-6adc-492d-be0a-919525d91dab)

@ Enable Backups
Destination
SETP

SFTP Status:

Encryption

Status: Not Configured Configure Encryption

Schedule

Configure SFTP

Hostname *

Hostname
Username *
Username
Password *

Password

Directory *

directory

Cancel

o SFTP Status - Indicates if SFTP server is configured or not

o Configure SFTP field:
Hostname - the hostname of the SFTP server
Port - the port number of the server FTP application
Username - the username for SFTP user
Password - the password for the SFTP user
Directory - Where the backups are to be stored on the SFTP server

o Cloud Backup - When selected, the configuration backup is stored in Grid SaaS as an encrypted backup.

o Schedule - The frequency of backup and how many backups to be stored and a time selector for the backup
needs to be taken.

Restore Backup

Users may introduce changes to the configuration that is not desired and want the ability to revert to an older
configuration state. Restore backup allows users to be able to choose a backup version of the configuration. When
backups are configured, the list of backups for each device is visible in this section. The list includes

v ks wN

Status - indicates whether the backup is successful or not

Filename - the filename of the backup file

Backup Time - When the backup took place

Location - The location of the backup file (indicating the full path for the file)

Action - A user can select a backup and apply that configuration to the device.
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Revisions
Admin users can click Revisions to view the configuration changes made against a LiveWire device.

Admin users can create and edit configuration of LiveWire devices from the Grid Ul. When a LiveWire device is
connected to Grid, it receives any configuration updates made on the LiveWire device and is stored as a revision.
Any configuration made on the device and pushed to Crid is shown as Created by the device.

If an admin user creates or updates the device configuration from Grid, a copy of the device configuration made by
that user is also stored under Revisions.

eee M-~ < @ < grid-ga.liveaction.comjdevices/28bc887a-daf7-4ce1-bab8-abbf148f66af?tab=revisions ¢

LiveAction Devices Templates

Devices > Capture Engine (0f44c674-6adc-492d-be0a-919525091dab)

£ Apply Template

) Revisions  capture Engine (0f44c674-6adc-492d-be0a-919525d91dab)

3] Create Template
'CREATED AT 'CREATED BY

nagement

2024-11-11T13:19:01.5932 device
2024-11-11T13:06:08.3472 dvyas@liveaction.com
2024-11-11T13:00:53.4752 device
2024-11-07T14:27:41.636Z device

2 User Access
2024-11-07T14:16:04.3392 device
2024-11-07T11:30:55.284Z device
2024-11-07T11:07:12.3192 device
2024-11-05T18:56:16.830Z vrajaram@liveaction.com

2024-11-05T17:40:40.958Z vrajaram@lives om

2024-11-05T17:40:03.3382 vrajaram(@liveaction.com

Fl Revisions
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Application Config

The current running configuration of a LiveWire device is shown here. If the device is running 24.3 or newer version,
then all the configuration (including, Alerts, alarms, Filters, Captures etc) are shown in the section as a JSON
document. If the device is running an older version, then only the ACL and user permission configuration is shown in
this section.

grid-galiveaction.com/devices/28bc887a-daf7-4ce1-bab8-abbf149(66af2tab=config-json g b+ ©

°
[ ]
B8
~
(S
|

LiveAction Devices Templates ® & v & support(LiveAction) v

Devices > Capture Engine (0f44c674 6adc-4920+be0a-919525491dab)

& A e Device Details
) JSON  capture Engine (0f44c674-6adc-492d-be0a-919525d91dab)

@

Device State:
Registered:

Activation Status:

Configuration Status:

‘Scheduled actions:

Version: 243023

Configure

Device Serial: 0f44c674-6adc-492¢-be0a-9
195254914

Device Name: Capt
Host N Iveaction
1P Assignment: DHCP.

1P Address: 1042018
—

Gateway:

DHCP Timeout: 50

DNS Servers:

IPY6 1P Assignment:  Disabled
1PY6 1P Address:

1PY6 1P Prefix:

1Pv6 Gateway:

0 JsoN
1PV DNS Servers:

Time Zone: America/Los_Angeles

NTP Servers: Oubuntupooltp org
ubuntu pooltp.org
2ubuntupooltp.org
3ubuntupoolrtp.org

Additional Info
Location: PaloAlt
Paloalto
Dhruy
Contact Person Number: 123456789
Asset Tag: LiveVirtual
Notes: This s virtual device

User Access
‘Shared: 1

Owner:
gles.com

Backup Settings
Backups enabled: Enabled
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Grid Templates Tab

The Grid Templates tab displays the templates associated with your account. Ten plates allow you to configure
settings independent of a particular device, and then apply the template, and thus the settings, to a device, or
multiple devices in bulk at the same time. A description of each of the available options and settings in the
Templates tab is provided below:

@0 @ [rrivate < @ grid-qa liveaction.com/templates 0 M o+

& Support (LiveAction) v
< Add Template &
[m]

TEMPLATE NAME

[m]
< ox x o x o x x x x x

Add Template
Click the Add Template button to display the Add Template dialog to add a new template to the configuration.

®0® [Jrrivate ¢ @ grid-ga.liveaction.com/templates/new?tab=configure ()]
LiveAction Devices Templates

Templates > New Template

£ Configure
Conﬁgure New Template

Settings

Template Name * Template Version *

Time Settings

Time Zone *

NTP Server

Enter NTP server

Authentication

© Enable 0S

o Template Name: Type a name for the template.

o Template Version: Click to select the version of the template you are configuring.

o Timezone: Click to select the timezone for the template.

o NTP Server. Enter the address of any NTP servers to add to the configuration, and then click Add Server.

o NTP Servers: Displays the list of NTP servers added to Settings. You can click the Editicon to editan NTP server
in the list, or click the Trash icon to remove an NTP server from the list.
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Authentication

Configure New Template

Settings

Template Name * Template Version *

Time Settings

Time Zone *

NTP Server

Enter NTF server

Authentication
() Enable 0S authentication only

o Enable third-party authentication

Add

IN USE

o Enable OS authentication only. Select this option to use the local OS authentication.

° Enable third-party authentication: Select this option to use TACACS+ or RADIUS authentication. If this option
is selected, click Add to configure the new authentication setting.

o Add: Click to add a new authentication setting. You will need to configure the new authentication setting.
o Search: Enter the text string to search the list of authentication settings.

o Name: Displays the name of the authentication setting.

° Type: Displays the type of authentication, which can be either ‘'RADIUS or TACACS+!

o Host Displays the host of the authentication setting.

° Port Displays the port of the authentication setting.

o Secret Displays the secret key of the authentication setting.

o In Use: Displays whether or not the authentication setting is in use.
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o Action: Click the Editicon to edit the authentication setting, or click the Trash icon to delete the
authentication setting.

o Save: Click to save the authentication setting.

User Access

The User Access setting is similar to the Authentication section above where the admin user can configure
additional users and set their roles.

SNMP

SNMP test-template

Authentication Password * Privacy Password *

Max Message Size

Admin can configure SNMP settings such as:
° Authentication password
° Privacy password

° Max Message size

IDRAC Settings

The Integrated Remote Access Controller (iDRAC) firmware and hardware built into LiveWire (LiveWire Core/
PowerCore only) lets you remotely access LiveWire as if you were in the same room as the LiveWire. Using an
Internet browser, you can easily perform tasks such as accessing a remote console, reimaging LiveWire, rebooting,
shutting down, and starting LiveWire (even if LiveWire is off).
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These settings are only applicable to physical appliances and not for Virtual ones. These are Dell hardware settings.

IDRAC Settings test-template

Time Zone *

DNS Server 1 DNS Server 2

Web Server TLS Version *

v [] Host Header Check

Update Settings

®  Enable Updates

SNMP

®  Enable SNMP

NTP

®  Enable NTP

Event Filters

Alert
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Backup Settings

Select the Backup Settings option to configure backup options for a specific device.

LiveAction Templates

Devices > Capture Engine (044c674-6adc-492¢-be0a-919525d91dab)

—

Configure

® Additional Info

Backup Settings

Restore Backup

o Enable backups - A toggle to enable or disable configuration backup

o Destination

LiveAction

Devices > Capture Eng

grid-ga.liveaction.com/devi

Backup Settings  capture Engine (0f44c674-6adc-492d-be0a-919525d91dab)
@ Enable Backups
Destination
TP O Backup
Securely host system backups offsite In Grid Cloud Storage.
Encryption
Status:  Not Configured Configure Encryption
Schedule
Backup Filename prefix (hostname will be added) * Backup Interval *
vewire
Date and Time
10/28/2024

grid-ga liveaction.comdevices/28bc887a-daf7-Ace1-bab8-abbf149166af tab=backup-settings

ure Engine (0f44c674-6adc-492d-be0a-919525091dab)

Destination

SFTP Status:

Encryption

Status:  Not Configured Configure Encryption

Schedule

SFTP should be co

SECURITY SETTINGS

®  Encrypt backups

c887a-daf7-dce1-bab8-abbf149f66af 2tab=backup-settings

@ &~

Device Details

Activation Status:
Configuration Status:
Scheduled actions:

Version:

Configure

1PV6 IP Assignment:
1PV6 IP Address:
1PV6 IP Prefix:

Additional Info
Location:

Device Details

Device State:
[—
Activation Status:
Configuration Status:
Scheduled actions:

Version:

Configure

Device Serial

Device Name:
Host Name:

1P Assignment

1P Address:
Netmask

Gateway

DHCP Timeout:
DN Servers:

1PV6 IP Assignment
1PY6 IP Address:
1PV6 IP Prefix:

1Pv6 Gat

1PY6 DN

Time Zone:

NTP S

h + ©

& Support (LiveAction) v

243023

0f44c674-6adc-492¢-be0a9
1952591dab

Capture Engine
Iveaction
DHeP.
1042018

50

Disabled

America/Los_Angeles
Oubuntupooltp.org
ubuntu pooltp.org
2ubuntupooltp.org
Subuntupoolrtp.org

PaloAlto

LiveAction.com
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Customers can configure backups to be sent to an SFTP server of their choice inside their environment.
@R[ @

@ = grid-ga.liveaction.com/devices/28bc887a-daf7-4cel-bab8-abbf149f66af ?tab=backup-settings

Backup Settings capture Engine (0f44c674-6adc-492d-be0a-919525d91dab)

@ Enable Backups
Destination

SETP
SFTP Status: N
Encryption

Status: Not Configured Configure Encryption
Schedule

SFTP should be confi
Configure SFTP

Hostname *

Hostname

Username *

Username

Password *

Password

Cancel

o SFTP Status - Indicates if SFTP server is configured or not

o Configure SFTP fields:
Hostname - the hostname of the SFTP server
Port - the port number of the server FTP application
Username - the username for SFTP user
Password - the password for the SFTP user
Directory - Where the backups are to be stored on the SFTP server

o Cloud Backup - When selected, the configuration backup is stored in Grid SaaS as an encrypted backup.

o Schedule - The frequency of backup and how many backups to be stored and a time selector for the backup
needs to be taken.
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Upgrade Settings

Click the Upgrade button to upgrade the selected appliance remotely through Crid. User can choose to upgrade to
any newer version than what is running on the device. There is no capability to upgrade to a previously released
version.

@R O @@ § A ® W T Q 8 MonNovil 7:53AM

eoe M - < o o grid-qalliveaction 5 d8-ab: 3 ©h + @

LiveAction Devices Templates & Support (LiveAction) V|

Devices > Capture Engine (€5b7321-990c 499 aSecHh7ae2511970)

. Device Details
Upgrade Settings capture Engine (e55732b1-990c-499f-aSed-b7ae2511970)

No upgrade version found.
Activation Status:

@® Enzble Upgrade Configuration Status:
‘Scheduled actions: -
Version: 24222

Date and Time
1/11/2024
Configure

Device Serial: 5b732b1-990¢-499f-a5ed-
b7ae2511e970

Version

Capture Engine
Iiveaction

1P Assignment: oHeP

1P Address: 1042033

Netmask:

[—

DHCP Timeout: 50

ONS Servers:

1PV6 1P Assignment:  Disabled

1PvS 1P Address:

1Pv6 1P Prefix:

e

1PV6 DN Servers:

Time Zone: AmericalLos_Angeles

NTP Servers:
Upgrade Settings.

o Disable: Select to disable the upgrade on the selected devices.

o Enable Select to enable the upgrade on the selected devices. If you enable the upgrade, you are presented
with settings to specify the date and time the upgrade should take place. Because all communications are
initiated from the device once every ten minutes, the upgrade will happen as the result of the device
communicating with the network, sometime on or after the selected time.

o Apply. Click to save the changes to the selected devices.
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Enabling Grid Support

Grid Support from LiveAdmin Utility

The LiveAdmin utility on LiveWire lets you view and configure a variety of settings from the LiveAdmin views in the
left-hand navigation pane of the utility. Before you can use Grid for LiveWire, you must enable Centralized
Management support (enabled by default) in the Omniview of the LiveAdmin utility, as described below.

To enable Centralized Management support in the LiveAdmin utility:

1. From a browser window on a computer connected to the same network as LiveWire, enter the IP address for
LiveWire in the URL box as IP ADDRESS:8443 (e.g,192.168.1.21:8443). The LiveAdmin Login screen appears.

LiveAdmin

Password

2. Enter the default password ‘admin’ and click Login.

Note If you are using LiveWire Omnipeek, you can also access the LiveAdmin Login screen by clicking
System Configuration from either the Omnipeek Login screen, or by clicking Configure System
from within Omnipeek itself.

LiveWire Omnipeek

Login

Copyright © 2024 LiveAction. All rights reserved.
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3. Co to the Omni view, select the Centralized Management option, and then click the Enable Centralized
Management check box to enable Grid support. To learn more about each of the LiveAdmin views, see the

LiveWire User Guide.

1]

Omni

Centralized Management
Factory Reset

Backup

Restore

SFTP

SNMP

4, Click Apply.

10.4.201.8:8443/#fomn h + @

) Livordmin A (0-4691] LiveAdrin s pointing users to MyPeok Instead of Gid - LiveAction JRA

Centralized Management Settings

Centralized Management is the preferred way to manage and configure multiple LiveAction In order to enable select the checkbox below. Once
enabled, changes can still be made locally but configuration changes made in the centralized management console will supersede local changes. For instructions on how to register and
manage devices from the centralized console please visit MyPeek.

Enable Centralized Management

HTTP Proxy Configuration
Hostname

https dl | hostname
Port

443

LiveAction.com
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